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Background: TGr pre-authentication enables a subsequent TGr First Association to occur without incurring the time delay of a full 802.1X entity authentication. In the absence of a standardized Key Transfer protocol, this provides a faster BSS transition when many mobility domains are used, e.g. one mobility domain per multi-vendor-AP device.

Successful TGr Pre-authentication results in delivery of the MSK to the Authenticator of the target AP.

FT Initial association then proceeds as indicated in Figure 154J, with the exception that the 802.1X authentication exchange has already occurred. 

 The target AP advertises its BSSID value. When the target AP receives the pre-authentication frame containing an encapsulated 802.1X frame, the target AP must forward that frame to its authenticator.

The DA of pre-authentication frames sent by the STA is the BSSID of the target AP. The target AP may be able to support 802.11i and 802.11r associations simultaneously, and could use a single BSSID for both types of associations, or the AP could use multiple (virtual) BSSIDs, one for each.

If the STA is doing 11i pre-auth, then the BSSID is the MAC address of the Authenticator, even if .11r is also supported.
Change Clause 8.4.6.1 as indicated below.

8.4.6.1 Preauthentication and RSNA key management
A STA shall not use preauthentication except when pairwise keys are employed. Preauthentication shall not

be used unless the target AP advertises the preauthentication capability in the RSN information element.

When preauthentication is used, then

a) Authentication is independent of BSS Transition.

b) The STA’s Supplicant may authenticate with multiple APs or MDs at a time.

NOTE—Preauthentication can be useful as a performance enhancement, as reassociation will not include the protocol

overhead of a full reauthentication when it is used.

Preauthentication uses the IEEE 802.1X protocol and state machines with EtherType 88-C7, rather than the

EtherType 88-8E. IEEE 802.1X frame types EAP-Packet and EAPOL-Start and EAPOL-Key are valid for

preauthentication. 
NOTE—Some IEEE 802.1X Authenticators may not bridge IEEE 802.1X frames, as suggested in C.1.1 of IEEE

P802.1X™-2004. Preauthentication uses a distinct EtherType to enable such devices to bridge preauthentication

frames.

A STA’s Supplicant can initiate preauthentication when it has completed the 4-Way Handshake or  Initial Association with a Mobility Domain in the ESS and configured 
the required temporal keys. To effect preauthentication, the STA’s Supplicant sends an IEEE 802.1X 
EAPOL-Start message with the DA being the BSSID of a targeted AP and the RA being the BSSID of the 
AP with which it is associated. When dot11FastBSSTransitionEnabled is set to false, the target AP shall use a BSSID equal to the MAC address of its Authenticator. When dot11FastBSSTransition Enabled is set to true, the target AP shall use the BSSID of the AP, and forward a received preauthentication frame to its R0KH. 
As preauthentication frames do not use the IEEE 802.1X EAPOL EtherType field, the AP with which 
the STA is currently associated need not apply any special handling. The AP and the MAC in the STA shall 
handle these frames in the same way as other frames with arbitrary EtherType field values that require distribution 
via the DS.

An AP’s Authenticator that receives an EAPOL-Start message via the DS may initiate IEEE 802.1X authentication

to the STA via the DS. The DS will forward this message to the AP with which the STA is 
associated.
The result of preauthentication may be a PMSKA, if the IEEE 802.1X authentication completes successfully.

If preauthentication produces a PMSKA, then, when the Supplicant's STA associates with the preauthenticated

AP, the Supplicant can use the PMK with the 4-Way Handshake or the PMK-R0 with the FT 4-Way Handshake.


When the AS completes the authentication, it, passes the 
master session key (MSK), (a portion of 
which is used to derive the PMK or PMK-R0)  to the Authenticator.  
If the Supplicant and Authenticator lose synchronization with respect to the MSK, the 4-Way Handshake or FT 4-Way Handshake will fail. In such circumstances, the MIB variable 
dot11RSNAStats-4WayHandshakeFailures shall be incremented. 
A STA’s Supplicant may initiate preauthentication with an AP with preauthentication 
enabled regardless of whether or not the targeted AP is within radio range.
Even if a STA has preauthenticated, it is still possible that it may have to undergo a full IEEE 802.1X

authentication, as the AP’s Authenticator may have purged its MSK due to, for example, unavailability

of resources, delay in the STA associating, etc.

In an RSN in which  dot11FastBSSTransitionEnabled is set to true, a STA may use pre-authentication to perform an FT Initial Association with an AP in another Mobility Domain. The STA stores the PMK-R0 and uses it to transition to an AP in the new Mobility Domain.  PMKID negotiation is not used as the STA holds only one PMK-R0 for the mobility domain. The STA shall use the FT Initial Association to transition to the target AP.
 

Need to add PMKR0Name definition, and add the field to the RSNIE in the message exchanges.
7.3.2.25.4 PMKID
The PMKID Count and List fields shall be used only in the RSN information element in the (Re)Association

Request frame to an AP. The PMKID Count specifies the number of PMKIDs or PMKR0Names in the PMKID List field. The PMKID list contains 0 or more PMKIDs or one PMKR0Name that the STA believes to be valid for the destination AP. The PMKID can refer to

a) A cached PMKSA that has been obtained through preauthentication with the target AP

b) A cached PMKSA from an EAP authentication

c) A PMKSA derived from a PSK for the target AP

See 8.5.1.2 for the construction of the PMKID and 8.5A.4 for the construction of the PMKR0Name.

NOTE—A STA can choose not to insert a PMKID in the PMKID List field if the STA does not want to use that PMKID.


(1) 
(2) 
(3) 


8.4.6.2 Cached PMKSAs and RSNA Key Management

A STA can retain PMKSAs it establishes as a result of an IEEE 802.1X authentication. The PMKSA cannot be changed while cached. The PMK in the PMKSA is used with the 4-Way Handshake to establish fresh PTKs. The PMK-R0 in the PMKSA is used with the FT Initial Association to establish PMK-R1 and PTKs.
If a non-AP STA in an ESS has determined it has a valid PMK with an AP to which it is about to (re)associate, it includes the PMKID for the PMK in the RSN IE in the (Re)Association Request. Upon receipt of a (Re)Association Request with one or more PMKIDs an AP checks if it’s Authenticator has retained a PMK for the PMKIDs and that the PMK is still valid. If so it asserts possession of that PMK by beginning the 4-Way Handshake after association has completed; otherwise it begins a full IEEE 802.1X authentication after association has completed. 

If both sides assert possession of a cached PMKSA but the 4-Way Handshake fails, both sides shall delete the cached PMKSA for the selected PMKID.

If a non-AP STA in an ESS has determined it has a valid PMK-R0 with an AP to which it is about to (re)associate, it includes the PMKR0Name for the PMK-R0 in the RSN IE in the (Re)Association Request. Upon receipt of a (Re)Association Request with one PMKR0Name, an AP checks if it’s Authenticator has retained a PMK-R0 for the PMKR0Name and that the PMK-R0 is still valid. If so it asserts possession of that PMK-R0 by beginning the FT 4-Way Handshake after association has completed; otherwise it begins a full IEEE 802.1X authentication after association has completed. 

If both sides assert possession of a cached PMKSA but the 4-Way Handshake fails, both sides shall delete the cached PMKSA for the selected PMKR0Name.

In Clause 8A.3.1, change the last sentence of the 4th paragraph as indicated below

The (Re)association Response[0554] from the AP shall contain an MDIE, with contents as presented

in Beacons and Probe Responses. The FTIE shall include the key holders of the AP, R0KH-ID and

R1KH-ID, set to values of dot11FTR0KeyHolderID and dot11FTR1KeyHolderID, respectively. The FTIE

shall indicate a MIC information element count of zero (i.e., no MIC present), and have nonce and MIC values

of zero[0752]. The AP shall include its security capabilities in the RSN information

element[#669]. If the STA has a valid PMK-R0 from a previous preauthentication with the AP, the PMKID list shall include the PMKR0Name; otherwise the PMKID list field shall be empty.

Modify Clause 8.5.2, as as indicated below:
IEEE 802.11 uses EAPOL-Key frames to exchange information between STAs’ Supplicants and Authenticators.

These exchanges result in cryptographic keys and synchronization of security association state. EAPOL-Key frames are used to implement four different exchanges:

— 4-Way Handshake, to confirm that the PMK between associated STAs is the same and live and to

transfer the GTK to the STA.

— Group Key Handshake, to update the GTK at the STA.

— PeerKey initial SMK handshake to deliver SMK and final 4-way STK Handshake to deliver the

STK, to the initiating and peer STAs.
-  FT Preauthentication Handshake, to specify the key hierarchy to be used with the key resulting from the preauthentication exchange and deliver an Authenticator identifier to the Supplicant.
Modify Table 62—KDE, inserting a new data type, and modifying the Reserved values:

00-0F-AC 9 Preauthentication KDE

00-0F-AC 9 10–255 Reserved

Modify Table 63—MUI, inserting a new handshake type:

Preauthentication Handshake  00-05
Insert the following after the last KDE figure:

The format of the Preauthentication KDE is shown in Figure xxx.

	Preauthentication AKM
	Identifier

	4 Octets
	16 Octets


Figure 36—Preauthentication Key Data Encapsulation format

The Pre-authentication AKM is 4 octets in length and contains the OUI and Suite Type of the AKM, see 7.3.2.25.2 used with the pre-authentication exchange.
The Identifier field is 16 octets in length and contains an identifier. When the 00-0F-AC-3 AKM suite is used, the PMKR0-ID is included as the Identifier.
Insert a new Clause 8.5.10 following Clause 8.5.9

8.5.10 Preauthentication Handshake

The Preauthentication Handshake consists of a two frame exchange which specifies the key hierarchy to be used with the key resulting from the preauthentication exchange and delivers an Authenticator identifier to the Supplicant.
When the STA uses preauthentication and the 00-0F-AC-3 AKM suite, the STA supplicant shall send an EAPOL-Key frame to indicate key usage as a preauthentication frame, (using EtherType 88-C7), after the initial preauthentication EAP-Packet or EAPOL-Start frame to indicate that a PMK-R0 is to be derived from the MSK resulting from successful EAPOL authentication exchange. 
The format of Preauthentication Handshake Message 1, and EAPOL-Key message for indicating key usage is as follows:

EAPOL-Key(0,0,0,0,0,1,0, 0, 0, Preauthentication KDE)

The request message uses the following values for each of the EAPOL-Key frame fields:

Descriptor Type = N - see 8.5.2

Key Information:

Key Descriptor Version = 1 (RC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap

with HMAC-SHA1-128)

Key Type = 0 (Group/SMK)

SMK Message = 0
Install = 0

Key Ack = 0

Key MIC = 0

Secure = 0

Error = 0

Request = 1 when the message is going from the STA to an AP or 0 when the message is going

from an AP to the STA

Encrypted Key Data = 0

Reserved = 0

Key Length = 0

Key Replay Counter = request EAPOL replay counter

Key Nonce = 0

EAPOL-Key IV = 0

Key RSC = 0

Key MIC = 0

Key Data Length = Length of Key Data field in octets

Key Data = Preauthentication KDE: Preauthentication AKM (different types defined in Table xx), Identifier = 0.

The target Authenticator shall send EAPOL-Key as a preauthentication frame, (using EtherType 88-C7), after successful completion of the EAP authentication exchange, to deliver its authenticator identity. When the 00-0F-AC-3 AKM suite is indicated in the received EAPOL-KeyPreauthentication KDE, the Authenticator shall include its PMKR0-ID in the frame sent to Supplicant.
The format of Preauthentication Handshake Message 2, EAPOL-Key message for delivering an identifier is as follows:

EAPOL-Key(0,0,0,0,0,0,0, 0, 0, Preauthentication KDE)

The request message uses the following values for each of the EAPOL-Key frame fields:

Descriptor Type = N - see 8.5.2

Key Information:

Key Descriptor Version = 1 (RC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap

with HMAC-SHA1-128)

Key Type = 0 (Group/SMK)

SMK Message = 0 
Install = 0

Key Ack = 0

Key MIC = 0

Secure = 0

Error = 0

Request = 1 when the message is going from the STA to an AP or 0 when the message is going

from an AP to the STA

Encrypted Key Data = 0

Reserved = 0

Key Length = 0

Key Replay Counter = request EAPOL replay counter

Key Nonce = 0

EAPOL-Key IV = 0

Key RSC = 0

Key MIC = 0

Key Data Length = Length of Key Data field in octets

Key Data = Preauthentication KDE: Preauthentication AKM, Identifier.
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Abstract


This document describes the text changes to support preauthentication for TGr associations. This resolves TGr D2.0 Issue 56.
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