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Wednesday May 24, 2006

11:00am

Attendees:

Clint Chaplin 
Bill Marshall 
Michael Montemurro

Kapil Sood

Rajneesh Kumar

Frank Ciotti

Lily Chen

· Call to order

· Review of IEEE Intellectual Property Policy

· Discussion on the status of document 11-06/650r0.
Multiple submissions will be created based on this document.

Michael Montemurro, Kapil Sood, and Rajneesh Kumar will prepare submissions for the adhoc meeting which will include draft text.

Bill Marshall has agreed to update draft text based on the submissions.

· Discussion on the status of document 11-06/556r1

Kapil Sood will update the presentation and create draft text for the June meeting.

Kapil Sood will create version 2 and post it to the document respository in two weeks.

The meeting two weeks from now conflicts with the Wi-Fi Alliance meeting.

Kapil Sood will try to update the security document for next week.
· Discussion on the status of document 11-06/624r0

We can make a submission to include the SNonce and Anonce into draft 2.0.

We could update the PMK-R1 derivation. 

If the PMK-R0 has been compromised, then everything is compromised.

The R0 and R1 Key Holders need to be defined so that they can be named.

We need to handle the key compromise rather than the key holder compromise. Key holder compromised is out-of-scope of TGr.

We can’t mitigate a device compromise.

We need to add text to ensure that there is only one PMK-R0 SA for the STA within the Mobility Domain.

We could update clause 8A.2 to indicate that there can be only one PMK-R0 SA per STA.

We should restrict one PMK-R0 per Mobility Domain.

That would mean that the R0KeyHolders need to communicate to maintain this policy.

A fat-AP deployment would require multiple R0KeyHolders.
From a security point-of-view, we need to provide flexibility to require different infrastructures. However may need to restrict that flexibility in order to address security issues.

We could likely address this issue by making a statement in the draft that the STA can hold only PMK-R0 SA.

We could adopt the proposal on slide 6 and adopt the R1KeyHolder name as the BSSID.

The SNonce and ANonce changes address the issues on slides 9, 11, and 12.
Message 2 was vulnerable because the AP cannot determine whether there is a replay attack.

The attack described on slide 15 is the same in TGr as it is for TGe.

There is a disagreement whether this is an attack for the base standard versus the TGr standard.

The reservation timer or the reservation limit could be configured to prevent a STA from reserving resources at multiple AP’s.

In document 11-06/623r0 proposes a scheme for metering.
This document introduces a central server to meter reservations.

One of the AP’s could forge a message to a target AP.

A policy could be applied to an AP using a Network Management server.

There is no consensus on whether this attack actually exists.

· The teleconference information for this call should not change for future teleconferences.

· Adjourn until the teleconference next week.
Wednesday May 31, 2006

11:00am

Attendees:

Clint Chaplin, 
Bill Marshall, 
Michael Montemurro,
Kapil Sood,
Dorothy Stanley,
Frank Ciotti,

Fred Haisch.
· Call to order

· Review of IEEE Intellectual Property Policy

· Discussion on To-Do list document 11-06/578r6
The results of this discussion will be captured in document 11-06/578r7
Discussion of issue #8
Dorothy Stanley has prepared document 11-06/825r0 to discuss Key Holder functions and naming.

Discussion of issue #44

There are sections in the TGT draft that describe FT test methodology in the context of both IEEE 802.11i and TGr.

We could include those sections in an Annex of TGr.

Do we really need to include text from TGT? Could we simply refer to the TGT draft?

We could always create a separate submission to deal with this issue. It could even be posted on the IEEE 802 website.

The PAR states that TGr needs to come up with roaming metrics. We will have to determine these based on the TGT methodology.
· Discussion on document 11-06/825r0 by Dorothy Stanley

The EAP Server definition is consistent with the IETF EAP-Keying document.

IEEE 802.11 treats the Authenticator differently because the NAS is out-of-scope.
RSNA Key Management is part of the Authenticator. RSNA Key Management is a function of the Authenticator.

The Authenticator should be a label, not a box on slide 4.

A reference to the IETF EAP-Keying draft should be added as a reference on this slide.

The important point is that the RSNA Key Management is part of the IEEE 802.11 SME.

The R0KeyHolder must be part of the Authenticator.

The RSNA Key Management is part of IEEE 802.11 and is not part of IEEE 802.1X.

In TGr, the RSNA Key Management functions have been divided across two logical components.
The R0KeyHolder is the same as the PMK holder in the base specification. It is clearly an Authenticator function.

The derivation of the PMK-R1 is the one of the new functions added by TGr.

There is no preference for changing the name of the R0 and R1 Key Holders.
By using distinct names, we are implying that there is a bigger difference from TGr and IEEE 802.11i.

The RSNA Key Management is really being divided into different components. The different functions of the RSNA Key Management are described in IEEE 802.11i. They are divided across multiple.

The R0 and R1 Key Holders do not always need to be co-located.

An R1 Key Holder names itself based on the function it performs. An R1 in a controller could name itself by the controller ID. An R1 in a WTP could name itself by a BSSID.

Two layers of the key hierarchy are required to address FT in a fat AP architecture.

The Key Holders need to be bound to the entity that does the derivation.

NIST requires the Key Holders to be bound to entities.

Slide 10 could be made clearer if the SME was shown in each component. There will be an SME in both the AC and the WTP in both the split MAC and local MAC case. The SME on the WTP will be thin in the split MAC case.

This presentation brings out two points:

The RSNA Key Management is part of IEEE 802.11i, not IEEE 802.1X
It shows that the Key Holder names should be bound to the components in the infrastructure that they reside.
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