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Session I, Monday May 15, 2006 19:30-21:30, Hyatt Regency – Grand Ballroom Salon III
Meeting called to order on Monday, May 15, 2006 by Dorothy Stanley at 19:39, with secretaries Sandy Turner and Fred Haisch.
The IEEE 802.11 was asked to review the PANA document and provide feedback to the IETF

The proposed agenda is in Document 11-06-0638

The IETF Ad Hoc group is working under Study Group rules and thus everyone can vote.

Everyone was asked to sign the attendance sheet and to record their attendance electronically per 802.11 instructions.

Document 11-06-0622 contains the PANA presentation.

Document 11-06-0577 contains the proposed IEEE 802.11 feedback on the PANA document.

The IEEE Patent Policy on slide 5 in Document 11-06-0638 was read.

Inappropriate Topics for IEEE TG Meetings, slide 6, was read.

Copyright, slide 7, was read.

IEEE Ethics, slide 8, was read.

The Anti-Trust Statement, slide 9, was read.

No issues were raised concerning these slides.

The agenda, slide 2 in Document 11-06-0638, was presented and discussed.

Responding to a question, the chairperson stated that the IETF Ad Hoc operates under Study Group rules, and thus anybody can vote on the motion.

The agenda was adopted.

The PANA presentation, 802.11i Bootstrapping Using PANA, in Document 11-06-0622 was given
The PANA Model was discussed in slide 7.

Framework for Bootstrapping Lower-Layer Security using PANA was discussed in slide 8.

The SAP could be a 4 Way Handshake.

In slide 7, this approach assumes that the STA can obtain an IP address via DHCP over the 802.1X Uncontrolled Port. However, only EAPOL messages can be sent over the 802.1X Uncontrolled Port.

This problem is identified in Slide 10.

The IETF could not determine the restriction on the 802.1X Uncontrolled Port from the IEEE 802.11i amendment and thus has submitted an interpretation request.

It was reported that 200 million 802.11i systems are deployed today.  In addition, another 1 million 802.11i systems are being deployed every day.

The economical justification for making the required changes for PANA was asked and a clear answer was not given.

The chairperson’s opinion was that the 802.1X Uncontrolled Port would block all frames except EAPOL frames. 

The chairperson then requested the following straw poll be taken.

Only 802.1X Ethertype frames are allowed to pass through the Uncontrolled Port prior to successful authentication.

Yes:  20

No: 1

Abstain: 3

Is this a Pre Shared Key? Normally a PSK is shared among several stations in most implementations although PSKs can be assigned per AP/STA pair.

In the PANA proposal, a unique PSK is assigned per AP/STA pair.

Slide 8 was discussed more in an attempt to clarify it.

The chairperson observed that Per-STA PSK in step 3 seemed to be more like a PMK than a PSK.

The PAA fully remembers the Master Key as the PAC moves between Target APs.

PANA assumes that all the Target APs and the PAA are in the same administrative domain.

Option 2 on slide 9 was discussed.

One person indicated that this would require significant changes.

One person reiterated this statement.

The chairperson indicated that the client would have to have a PANA client.

One would need two SSIDs, one for the Open AP and another for the AP using the PSK.

How does the PANA client know which SSID to associate with to obtain the PSK?

The client tries each Open Access Point in an area and tries to execute the PANA protocol to obtain the PSK.

What is the benefit of the PANA? PANA has it own goal. The goal is to define a bootstrapping approach that works with any link layer. 

The IEEE response to IETF on PANA, Document 11-06-577r0, was then reviewed.

Item c was discussed in more detail and it was generally agreed that a new AKM with different filtering rules would be needed.

The 802.11i goal was to have both client and AP block traffic until link level authentication was successful.

In Item d, it was decided to delete the last sentence.

It was observed again that most AP implementations support a shared PSK instead of per client PSKs.

PSKs are delivered to the APs under the same PAA.

It seemed that the PANA PSK is used in PMK mode, from an authentication point of view (use EAP) and in PSK mode, from the point of view of using an externally provisioned key.
Jesse again raised the economic question? Does this approach open any new markets without damaging current markets?

E911 service was suggested as something that could be supported. It was observed that 802.11u was working on supporting E911.

The AP proxies for the client in the 802.11u proposal.

Jesse believes that a new AKM would be required even in Option 2.

It was suggested that if there economic justification/use cases, the IEEE 802.11 would be willing to discuss PANA needs further with the IETF.

It was observed that in the Option 2 case, the Open AP opens the network up for any traffic. However, one of the IETF advocates indicated that traffic through the Open AP goes only to the PAA server.

The access control model used in the 802.11i was that all traffic was blocked except that used to complete the 802.11i authentication process.

There is no way to indicate at the 802.11 level that this PANA bootstrap mechanism is available.

Motion

Recommend that the IEEE 802.11 Working Group approve the review comments in 06/577r1 as the IEEE 802.11 review comments on draft-ietf-pana-framework-06.txt

Yes: 14

No: 0

Abstain: 4

The IETF Ad Hoc meeting was adjourned.
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Abstract


Minutes of the 802.11 IETF Ad Hoc Committee meeting held during the IEEE 802 May 2006 Session in Jacksonville, FL from May 14th – 19th, 2006.
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