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Abstract

This document contains a normative text proposal in support of a network-based client management protocol to extract and provide managed information from a STA in accordance with REQ1500.

[Req1500] TGv shall define a framework to allow a STA to extract and provide information from another STA, which could be useful for load balancing, pushing configuration, retrieving statistics, etc.  TGv would have to identify the specific managed elements that are of interest. This would allow for client management without any reliance on an SNMP client or agent on the STA

This normative text proposal is based on IEEE P802.11v/D0.02, March 2006.
7. Frame formats

7.1 MAC frame formats

7.2 Format of individual frame types

7.3 Management frame body components

Insert the following new clauses and renumber as appropriate: 

7.3.2 Information Elements

Insert the following element ID into table 26 and change the reserved row accordingly:

Table 26—Element IDs

	Information Element
	Element ID

	VarBind
	x+9

	Reserved
	x+10, 255


10.3.3.35 Wireless Network Management Capability Information element

Insert underlined modifications into figure v14 clause 7.3.2.34 as shown below:

The Wireless Network Management Capabilities field is a bit field indicating the advertised management capabilities of the STA. The Wireless Network Management Capabilities field is shown in Figure v14.
	
	
	
	
	
	
	
	

	
	B0
	B1
	B2
	B3
	B4
	B5
	B15

	
	Event Log
	Diagnostics
	Multicast Alert
	Presence
	Managed Object
	Reserved

	Bits:
	1
	1
	1
	1
	1
	11


Figure v14—Wireless Network Management Capabilities

Add the following new underlined list item below figure v14 in clause 7.3.2.34 as shown below:
· The Managed Object bit set to 1 indicates the STA supports MIB Managed Object Access as described in clause 11.15.6. The Managed Object bit set to 0 indicates that the STA does not support this service.
· All other bits are reserved, and are set to 0 on transmission and ignored on reception.

Insert the following new clause after 7.3.2.43 Multiple BSS-Index element and re-number the figure accordingly: 
7.3.2.44 VarBind
The VarBind element is included in various MIB access frames and is used to pair a variable name with its associated value or an exception value if the variable cannot be accessed. The format of the VarBind element is shown in Figure v1.

	
	Element ID

	Length

	Object Name
	Object Value Type
	Object Value

	Octets:
	1
	1
	variable
	1
	variable


Figure v1 - VarBind element definition

The value of the Length field is variable and depends on the size of the Object Name and the size of the Object value. The minimum value of the Length field is 6.
The Object Name of a variable is an OBJECT-IDENTIFIER which is the concatenation of the OBJECT-IDENTIFIER of the corresponding object type together with an OBJECT-IDENTIFIER fragment identifying the instance.  The OBJECT-IDENTIFIER of the corresponding object type is called the OBJECT-IDENTIFIER prefix of the variable.  The naming conventions for each object follows the rules outlined from SNMPv2-SMI.
The Object Name field shall be encoded using the following rules:

1. The Object Name field shall not include the 802.11 OBJECT-IDENTIFIER prefix 1.2.840.10036 (representing ISO.US.IEEE802dot11)

2. Each number in the encoded OBJECT-IDENTIFIER is represented by a variable number of bytes.  

If the number to be encoded is less than 127 than it shall be represented using the low order 7-bits with the highest bit set to 0. 

If the number is 128 or greater then it is represented by multiple bytes where the high order bit is set to one to indicate that the following byte is concatenated with the previous.  For example the value 134 would be encoded as 0x8106.
The Object Value Type field indicates the type of value found in the Object Value field and shall be set to on of the allowed valued in Table v2.
Table v2 - Object Value Type definitions
	Name
	Object Value Type
	Object Value Size 

	noSuchObject
	0
	1

	noSuchInstance
	1
	1

	endOfMibView
	2
	1

	NULL
	3
	1

	Integer
	4
	Variable

	String
	5
	Variable

	Counter32
	6
	4

	Unsigned32
	7
	4

	TruthValue
	8
	1

	MAC Address
	9
	6

	Reserved
	10-255
	-


The Object Value field contains the data or exception value that corresponds to the associated Object Name.  The length of the Object Value field is variable depending on the Object Value Type field.
7.4 Action frame format details
Insert the following new action field values at the end of Table v42 and re-number the reserved value field as appropriate: 

7.4.X Wireless Network Management Action Details

Table v42 — Wireless Network Management Action field values 

	Action field value 
	Description

	8
	Managed Object Request

	9
	Managed Object Response

	10-255
	Reserved


Insert the following new clause after 7.4.6.8 Presence Configuration Response frame format and re-number the figures accordingly: 
7.4.6.9 Managed Object Request frame format

The Managed Object Request frame uses the Action frame body format and is transmitted by a STA requesting access to MIB parameters of another STA. The format of the frame is shown in Figure v2.

	
	
	
	
	
	

	
	Category

	Action
	Dialog Token
	Managed Object Request Type
	Managed Object Request

	Octets:
	1
	1
	1 
	1
	variable


Figure v2—Managed Object Request frame body format

The Category field shall be set to the value indicating the Client Management category, as specified in Table 19a in 7.3.1.11.

The Action field shall be set to indicate a Managed Object Request according to Table v1.
The Dialog Token field shall be set to a nonzero value chosen by the STA sending the Managed Object Request to identify the request/response transaction.

The Managed Object Request Type field indicates the desired MIB request and shall be set a valued as defined in Table v2.

Table v2 - Managed Object Request Types
	Name
	Managed Object Request Type

	Get MIB request
	0

	Get MIB bulk request
	1

	Set MIB request
	2

	Reserved
	3-255


The Managed Object Request field contains the details of the specific request as defined in sections 7.4.6.9.1, 7.4.6.9.2 and 7.4.6.9.3.

7.4.6.9.1 Get MIB Request

The Get MIB request may be used by a STA to request read access to a small set of MIB parameters from another STA.  The required contents of a Get MIB request are shown in Figure v3.
	
	VarBindList


	Octets:
	variable


Figure v3 - Get MIB request definition

The VarBindList field shall contain one or more VarBind elements as described in section 7.3.2.44.  Each VarBind element in the VarBindList field shall set the Object Value field to NULL in a Get MIB Request.
7.4.6.9.2 Get MIB Bulk Request

The Get MIB request may be used by a STA to request read access to a large set of MIB parameters from another STA.  The required contents of a Get Bulk MIB request are shown in Figure v4.

	
	Non Repeaters
	Max Repetitions
	VarBindList


	Octets:
	1
	1
	variable


Figure v4 - Get MIB Bulk request definition

The Non Repeaters field specifies the number of object instances in the VarBind field that should be retrieved no more than once from the beginning of the request. This field is used when some of the instances are scalar objects with only one variable.
The Max Repetitions field specifies the maximum number of times that other variables beyond those specified by the Non repeaters field should be retrieved.
The VarBindList field shall contain one or more VarBind elements as described in section 7.3.2.44.  Each VarBind element in the VarBindList field shall set the Object Value field to NULL in a Get MIB Bulk Request.
7.4.6.9.3 Set MIB Request

The Set MIB request may be used by a STA to request write access to small set of MIB parameters from another STA.  The required contents of a Set MIB request are shown in Figure v5.

	
	VarBindList


	Octets:
	variable


Figure v5 - Set MIB request definition

The VarBindList field shall contain one or more VarBind elements as described in section 7.3.2.44.  Each VarBind element in the VarBindList field shall set the Object Value field to the new desired value in a Set MIB Request.
7.4.6.10 Managed Object Response frame format

The Managed Object Response frame uses the Action frame body format and is transmitted by a STA in response to a Managed Object Request frame.  The format of the frame is shown in Figure v6.

	
	
	
	
	
	

	
	Category

	Action
	Dialog Token
	Managed Object Response Type
	Managed Object Response

	Octets:
	1
	1
	1 
	1
	variable


Figure v6 - Managed Object Response frame body format

The Category field shall be set to indicate the Client Management category according to Table 19a.

The Action field shall be set to indicate a Managed Object Response according to Table v1.
The Dialog Token field shall be set to the value in any corresponding Managed Object Request frame. If the Managed Object Response frame is not being transmitted in response to a Managed Object Request frame, then the Dialog token shall be set to 0.

The Managed Object Response Type field indicates the desired MIB request and shall be set a valued as defined in Table v3.

Table v4 - Managed Object Response Types

	Name
	Managed Object Response Type

	Get MIB response
	0

	Get MIB bulk response
	1

	Set MIB response
	2

	MIB Trap
	3

	Reserved
	4-255


The Managed Object Response field contains the details of the specific response as defined in sections 7.4.6.10.1, 7.4.6.10.2, 7.4.6.10.3 and 7.4.6.10.4.

7.4.6.10.1 Get MIB Response

The Get MIB response is used to respond to a STA requesting read access to a small set of MIB parameters.  The required contents of a Get MIB response are shown in Figure v7.

	
	Error Status
	Error Index
	VarBindList


	Octets:
	1
	1
	variable


Figure v7 - Get MIB response definition

The Error Status field indicates the result of the Get MIB response and shall be set to any of the allowed values in Table v5.

Table v5 - Error Status code

	Description
	Error Status

	No Error
	0

	Too Big
	1

	No Such Name
	2

	Bad Value
	3

	Read Only
	4

	General Error
	5

	No Access
	6

	Wrong Type
	7

	Wrong Length
	8

	Wrong Encoding
	9

	Wrong Value
	10

	Inconsistent Value
	11

	Resource Unavailable
	12

	Commit Failed
	13

	Authorization Error
	14

	Not Writeable
	15

	Inconsistent Name
	16

	Reserved
	17-255


The Error Index field is used in the case where processing of a request was halted due to an error.  The Error Index field is only valid for non-zero Error Status fields.  The Error Index field indicates which VarBind element caused the error.

The VarBindList field shall contain one or more VarBind elements as described in section 7.3.2.44.
7.4.6.10.2 Get MIB Bulk Response

The Get MIB response is used to respond to a STA requesting read access to a large set of MIB parameters.  The required contents of a Get Bulk MIB response are shown in Figure v8.

	
	Error Status
	Error Index
	VarBindList


	Octets:
	1
	1
	variable


Figure v8 - Get MIB Bulk response definition

The Error Status field indicates the result of the Get MIB response and shall be set to any of the allowed values in Table v5.

The Error Index field is used in the case where processing of a request was halted due to an error.  The Error Index field is only valid for non-zero Error Status fields.  The Error Index field indicates which VarBind element caused the error.

The VarBindList field shall contain one or more VarBind elements as described in section 7.3.2.44.
7.4.6.10.3 Set MIB Response

The Set MIB response is be used to respond to a STA requesting write access to a set of MIB parameters.  The required contents of a Set MIB response are shown in Figure v9.

	
	Error Status
	Error Index
	VarBindList


	Octets:
	1
	1
	variable


Figure v9 - Set MIB response definition

The Error Status field indicates the result of the Get MIB response and shall be set to any of the allowed values in Table v5.

The Error Index field is used in the case where processing of a request was halted due to an error.  The Error Index field is only valid for non-zero Error Status fields.  The Error Index field indicates which VarBind element caused the error.

The VarBindList field shall contain one or more VarBind elements as described in section 7.3.2.44.

7.4.6.10.4 MIB Trap

The MIB trap may sent autonomously by a STA to notify another STA of certain events.  The required contents of a MIB trap are shown in Figure v10.

	
	Timestamp
	Notification Type
	VarBindList


	Octets:
	8
	2
	variable


Figure v10 - MIB Trap definition

The Timestamp field shall contain the TSF value at the time that the trap event occurred.

The Notification Type identifies the type of event causing notification and shall be set to any allowed value in Table v6.

Table v6 - Notification Type definitions

	Description
	Error Status

	Disassociate
	0

	Deauthenticate
	1

	Authenticate Fail
	2

	Reserved
	3-65535


The VarBindList field shall contain one or more VarBind elements as described in section 7.3.2.44.

10 Layer Management

10.3 MLME SAP Interface

Insert the following underlined text into the paragraph below Figure v82—Wireless Network Management Layer Model shown as follows:
The informative diagrams within this subclause further illustrate the wireless network management protocol model adopted. Figure v83 and Figure v84 depict the event logging and diagnostic process respectively. Figure v85 depicts the managed object process. These figures illustrate the basic protocol and are only examples and therefore are not meant to be exhaustive of all possible protocol uses. 

Insert the following figure and text at the end of clause 10.3.25 Wireless network management protocol layer
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Figure v85 —Managed Object Exchange
Insert new clauses 10.3.36 and 10.3.37 after clause 10.3.35 Presence Configuration Response

10.3.4 Managed object request
This set of primitives supports the initiation of a managed object exchange between peer SMEs.

10.3.4.35 MLME-MOREQUEST.request

10.3.4.35.1 Function

This primitive requests the transmission of a managed object request to a peer entity.

10.3.4.35.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-MOREQUEST.request
(
Peer MAC Address,
Dialog Token,
Managed Object Request Type
Managed Object Request
)

	Name
	Type
	Valid Range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity to which the managed object request shall be sent.

	Dialog Token
	Integer
	1 – 255
	The dialog token to identify the managed object transaction.

	Managed Object Request Type
	Integer
	0 - 2
	Type of MIB request as described in section 7.4.6.9

	Managed Object Request
	Set of Managed Object Request elements

	Set of Managed Object Request elements
	A set of Managed Object elements describing the requested managed object transaction.


10.3.4.35.3 When generated
This primitive is generated by the SME to request that a Managed Object Request frame be sent to a peer entity to initiate a Managed Object transaction.

10.3.4.35.4 Effect of receipt

On receipt of this primitive, the MLME constructs a Managed Object Request frame containing the set of Managed Object Request elements specified. This frame is then scheduled for transmission.

10.3.4.36 MLME-MOREQUEST.confirm

10.3.4.36.1 Function

This primitive reports the result of an managed object request.

10.3.4.36.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-MOREQUEST.confirm
(
Dialog Token,
ResultCode
)
	Name
	Type
	Valid Range
	Description

	Dialog Token
	Integer
	1 – 255
	The dialog token to identify the managed object transaction.

	ResultCode
	Enumeration
	SUCCESS, INVALID PARAMETERS, or UNSPECIFIED FAILURE
	Reports the outcome of a request to send a Managed Object Request frame.


10.3.4.36.3 When generated
This primitive is generated by the MLME when the request to transmit an Managed Object Request frame completes.

10.3.4.36.4 Effect of receipt

On receipt of this primitive, the SME evaluates the result code.

10.3.4.37 MLME-MOREQUEST.indication

10.3.4.37.1 Function

This primitive indicates that an Managed Object Request frame requesting a managed object transaction has been received.

10.3.4.37.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-MOREQUEST.indication
(
Peer MAC Address,
Dialog Token,
Managed Object Request Type
Managed Object Request
)

	Name
	Type
	Valid Range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity to which the managed object request shall be sent.

	Dialog Token
	Integer
	1 – 255
	The dialog token to identify the managed object transaction.

	Managed Object Request Type
	Integer
	0 - 2
	Type of MIB request as described in section 7.4.6.9

	Managed Object Request
	Set of Managed Object Request elements

	Set of Managed Object Request elements
	A set of Managed Object elements describing the requested managed object transaction.


10.3.4.37.3 When generated
This primitive is generated by the MLME when a valid Managed Object Request frame is received.

10.3.4.37.4 Effect of receipt

On receipt of this primitive, the SME either rejects the request or commences the processing of the managed object transaction.

10.3.5 Managed object response
This set of primitives supports the signaling of managed object responses.

10.3.5.35 MLME-MORESPONSE.request

10.3.5.35.1 Function

This primitive supports the signaling of managed object responses between peer SMEs.

10.3.5.35.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-MORESPONSE.request
(
Peer MAC Address,
Dialog Token,
Managed Object Response Type
Managed Object Response
)

	Name
	Type
	Valid Range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity to which the managed object request shall be sent.

	Dialog Token
	Integer
	1 – 255
	The dialog token to identify the managed object transaction.

	Managed Object Response Type
	Integer
	0 - 2
	Type of MIB response as described in section 7.4.6.10

	Managed Object Response
	Set of Managed Object Response elements

	Set of Managed Object Response elements
	A set of Managed Object elements describing the requested managed object transaction.


10.3.5.35.3 When generated
This primitive is generated by the SME to request that an Managed Object Response frame be sent to a peer entity to report the results of a managed object transaction.

10.3.5.35.4 Effect of receipt

On receipt of this primitive, the MLME constructs a Managed Object Response frame containing the set of managed object response elements. This frame is then scheduled for transmission.

10.3.5.36 MLME-MORESPONSE.confirm

10.3.5.36.1 Function

This primitive reports the result of a managed object response frame.

10.3.5.36.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-MORESPONSE.confirm
(
Dialog Token,
ResultCode
)

	Name
	Type
	Valid Range
	Description

	Dialog Token
	Integer
	1 – 255
	The dialog token to identify the managed object transaction.

	ResultCode
	Enumeration
	SUCCESS, INVALID PARAMETERS, or UNSPECIFIED FAILURE
	Reports the outcome of a request to send a Managed Object Response frame.


10.3.5.36.3 When generated
This primitive is generated by the MLME when the request to transmit a Managed Object Response frame completes.

10.3.5.36.4 Effect of receipt

On receipt of this primitive, the SME evaluates the result code.

10.3.5.37 MLME-MORESPONSE.indication

10.3.5.37.1 Function

This primitive indicates that a Managed Object Response frame has been received from a peer entity. 

10.3.5.37.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-MORESPONSE.indication
(
Peer MAC Address,
Dialog Token,
Managed Object Response Type
Managed Object Response
)

	Name
	Type
	Valid Range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity to which the managed object request shall be sent.

	Dialog Token
	Integer
	1 – 255
	The dialog token to identify the managed object transaction.

	Managed Object Response Type
	Integer
	0 - 2
	Type of MIB response as described in section 7.4.6.10

	Managed Object Response
	Set of Managed Object Response elements

	Set of Managed Object Response elements
	A set of Managed Object elements describing the requested managed object transaction.


10.3.5.37.3 When generated
This primitive is generated by the MLME when a valid Managed Object Response frame is received.

10.3.5.37.4 Effect of receipt

On receipt of this primitive, the data obtained from the managed object transaction can be made available for SME processes.

Insert new clause 11.15.6 into 11.15 Wireless Network Management procedures
11.15 Wireless Network Management procedures

11.15.6 MIB Managed Object Access
The Managed Object Request and Managed Object Response protocol provide the means to implement remote read/write access to STA MIB objects without requiring the implementation of a full SNMP agent in the STA.

A STA interested in gathering information from another STA or configuring MIB settings in another STA may send a Managed Object Request frame containing a unique Dialog Token to another STA. If a STA receives a Managed Object Request frame without error and it supports the MIB Object Access service, the STA shall respond with a Managed Object Report frame that includes the Dialog Token that matches the one in the Managed Object Request frame. A Dialog Token value of zero is a reserved value and shall not be used.
Only a single Managed Object Request frame shall be outstanding at a given STA at any time. If a STA receives a subsequent Managed Object Request frame with a different Dialog Token before the Managed Object Response frame from a previous request has been completed, the STA shall only respond to the most recent request.
All outstanding Managed Object Requests shall be cancelled upon a BSS transition.
Both the Managed Object Request frame and the Managed Object Response frame may only be sent with a unicast destination address. If a STA receives a Managed Object Request or Report frame with a broadcast or multicast destination address, it shall ignore and discard the frame.
Managed Object Requests shall only be processed by the receiving STA when dot11MIBObjectAccessEnabled is set to true and when the STA is associated and authenticated with the STA that sent the Managed Object Request. In the case of the reception of a Managed Object Request by a STA when dot11MIBObjectAccessEnabled is set to false or when the sending STA is not authenticated and associated, the STA shall reply with a Managed Object Response frame with error code set to Authorization Error.

The provisions in this clause for MIB Managed Object Access do not apply in an IBSS.

Insert entry RME6 at the end of table in clause A.4.13:

Wireless Network Management extensions

	
	
	
	
	

	Item
	Protocol Capability
	References
	Status
	Support

	
RME6
	MIB Managed Object Access
	11.15.6
	CFv:M
	Yes, No, N/A

	
RME6.1
	
Managed Object Request
	7.3.2.44,
7.4.6.9
	(CFv AND CF1):M
	Yes, No, N/A

	
RME6.2
	
Managed Object Report
	7.3.2.44,
7.4.6.10
	(CFv AND CF12):M
	Yes, No, N/A


Annex D

In the dot11StationConfig table of Annex D, insert the following entries at the end of the dot11StationConfigEntry sequence list:

Dot11StationConfigEntry ::=

    SEQUENCE {

…

dot11MIBObjectAccessImplemented TruthValue,

dot11MIBObjectAccessEnabled TruthValue}

Insert the following elements at the end of the dot11StationConfigTable element definitions:

dot11MIBObjectAccessImplemented OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current 

DESCRIPTION 

"This attribute, when TRUE, shall indicate that the remote MIB

Object Access option is implemented. The default value of

this attribute shall be FALSE."
::= { dot11StationConfigEntry TBD }
dot11MIBObjectAccessEnabled OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current 

DESCRIPTION 

"This attribute, when TRUE, indicates that the remote

MIB Object Access option is enabled. The capability is

disabled, otherwise. The default value of this

attribute is FALSE."

::= { dot11StationConfigEntry TBD }
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