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Monday May 15, 2006

10:30 am

Call to order

· Agenda – document 11-06/660r2
· Review operating rules for a Task Group.

· Review IEEE 802 policies and procedures for Intellectual Property.

Chair asked for information on any Patents or Patent Applications that are applicable to the subject discussed during this meeting – None were given.

· Attendance reminder for this session

· Approve minutes from the March session – document 11-05/0365r1
Minutes are approved unanimously.

· Approve minutes from the Teleconference sessions – document 11-06/604r2
Minutes are approved unanimously.

· Approve minutes from the TGr April Adhoc meeting – document 11-06/564r0
Minutes are approved unanimously.

· Discussion on the agenda – document 11-06/660r2
The result of the discussion will be updated in document 11-06/660r3
A motion must be posted on the document server if it affects the draft. Any text that updates a draft must be on the server for at least four hours.
Motion documents 11-06/676r0 and 11-06/676r1 have been posted to the server.

Since the session began at 8:00am this morning, we cannot vote on anything until 12 noon.

· Discussion on the comment resolution spreadsheet in document 11-06/537r11
Results of the discussion will be captured in 11-06/537r12

Discussion on technical issue 43

Right now there are gaps in the security analysis for IEEE 802.11r because there are parts of the system that are out-of-scope of IEEE 802.11.

The current proposal is to remove clause 5.4. However there is a comment regarding clause 8A.1.

We could refer to the CAPWAP Architecture taxonomy or remove the text that discusses AP architectures.
We should remove the sentence that calls for a reference.

The CAPWAP RFC is informational. It is not appropriate to add a reference to the document.

This section is part of the overview of clause 8.5A. It is informational.
This paragraph is important to TGr. However it needs to be updated.

We could refer to the CAPWAP RFC as an architecture example.

There is informative text in clause 8.5 that refers to RADIUS RFC’s. We could take the same approach and add a reference to CAPWAP.
An informative description can have an informative reference.

We should list an example of an existing topology so that we could do a proper security analysis of the protocol.

The architecture of an IEEE 802.11 implementation should not be important to TGr.
Kapil Sood and Jesse Walker will prepare text to resolve this issue.

Clint Chaplin will update the to-do list document 11-06/578r2.

Discussion of technical issue 44

The PAR states that TGr will provide a measurement technique and a metric for Fast BSS-Transition.

TGT has done work on defining measurement techniques for BSS-Transition.

How do we document this procedure? Do we add an Informative Annex to the TGr amendment?

This does not have anything to do with TGT. We don’t know whether the base mechanism or the reservation mechanism for TGr meets performance goals for Fast Transition. We don’t know if the protocol as defined, meets our requirements.

We already have an adhoc group to understand the performance of the reservation scheme. Perhaps the adhoc group could address this issue as well.

There needs to be dialog among the members of TGr to determine what is measured and how it is measured.

The PAR states that the work needs to be done. It makes sense to create a liason with TGT.
Michael Montemurro will talk with Charles Wright to form a liason of TGT.

Perhaps the adhoc group that is looking into reservation could be redirected to look at this problem. 

The scope of this problem is more bounded than the reservation problem.

It is perfectly reasonable for TGr to look into what TGT has done and work with TGT to resolve this part of the PAR.

Clint Chaplin will update the to-do list document 11-06/578r2

Discussion of technical issue 45

The issue deals with a security hole where a STA can use one FT mechanism and feed them into another mechanism.

If you have two similar protocols, you can confuse one protocol with the other.

Jesse Walker and Kapil Sood will look into this issue and report before the June adhoc meeting.

There may be non-security reasons to do this work.

Clint Chaplin will update the to-do list document 11-06/578r2.

Discussion on technical issue 60
This issue deals whether resource reservation is provisioned or truly reserved.

Is it possible for the AP to overbook resources?

We have defined the exact same procedures as IEEE 802.11e. We have not changed IEEE 802.11e procedure.

We do not do anything different from what IEEE 802.11e does.

There is already a mechanism is IEEE 802.11e to suspend reservations that are not used.

IEEE 802.11e does not provide a mechanism to reserve multiple resources at multiple AP’s.

There is no guarantee for resources to still be available once the STA completes reassociation.

The reassociation deadline provides a mechanism for the AP to cancel a reservation.

The implementation of this feature should be left up to the AP vendor.

With IEEE 802.11e today, a STA can reserve resources at multiple AP’s.
The inactivity timer in TGe is sent to the STA in the ADDTS response frame. The reassociation timer in TGr is sent to the STA in the RIC response frame.

This process is not really a “reservation” scheme, we should rename it.

In TGe, the AP behaviour for a reservation is left up to the implementator.

The sense of the attendees at this session is that the reservations in TGr are consistent with TGe.

Both TGr and TGe are silent on how this feature is implemented on an AP.

TGe uses the term “reservation” to describe this procedure.

TGr needs to document its rationale for adopting the TGe terms.

Michael Montemurro will talk with Joe Epstein to get his perspective on this comment.

Clint Chaplin will update the to-do list document 11-06/578r2.
The use of the term “reservation” should be addressed with TGm.

TGr needs to stay aligned with TGe. The use of the term “reservation” is used incorrectly in TGe.

For technical issue 25, there is no process in IEEE 802.11i to revoke keys. Why do we need a mechanism in TGr.

Nancy Winget will provide text.

Clint Chaplin will update the to-do list 11-06/578r2.

For technical issue 27

To resolve this comment, we could either remove the PSK mechanism, or state that each R1KeyHolder should have a separate PSK.

For technical issue 34

Technical issue 34 and 61 are the same.

Nancy Cam-Winget, Kapil Sood, and Jesse Walker will prepare a submission on this issue.

Clint Chaplin will update the to-do list document 11-06/578r2.

Discussion on TGr comment resolution motions:

MOTION at 12:01pm: Accept all Editorial and Trivial Technical resolutions to LB82 comments, as agreed at the TGr ad-hoc meeting in April 2006, as highlighted in yellow and marked as part of Group #1 and Group #2 in 11-06-0537-11-000r-d2-comments.xls.

By: Bill Marshall

Second: Jesse Walker

Discussion:

· None.

Result: Yes – 13; No – 0; Abstain – 0. Motion passes.

MOTION at 12:06pm: Accept all Editorial and Trivial Technical resolutions to LB82 comments, as agreed at the TGr ad-hoc meeting in April 2006, as highlighted in yellow and marked as part of Group #3 in 11-06-0537-11-000r-d2-comments.xls.

By: Bill Marshall

Second: Kapil Sood
Discussion:

· None.

Result: Yes – 13; No – 0; Abstain – 0. Motion passes.

· The resolution to comment 1262 has not been sufficiently resolved.

· The resolutions to comments 1253 and 1254 have not been sufficiently discussed.

MOTION at 12:11pm: Accept all Editorial and Trivial Technical resolutions to LB82 comments, as agreed at the TGr ad-hoc meeting in April 2006, as highlighted in yellow and marked as part of Group #4, with the exception of comments 1253, 1254, and 1262 in 11-06-0537-11-000r-d2-comments.xls.
By: Bill Marshall
Second: Kapil Sood
Discussion:

· None.

Result: Yes – 14; No – 0; Abstain – 0. Motion passes.

MOTION at 12:15pm: Accept all Editorial and Trivial Technical resolutions to LB82 comments, as agreed at the ad-hoc group after the TGr ad-hoc meeting in April 2006, as highlighted in yellow and marked as part of Group #5 in 11-06-0537-11-000r-d2-comments.xls.
By: Nancy Cam-Winget

Second: Michael Montemurro
Discussion:

· None.

Result: Yes – 14; No – 0; Abstain – 0. Motion passes.

· Discussion on comments in Group 6:

These comments have simply been rejected without an adequate explanation.

We have had a number of discussions about reservations and security.

Comment 454 states that including the RIC IE is complex. There is text that is being prepared to address this comment in another way.
Comments 437, 441, 454, 457, 491, 501, 504, 1022, 1109, 1132, and 1133 have not been addressed sufficiently.

There is no resolution to Technical Issues 58, 59, and 64.

MOTION at 12:30pm: Accept all Editorial and Trivial Technical resolutions to LB82 comments, as agreed at the TGr teleconferences, as highlighted in yellow and marked as part of Group #6 and are included in Technical Issues 58, 59, and 63 in 11-06-0537-11-000r-d2-comments.xls
By: Kapil Sood

Second: Bill Marshall

Discussion:

· None.

Result: Yes – 14; No – 0; Abstain – 0. Motion passes.

· Recess until Monday at 1:30pm.

Monday May 15, 2006

1:30 pm

· Call to order

· Reminder for all participants to record their attendance.
· Discussion of Technical Issue 1 – Documents 11-06/554r0 and 11-06/555r0.
These submissions update the use of reassociation frames in the TGr draft.

Document 11-06/554r0 describes the use of the term reassociation for the FT process.

MOTION at 1:49pm: Accept the submission contained in document 11-06-0554-00, and instruct the editor to incorporate the changes into the draft. These changes will address the comments in Group #554.
By: Bill Marshall

Second: Michael Montemurro

Discussion:

· None.

Result: Yes – 9; No – 0; Abstain – 0. Motion passes.

Document 11-06/555r0 describes the use of the association frames for the Initial Association process. This submission constricts the initial association to use Association frames only.

MOTION at 1:53pm: Accept the submission contained in document 11-06-0555-00, and instruct the editor to incorporate the changes into the draft. These changes will address the comments in Group #555.
By: Kapil Sood

Second: Michael Montemurro

Discussion:

· In the base IEEE 802.11 standard, the use of the reassociation frame is optional.

· We need to clarify how TGr handles the case of a STA transitioning back to the current AP.

· The procedure for the use of the reassociation frame is clear in the IEEE 802.11 standard. We should not have to make these text changes.
· This is only a problem because in TGr, the Mobility Domain is smaller than the ESS.

· The problem will occur because the STA is not required to use a reassociation frame.

· This submission constrains the use of reassociation frames when TGr is approved.

· There is no real benefit to making this change.

· If the Mobility Domain is not the same as the ESS, then there are two uses for the re-association frame.

CALL THE QUESTION by Bill Marshall

· No objection to calling the question.

Result: Yes – 0; No – 6; Abstain – 4. Motion fails.

· Discussion of Issue #2 about the changes to the frame class

IEEE 802.11i has broken the state machine for transmitting frame classes. TGr tried to fix this issue.

At the adhoc meeting, we discussed four options for resolving this issue.
Document 11-06/559r0 backs out all the changes to clause 5.6.

MOTION at 2:10 pm: Accept the submission contained in document 11-06-0559-00, and instruct the editor to incorporate the changes into the draft. These changes will address the comments in Group #559.

By: Bill Marshall

Second: Dorothy Stanley

Discussion:

· It would be nice if we could make sure that this comment does not come back.

· This resolution accepts the majority of the comments and deletes the text that was added.

· This resolution is consistent with IEEE 802.11i.

Result: Yes – 6; No – 0; Abstain – 3. Motion passes.

· Discussion on the resolutions to issue 3, 48, 49, and 51.

Document 11-06/620r0 addresses these issues.

Two options were considered for this resolution: to add a MIC to the current AP RRB response; or to remove the capability for the current AP RRB to respond to the requesting STA.

This submission removes the capability of the current RRB to respond to the STA. The current AP RRB is simply a forwarding function. This is a much simpler approach to RRB behaviour.

Now the current AP cannot respond to erroneous messages from the STA.

There is no policy enforcement by the RRB on the current AP.

MOTION at 2:17 pm: Accept the submission contained in document 11-06-0620-00, and instruct the editor to incorporate the changes into the draft. These changes will address the comments in Group #620.
By: Bill Marshall

Second: Kapil Sood
Discussion:

· None.
Result: Yes – 8; No – 0; Abstain – 1. Motion passes.

· Discussion on the issue of removing the ability to make reservations (Issue 35):

We’ve evaluated this work as part of the proposal down-selection process.

We need to decide as a group what we will discuss on this issue.

TGe broke roaming and TGr was mandated to fixing it.

TGi broke roaming and TGr was mandated to fixing it.

The computing time required for an AP may be hard when the AP is doing other processing.

If reservation adds to the transition time, then it needs to be addressed by TGr.

These comments are related to IEEE 802.11e. They should be out-of-scope of TGr.

We need to resolve both security and QoS issues to resolve these comments.

Right now, reservation is included in the TGr draft and it is optional. We should reject the comments.

We need to resolve QoS for fast-BSS transition. There is a mechanism in the TGr draft and nobody has presented an alternative.

David Hunter has agreed to write resolutions to these comments and make a submission.

Clint Chaplin will update the to-do list document 11-06/578r2.

· Discussion on document 11-06/560r1 to address making the resource reservation mechanism general.
Document 11-06/560r1 removes the term auxiliary IE’s and resolves the comments relating to them.
MOTION at 2:39pm: Accept the submission contained in document 11-06-0560-01, and instruct the editor to incorporate the changes into the draft. These changes will address the comments in Group #560.

By: Bill Marshall

Second: Michael Montemurro

Discussion:

· The table of resources addresses future requirements without knowing what we are trying to address.

· This does future proof the protocol and goes forward in describing resource descriptors.

· Since we’ve decided to keep resource reservation, we need a mechanism to reserve resources. This provides a mechanism.

Result: Yes – 6; No – 1; Abstain – 4. Motion passes.

· Discussion on re-organization and usage of the resource IE’s in document 11-06/561r0.

This moves explanatory text from clause 7 and moving it to clause 8A.7.

There are no technical changes to the text. However it is a major editorial change. 

MOTION at 2:48pm: Accept the submission contained in document 11-06-0561-00, and instruct the editor to incorporate the changes into the draft. These changes will address the comments in Group #561.
By: Bill Marshall

Second: Rajneesh Kumar
Discussion:

· This submission does not resolve all of the comments in group 14.
· There are a couple of other comments in group 14 that are not covered by this submission.

Result: Yes – 8; No – 0; Abstain – 2. Motion passes.

· Discussion of the number of IE’s in the RIC in document 11-06/562r0

This submission creates a variable RIC Root IE.

We should table this submission until another submission later in the week.

This submission reduces the number of TGr IE’s from 7 to 6. It doesn’t really go very far to reduce the number of IE’s.

This submission makes the protocol more ambiguous and could result in more interoperability problems.
MOTION at 2:55pm: Accept the submission contained in document 11-06-0562-00, and instruct the editor to incorporate the changes into the draft. These changes will address the comments in Group #562.
By: Bill Marshall

Second: Dorothy Stanley

Discussion:

· Another submission will be presented later to simplify the RIC.

· This change makes the RIC more complex and could result in more interoperability problems.

Result: Yes – 0; No – 9; Abstain – 2. Motion fails.

· Discussion of technical issue #5 included in document 11-06/603r0
None.

MOTION at 3:00pm: Accept the submission contained in document 11-06-0603-00, and instruct the editor to incorporate the changes into the draft. These changes will address the comments in Group #603.
By: Fred Haisch

Second: Frank Ciotti

Discussion:

· None.

Result: Yes – 5; No – 0; Abstain – 4. Motion passes.

· Discussion of group 605 comments included in document 11-06/605r1

At the adhoc, it was decided to only include the key lifetime as part of the FT initial association.

At the adhoc, it was decided to only include the reservation deadline as part of the FT initial association.

There is no explicit mention that the key lifetime is transmitted between key holders.

MOTION at 3:00pm: Accept the submission contained in document 11-06-0605-01, and instruct the editor to incorporate the changes into the draft. These changes will address the comments in Group #605.
By: Fred Haisch

Second: Kapil Sood
Discussion:

· This submission protects these timer values and is a good direction for the design.
Result: Yes – 10; No – 0; Abstain – 0. Motion passes.

· Presentation of document 11-06/642r0 by Dorothy Stanley

Mobility Domain is a concept defined by TGr. There is nothing to stop equipment from multiple vendors being configured in the same Mobility Domain.
We need a key transfer protocol to define how the keys are updated.

The Key Transfer Protocol defines a protocol between AP’s. The problem is that is not in scope of IEEE 802.11.

The KTP is only in scope if the STA is involved.

It wasn’t really enough to have just keys transferred.

If we make the Mobility Domain equal to an ESS, then IEEE 802.21 would solve the problem.

CAPWAP resolves the issue between AP’s of different vendors connected to controllers.
This problem does not belong in TGr.

We shouldn’t be talking about multi-vendor infrastructure requirements in TGr.

Key Transfer protocol is not necessarily between AP’s.

Option 2 is not a viable option for a mobile STA because it involves the same amount of work as TGi for a mobile STA.

Option 4 is really the correct approach. However it would have to address the transfer of session information between AP’s. This includes RADIUS attributes such as: filters; QoS; and routing information.

· Recess until Tuesday at 10:30am.

Tuesday May 16, 2006

10:30 am

· Call to order

· Reminder for all participants to record their attendance.

· The updated agenda document 11-06/660r4

· The to-do list has been updated as 11-06/578r2

· The comment resolution spreadsheet has been posted as revision 11-06/573r12

· Discussion on comments 825, 826, 827, 828, and 833: Updates to clause 8.4.1.1.2 by Bill Marshall

MOTION at 10:41am: Accept the resolution to comments #825, #826, #827, #828, and #833 contained in document 11-06-0537-11-000r-d2-comments.xls, and instruct the editor to incorporate the changes into the draft.

By: Bill Marshall

Second: Michael Montemurro

Discussion:

· None.

Result: Yes – 17; No – 0; Abstain – 1. Motion passes.

· Presentation of TGr security analysis in document 11-06/624r0 by Jesse Walker

The client can generate multiple simultaneous PMK-R0’s on the network.
If an attacker has a valid PMK-R0, it can do anything it wants.

The issue is that the network has trouble in determining what right client is and which key it should use.

Why doesn’t the STA use a stateless cookie that would keep only the latest information?
This proposed solution deals with addressing the problem by changing the protocol.

If the attacker is flooding the AP with message 1, why doesn’t the AP respond only to the last message?

The AP doesn’t know which message 1 contained the “correct” Snonce.

In order to defend against flooding attacks, the AP must save some number of msg 1’s.

We cannot allow the STA to go away for a significant amount of time between message 2 and message 3.

There is a standing item to revoke keys, so we can enforce that a STA only have a single PMK-R0.

It is quite easy to do a denial of service attack in WLAN.

The TGr protocol introduces other security mechanisms that can be used for denial of service attacks.

Currently in IEEE 802.11e, there is no mechanism to stop a STA from making reservations at any number of AP’s it associates. The only way to circumvent the STA from exhausting resources is for the AP to use the inactivity timer for the TS.
If you could compromise the PMK-R0 Holder, you could do almost anything.

If you can compromise an AP and move the PMK-R0 to a new AP, you could also spoof the BSSID as well.

TGr needs to decide whether it wants to bind the key hierarchy to the MAC address of the AP.

We need to define what we mean by a compromised AP.

TGr needs to make sure the attacker cannot compromise the PMK-R1 and spoof the BSSID as well. In order to do this, we need to define what we mean by the R0KeyHolder.

The BSSID needs to be bound to the key rather than another address that cannot be identified.

Somehow the client needs to know when it can share a key.

In TGr, there is no promise that a client will use a reservation.
The R1KeyHolder should likely be the BSSID of the AP. It needs to be something the client can verify.

The protocol needs to be more explicit in defining the R1KeyHolder. However the identity is advertised and protected.

This group has to make a decision whether the process should be efficient or secure.

The reservation problem is part of TGe. It should be fixed within TGe before it is addressed in TGr.

Part of the TGr PAR is to make security no worse. TGr needs to fix the reservation issues to complete its PAR.

IEEE 802.11e is part of the base standard. You have to fix the base standard before you can address it in TGr.

The reservation is a two-way conversation; the AP could reject a reservation request. Abuse of reservations is not only a STA problem.

The requirement is that the STA is limited and that no other party can forge the reservation request.

We need to create a scheme to help us work through the issues.

The AP can regulate the reservation request.

The PAR states that security should not be reduced in the PAR. The baseline is the base specification of TGma.

TGr will either succeed or fail depend on market acceptance.
If we fix the issue here, there will still be holes in the base specification.

The problem is that TGr allows reservations prior to reassociation.

The solution for TGr is going to cause issues in TGn.

A STA can only make one reservation per TS.

In TGr, the issue is really with reservation prior to reassociation.

The real attack is the analysts and how they perceive the problems with TGr. If we don’t address them, TGr will fail.

· Presentation of document 11-06/623r0 by Kapil Sood

This attack is also possible in IEEE 802.11e, which is part of the base standard.
This problem could be a problem for TGr if “reservation prior to reassociation” mechanism is used.
If we fix the problem with TGr, then there would still be a problem in the base specification.
This proposal addresses “reservation prior to reassociation”.
In the last bullet of slide 7, the subscript for H should be j, not i.
The R and the H functions are separate.
One of the assumptions is that there is a forgery protected channel between the STA and the authorization server.
We could initialize the hash chain as part of the initial association.
The authorization server could reject the request.
This proposal does not stop a STA from exhausting all the resources on an AP.
This proposal stops a STA from reserving resources on multiple AP’s.
If the reservations are shortlived, then a STA could exhaust reservations on multiple AP’s. But the reservations would time-out.
We need to discuss these issues in order to resolve them.

A STA cannot make multiple reservations for a TS. This limits the number of reservations that a STA can make.

There is an assumption that the AS is somewhere in the network. The latency between the AS and the AP would have to be small.

This mechanism ensures that the messages are fresh. Perhaps we should find some general mechanism to protect all messages. 

Using an incremental hashing function is not an efficient way of addressing this problem.

There is a mechanism in IEEE 802.16e to address this problem. 

If we remove “reservation prior to reassociation”, this problem would go away. 

We need to decide whether we need “reservation prior to reassociation”.

The authorization server could be accessed through IP mechanisms.

This assumes the DS has a L3 topology and is a large delta from where we are today.
There has been no discussion on the size of the reservation timers.

When you use over-the-DS, you can reach any AP in the mobility domain. However, the STA can only reach a subset of the AP’s using its radio.

A timeout mechanism should be studied prior to accepting this approach.

If the STA reboots, it would repeat the Initial Association and re-initialize the hash function.

If a STA runs out of tokens, it would have to do Initial Association.

This solution does not necessarily address the issue of reservations. If this mechanism is used for TGr, it should also be used for TGe.
STRAW POLL: Do you support the removal of “reservation prior to reassociation” from the TGr draft?

Result: 8 – Yes; 9 – No; 4 – Abstain.

It would be good to see more ideas on this topic.

STRAW POLL: Would you like more detailed protocol design and analysis for the the mechanism described 11-06/623r0.
Result: 10 – Yes; 5 – No; 4 – Abstain.

· Recess until the 1:30pm session.

Tuesday May 16, 2006

1:30 pm

· Call to order

· Attendance reminder
· Presentation of document 11-06/566r1 by Nancy Cam-Winget

The separate KCK1X and KCK11 were derived to allow IEEE 802.1X to handle initial association and to allow the IEEE 802.11 SME to handle GTK distribution and TKIP countermeasures.
The discussion on the reflector regarding security is summarized on slide 7.
The R0KH and R1KH is a local statement about the initial association. The R0KH and R1KH need to be in the same cryptographic boundary.

If we go forward with this proposal, we will have a mechanism to provide security requirements for the key holder protocol.

Slide 3 shows only one SME, but there are actually multiple SME’s. The intent of this picture is to show that there is only one R0KH.

Each R1KH would likely reside in a different SME.

The only thing in the EAPKIE that was removed was the Nonce and the MIC. This proposal deals with using different IE’s to include the Nonces and the MIC.
This proposal provides better clarity on which component of the MAC processes the TGr messages.

This seems to be modifying IEEE 802.1X, not IEEE 802.11. We should be modifying IEEE 802.11.

At this point in the draft, there was no common understanding on where information was going in the MAC.

This proposal explains what IEEE 802.11r is doing by using IEEE 802.11 terms. It clarifies the process so that a proper security analysis can be done for this protocol.

IEEE 802.11i tricked IEEE 802.1X into doing what needed to be done.

It clarifies where the keys are stored for a security analysis.

For slide 8, there is only one GTK. With TGw, there may be multiple GTK’s.

This proposal clarifies how “over-the-DS” and “over-the-air” mechanisms work and how the processing is the same.

This proposal defines a specific architecture that allows us to understand how the protocol works.

The base specification shows the IEEE 802.1X and RSN Key Management as separate components.

The only difference is that TGr uses a different mechanism after the PTK-start.

The SME was extended to explain how TGr could get the key hierarchy to work without changes to IEEE 802.1X.

The way we use IEEE 802.1X is not the way it was intended to do. Perhaps we should change IEEE 802.1X. There is no interface to pass KDE’s in IEEE 802.1X.

This is a good attempt at fitting TGr into the IEEE 802.11 architecture.

There needs to be some changes to IEEE 802.1X to provide an interface to the IEEE 802.11 SME.

The IEEE 802.11i draft does not specify what component generates the GTK and how the keys are plumbed. Some of the interfaces are implicit.

There is still a large amount of work to be done to understand how TGr mechanisms work and how we can protect “reservation prior to reassociation”.

The IEEE 802.1X specification states that IEEE 802.11 defines the key management. There is no normative reference to how IEEE 802.1X and IEEE 802.11 interoperate.

There is nothing in the IEEE 802.1X standard that can be used for IEEE 802.11i or TGr. TGr is in the same position as IEEE 802.11i.

The IEEE 802.11i draft had a number of holes in it. 

The functions of the SME listed in slide 3 are RSNA Key Management functions. They are part of IEEE 802.11.

IEEE 802.11i defined RSNA Key Management functions. TGr introduces a new AKM so there is a lot of flexibility to define TGr.

We could define another Key Management framework to address the TGr AKM.

We have to make the text of TGr clearer in order to do a proper security analysis. We need to be more specific in TGr.

This presentation is an essential step along the way to define the security architecture for TGr.

There needs to be more discussion around the interfaces between IEEE 802.11 components.

· Presentation of document 11-03/770r3 by Clint Chaplin.

The STA would go through an entire IEEE 802.1X authentication to generate a PMK for a particular BSS.

A tentatively associated STA would receive a dissassociation frame via a powersave mechanism.
Power-save mechanisms would be needed to queue management frames.

This protocol occurs “over-the-air”. This would require a full IEEE 802.1X authentication which could introduce other issues.

Whether or not we adopt this proposal, it reflects what we are really doing. We should modify the IEEE 802.11 state machine reflect what we are doing.

The STA could send frames directly to the BSSID of the target AP which could mean that the AP could pre-authenticate with the target AP.
Pre-authentication assumes that the BSSID is reachable over the DS.

You could extend the pre-authentication mechanism to use different types of frames. We could extend the pre-authentication mechanism over IEEE 802.1X to use other types of frames.

This proposal is a result of a letter ballot comment and we should have feedback.

This is an elegant, simple solution. Do we have license to accept this comment and update the text?

This proposal would be to replace the text of the current draft.

This proposal would be a decision to start over. We have progressed farther down on our existing path.

This proposal is a simple solution. However once we get through this, it will introduce more complexity than we have today.

This proposal would not introduce more complexity than what we have today.

Whether or not we adopt this proposal, it could help us decide whether we are on the right track. It is a useful exercise for this body.

POINT OF ORDER: We cannot make a motion on this proposal because the motion has not been posted on the server.

· Recess until the 4pm session.

Tuesday May 16, 2006

4:00 pm

· Call to order

· Attendance reminder

· Discussion on document 11-03/770r3

We haven’t finished the discussion on document 11-03/770r3.
We should postpone any motions on this document until July.

We will postone any motions on this topic until the 7:30pm session.

A motion on this proposal is included on 11-06/677r4.

· Discussion of document 11-06/695r0 (issues 55 and 62) by Dan Harkins 

The NAS ID identifies the IEEE 802.1X authenticator.

The associated normative text for this submission is included in document 11-06/673r0.

This protocol creates a binding between the STA and the R0KeyHolder. This forces the STA to communicate with the R0KeyHolder.

This construction uses a PMK which is derived from the TGr key hierarchy.

This is a pull model. The push model is not possible because the STA has not authorised the R0KeyHolder to distribute keys to R1KeyHolders.

In this construction, there is no separation with R0 and R1 key holders. The R0 and R1 key holders must be co-located logical entities.

This model should be able to support an identity of both key holders.

In this proposal, there is only one key holder. It just holds two keys.

There are architectures where the PMK-R0 would reside on the controller and the PMK-R1’s would reside on the AP’s. Why is this architecture not addressed?

It would serve no purpose to separate R0 and R1 key holders because you would need to go through four hops of possibly high latency links.

This construction has the same problem that was raised earlier. If a STA establishes an association with a new R0 key holder. There is no way for the infrastructure to know which R0 key holder to use.

The target AP needs to know the MAC address of the current AP. 

The NAS ID is an identity which would be mapped to the MDC holder.

The explicit authorisation part of the protocol is good.
MOTION at 4:35pm: Adopt the changes specified in document 11-06/637r0 into the next TGr draft.

By: Dan Harkins
Second: Jesse Walker
Discussion:

· We should study this proposal more before we vote on this motion. It has a number of good properties but it is too early to vote on the content.
· This proposal did not pass the last time because it used the EAP identity.
· The feeling was that TGr was more in favour of a push model. It would be acceptable if there was a push model for this proposal.

· The STA needs to authorize the key transfer which implies a push model.

· The intention was to come up with a solution that supported both a push and pull model.

· The STA needs to see the AP over-the-air. It would be interesting to examine how this would work over-the-DS.

· A neighbour report could possibly be used by a STA to authorize a push model.

· You could develop a push model based on this proposal.

Result: Yes – 4; No – 4; Abstain – 8. Motion fails.

This resolves comments included for issues 55 and 62.
· Presentation of document 11-06/447r1 by Steve Emeott

The normative text submission is included in document 11-06/685r0
We’ve discussed this before, there is already “reservation prior to association” so including query just adds complexity.

Reservation already gives the STA an indication of the AP’s ability to allocate resources. 

Once a query has been made, the STA has to initiate an FT process again. This submission does not allow the STA to make a reservation after the query. According to the current TGr procedures, the STA would have to initiate another FT.

The query mechanism addresses an AP discovery issue. Perhaps another mechanism in TGk, or TGv could be used for query.

It seems that TGr is the most appropriate venue for this feature because TGr provides mechanisms to communicate with a target AP prior to association.
TGma should be updated to give the STA the ability to discover whether a target AP supports HCCA or EDCA.

It’s not practical for an AP to advertise its QoS policies in beacon and probe response frames.

There is a capabilities subfield in the TGk neighbour report that could be used to indicate QoS capabilities.

There is a limited amounte of information that could be contained in a neighbour report.
There should be a way of querying TSPEC’s without allocating resources.

There is no guarantee that an AP will have resources available even it responds affirmatively to a query.

According to this text submission, the AP would have to initiate a new FT in order to reserve the resources it requires.

STRAW POLL: Would you like normative text for this mechanism in document 11-06/447r1 submitted for inclusion in the TGr draft?

Result: 8 – Yes; 6 – No; 7 – Abstain.

· Discussion on the resolution of technical issues:

Discussion on Technical Issue 8

This was discussed in the presentation of document 11-06/566r1

Discussion on Technical Issue 9, 12, and 13

The result of this is dependent on the result of the TGr architecture as presented in document 11-06/566r1

Discussion on Technical Issue 25

There will be a submission for the July meeting.

Discussion on Technical Issue 27

There is nothing in the base specification on how PSK’s should be used.

There was in informative note for PSK that was removed.

The vast majority of AP’s do not use pairwise PSK’s.

If we were to keep PSK in TGr, we need to add informative text to recommend how it is used.
We should remove PSK. No matter what language we use to describe it, the PSK mechanism will be abused.

Customers will want to use PSK, so it should be addressed in some manner.

Each PSK represents a separate Mobility Domain. We should not support the situation.

There is a market case for doing PSK. For the same reasons that we have included a text for FT in a non-RSN, so we should add text for PSK.
The same PSK should be unique between the STA and the R0KeyHolder.

PSK will be implemented. If that is the case, then we should specify it.

We should provide language which will satisfy this standards body and allow the market to move forward.

The text would need to go in both TGma and TGr.

If PSK is going to be done, then we will need to provide guidance.

Henry Ptasinski will prepare a submission for the July meeting.
Technical Issues 47, 48, and 50 are dependent on other issues that we are working on.

For six months, we solicited feedback from people to review the draft and make submissions.

We have a process to generate submissions to produce a draft.

The IEEE SA rules give us justification to reject comments that do not provide suffient information to update the draft.

We could go out to recirculation after this meeting because the ballot process forces us to review and update the draft.

We cannot promise ourselves that we could go to recirculation ballot in July. It may not be possible to produce text for the July plenary meeting. We need to address the technical issues with the standard.

There were key presentations today that really need to be discussed further before the comments are addressed. It’s premature that we can go to recirculation this week.
We are a volunteer organization and we cannot hold ourselves to a timeline.

A July recirculation ballot is reasonable. A recirculation ballot at this time is not realistic.

We have milestones between this meeting and the July meeting. We should work towards doing what we need to do.

Progress has been made and we should reserve the use of IEEE SA rules until they are absolutely necessary.

We need to resolve all the issues with our draft before we go to Sponsor Ballot.

STRAW POLL: We should abandon the idea of going to Recirculation Ballot this week?

Result: 14 – Yes; 2 – No; 2 – Abstain.
· Discussion of comment 1407 by Bill Marshall as included in document 11-06/723r0
This submission has to do with parsing the remainder of the resource requests when one of the mandatory RDIE’s fails.

This submission may be affected by another submission on reservation later in the week.

MOTION: Accept the submission contained in document 11-06/723r0, and instruct the editor to incorporate the changes into the draft. These changes will address comment 1407

By: Bill Marshall

Second: David Hunter

Discussion:

· None.

Result: 8 – Yes; 0 – No; 6 – Abstain.

· Recess until the 7:30pm session.

Tuesday May 16, 2006

7:30 pm

· Call to order

· Attendance reminder

· The new copy of the agenda is posted in document 11-06/660r5.
· The new copy of the to-do list is posted in document 11-06/578r3.
· Discussion of Technical Issue 22 (Comments 1253 and 1254)
These comments were discussed in the adhoc meeting in Toronto, why are these comment resolutions not sufficient for the blanket motion.

The issue is that there is no mechanism for protecting the message headers for the reservation scheme.

If the header is not protected, then similar attacks could be launched to those that would use action frames.

The scheme presented this morning could possibly address this issue.

The comment asserts that there is a problem but does not explain what it is.

The header is still not protected.

We should walk through this protocol to determine whether this is a possible attack.

In the Toronto discussion, we agreed that the DoS attack with messages 3 and 4 was no different from the DoS attack with messages 1 and 2.

There is nothing specific about messages 3 and 4 that can’t be done with any other messages.
If the message is sent to another AP, then the MIC will fail.

Jesse Walker has agreed to look and determine the security issues with these messages and lead a discussion at the adhoc meeting.

· Discussion of Technical Issue 23 (Comment 1262)

This comment was addressed at the adhoc when we agreed that the RRB at the current AP cannot send error messages back to the STA.

There was no objection from the group in resolving this comment.

· Discussion of Technical Issue 46 (Comment 1064) and 47 (Comment 1202 and 1203)

This comment questions the confirmation vote in accepting the proposal.
The confirmation vote passed by over 75%. It was close to unanimous.

This comment is vague and should be rejected.

This group has not done any engineering work to justify the protocol.
The standard does not offer guidance in how to use the protocol.

Compared with IEEE 802.11e, this draft does offer guidance on the protocol usage.

There hasn’t been work done to justify the protocol that is being defined.

There is an obligation to do analytical work to understand whether these algorithms accomplish anything useful. So far no engineering work has been done.

We need to establish which concrete items TGr needs to do:

We need the results of the reservation feasibility group

We need to go to TGT to develop a methodology for testing.

There’s no way to resolve this issue because there’s no criteria determine when we’re done.

The commentor will go and document what needs to be done in the July meeting.
For comment 1202, the STA can use a power-save mechanism to issue the first two messages of the transition if it chooses to use the “over-the-DS” mechanism. If only the “over-the-air” mechanism is available, the STA cannot use power-save mechanisms and must keep powered-up while it goes off-channel to exchange the first two messages.
One issue that this mechanism can resolve is the case where a WVoIP terminal moves from an elevator and to a lobby. The only practical method for transition is an over-the-DS mechanism.

We should add informative text to the TGr document to explain the justification for the various mechanisms.  

For comment 1203, if the target AP is in the same mobility domain, by definition, it is reachable from the current AP. The elevator-lobby transition use case would apply in this case as well.
Over-the-DS and over-the-air mechanisms provide too much complexity for TGr and we should not include them.

MOTION at 8:35pm: To accept the proposed resolutions for comments 1202 and 1203 in document 11-06/537r14.

By: Bill Marshall

Second: Fred Haisch

Discussion:

· None.

Result: Yes – 8; No – 1; Abstain – 1. Motion passes.

· Discussion regarding technical issue 50, comments 1349, 1350, and 1351

The parts of RRB that are out-of-scope of TGr have been removed from the draft.
You can’t test the functions of SME; it is an abstraction in the IEEE 802.11 standard. In the same way, RRB is an abstraction in the IEEE 802.11 standard.

Comment 1351 can be resolved by either rejecting the comment or moving the RRB function to an informative annex.
For comment 1349, by definition all AP’s are reachable over the DS if they are in the same mobility domain.

For comment 1350, the messages are protected by a MIC between the STA and the target AP.

There are a number of SME functions that are defined by normative text within IEEE 802.11. If you move RRB to the annex, you should also move other SME functions of the MAC to the annex as well. 
The RRB can be tested in the same manner as pre-authentication can be tested.

You can test that RRB frames are exchanged on the “wire”.

Rajneesh Kumar has agreed to propose a resolution to comment 1351 on Thursday.

There was no objection to the comment resolutions for comments 1349 and 1350.

· Discussion regarding technical issue 52

The commentor stated that the comment related to clause 8A.6.

This comment has been removed when the RRB timeout.

There was no objection to the comment resolution for comment 677
· Discussion regarding technical issue 54

The resolution recorded for these issues in document 11-06/537r14 was discussed on the May 10 TGr conference call.
You can discuss why we need to use these IE’s. However this comment deals with conditional implementation issues.

The group has decided that this complexity is already acceptable. 

Other amendments to the IEEE 802.11 standard include conditional IE’s. There is no reason why TGr should be prevented from using conditionals for IE inclusions. 

MOTION at 9:13pm: To accept the proposed resolutions for comments included in technical issue 54 in document 11-06/537r14.

By: Bill Marshall

Second: Michael Montemurro

Discussion:

· None.

Result: Yes – 7; No – 0; Abstain – 2. Motion passes.

· Discussion of Technical Issue 57 in document 11-06/537r14
To address this comment, you could reference the “Two Generals” problem.

The DS isn’t necessarily updated once the Association completes.

Most vendors implement the mechanism from IEEE 802.11F to update the DS to begin forwarding frames.

The problem is impossible to fix.

If the AP does not receive an ACK for the reassociation response. The AP would not notify the DS until it receives the ACK for the reassociation response.

The ACK is required before the DS is notified.

The reassociation procedures in clause 11.8.4 describe that the DS is not notified until the AP receives an ACK from the STA for the reassociation response.
The information from clause 11.8.4 will be included in the comment resolution.

There were no objections to the comment resolutions recorded in document 11-06/537r14.

· Discussion of Technical Issue 64 in document 11-06/537r14

In IEEE 802.11i, you can use different AKM’s at different AP’s.

The only difference is that you are not going back to the AAA Server for authentication.

If you initially associate with a TGr AP, roam to an “open AP”, and then roam back to a TGr AP.

There is nothing wrong with this behaviour if the STA policy allows it.

· We have reached our session time limit.

· Recess until Thursday May 18 at 8:00am.

Thursday May 18, 2006

8:00 am

· Call to order

· Attendance reminder

· The latest version of the agenda is posted in document 11-06/660r6.

· The latest version of the comment resolution spreadsheet is posted in document 11-06/537r15.

· The latest version of the to-do list is posted in document 11-06/578r4. However there may be issues with the updates to this document.

· We have 121 outstanding unresolved comments.

· Discussion of document 11-06/752r0 by Bill Marshall

The purpose of this submission is to change the sequence of the IE’s and combine the contents of the MIC extent and EAPKIE in the FTIE

The FTIE would be a variable length; it would have three different lengths.

The FTIE uses a similar construction as the neighbour report.

In a non-RSN case, the FTIE is not included.

The issue now is that this IE is longer than 255 bytes.

It makes sense to combine these elements because they appear together in each of the message anyways.

This decreases the length of the FT frames.

This submission places the MIC in a fixed spot in the frame.

This submission goes toward resolving item 12 on the to-do list.

TGr should just add IE’s at the end of the frame. This is to prevent a poor implementation from crashing.

We could always resolve this issue by quoting the IEEE 802.11 standard, which states IE’s, may appear in any order.

MOTION at 8:37am: Accept the submission contained in document 11-06-0752-0, without the changes marked “alternative #2”, and instruct the editor to incorporate the changes into the draft. This addresses comments #432, 433, 434, 435, 468, 490, 515, 544, 586, and 757 (“Accepted”), comments #428, 429, 466, 467, 488, 489, 513, 514, 542, and 543 (“Accepted in principle. MIC Extent deleted”), and revised resolution to #564 (“Accepted in principle. Two IEs deleted by 11-06-0752-00”).

By: Bill Marshall

Second: Kapil Sood

Discussion:

· The contents of table 34A were created to explain information that was previously included in Clause 8A.

Result: Yes – 7; No – 0; Abstain – 3. Motion passes.

This motion proposes that the MIC be placed at the end of the frame before vendor-specific IE’s.

MOTION at 8:43 am: Accept the changes marked “alternative #2” in document 11-06-0752-0, and instruct the editor to incorporate the changes into the draft. This revises the resolution to comments #443, 444, and 494 (“Accepted”).

By: Bill Marshall

Second: Dorothy Stanley

Discussion:

· None.

Result: Yes – 4; No – 1; Abstain – 5. Motion passes.

· Discussion of Technical Issue #63 (Comment #1054): 802.11r and 802.11i must be made mutually exclusive for 802.11r capable STAs after the initial association.
If the AP supports both IEEE 802.11r and IEEE 802.11i, then a STA could use either mechanism.

There is an AKM associated with TGi, and different AKM associated with TGr. There is nothing to stop a STA from using both AKM’s.

It should be allowed for a STA to transition out of the Mobility Domain using IEEE 802.11i and use the FT mechanism to transition back to the mobility domain.

This technical issue has not been clearly explained.
The comment states that this is an administrative problem. TGr is not mandated to resolve IT administrative problems.
We’ve made TGr independent of IEEE 802.11i by defining a different AKM. It’s an administrative policy decision to use different AKM’s at the same time.

In TGi, a STA is allowed to have multiple PMKSA’s. In TGr, the STA can have only one PMK-R0 SA.

There is no way for the administrator to know that the keys are compromised.
The administrator can revoke all keys by terminating the session using the RADIUS protocol.

It seems that the commentor is stating that all TGr security associations tie back to one PMK-R0. With TGi, a STA can have two PMK-SA at different AP’s.

In the TGi case, the STA has one PMKSA per AP. 

A STA may have multiple IEEE 802.11i PMKSA’s with an AP. With a network policy that included both TGr and TGi, the STA could have a valid PMK-R0 and multiple IEEE 802.11i PMKSA’s with the same AP’s.

If a compromise is detected, the administrator can revoke the keys using the RADIUS session termination procedures.

There is an issue with a STA holding multiple PMK-R0’s that we should address in the draft.
If we reached consensus that there was a problem. We could agree on text to add to the TGr draft to address the problem.

The administrator has the tools necessary to address this problem.

By rejecting the comment, the body of TGr agrees that this is not a security threat.

It is valid for a STA to hold multiple PMKSA’s in IEEE 802.11i. The TGr mechanism does not impose an additional threat.
MOTION at 9:26am: To accept the proposed resolutions for comment 1054 in document 11-06/537r16.

By:  Michael Montemurro

Second: Dorothy Stanley

Discussion:

· This motion should be rejected because it’s premature to wait until the result of the group looking into security.

Result: Yes – 11; No – 1; Abstain – 1. Motion passes.

· Discussion of Technical Issue #35: Take out ability to make reservations

David Hunter has prepared a resolution to these comments.

The revised text is in document 11-06/537r13.

In all cases, there is language to state that this “may” reduce transition times. It most cases it will reduce transition times.
We are minimizing the number of messages for the FT protocol compared with the existing standard, which will reduce transition times.

The base mechanism allows resources to be reserved at reassociation time.

There is a group to study and justify multiple reservation mechanisms.

MOTION at 9:46am: Accept the resolution to comments #1123, 1124, and 1125 (part of Technical Issue #35) contained in document 11-06-0537-13-000r-d2-comments.xls, and instruct the editor to incorporate the changes into the draft. 
By:  David Hunter
Second: Frank Ciotti

Discussion:

· None.
Result: Yes – 9; No – 1; Abstain – 2. Motion passes.

MOTION at 9:50am: Accept the resolution to comments in Technical Issue #35 (except for comments #1123, 1124, and 1125) contained in document 11-06-0537-15-000r-d2-comments.xls. 

By:  David Hunter

Second: Bill Marshall

Discussion:

· We are making decisions on these comments while there is a group already working on it. We have not done the due diligence.

· The results of the study may change the resolution to some of these comments.

· It is perfectly reasonable to adopt these resolutions and change them as a result of a later presentation.

Result: Yes – 11; No – 0; Abstain – 2. Motion passes.

· Discussion on comment 1497 in technical issue 61.
In the flow chart we accepted yesterday. We use this mib variable.

We need to reject the comment because we need this mib variable.
We will continue this discussion after the break.
· Recess until the 10:30am session.

Thursday May 18, 2006

10:30 am

· Call to order

· Attendance reminder

· The latest version of the comment resolution spreadsheet is posted as document 11-06/537r16.

· Continuation of the discussion regarding comment 1497:
The commentor has indicated that he accepts the comment resolution.

MOTION at 10:40am: Accept the resolution to comments #1497 contained in document 11-06-0537-15-000r-d2-comments.xls. 
By: Bill Marshall

Second: Kapil Sood

Discussion:

· None.

Result: Yes – 8; No – 0; Abstain – 0. Motion passes.

· Discussion on document 11-06/730r0 by Rajneesh Kumar on removing the “more bit”

We are not really overloading the more bit. We are only allowing use of the “more data” bit in a non-powersave mode.
The use of the “more data” allows the AP to indicate to the STA that more data is coming.

The “more data” bit indicates the status in the access point.

In power-save mode, the AP queues packets for a STA. In active mode, the AP uses it’s transmit queues.

There were no simulations to support this feature.

If there is no “more data” bit, once the FT mechanism completes, there is no way for the STA to know that there is packets waiting at the old AP.

If there is TCP-based traffic, there will be retries. For VoIP, there is a there are likely to be no frames lost because the STA would time the FT between rtp packet exchanges.
This mechanism allows the AP to flush its TX buffer.

This mechanism reduces the number of frames that may be lost in the DS.

TCP provides a retry mechanism which guards against packet loss.

If a STA is using a power-save mechanism, the “more data” bit will be set anyways. Why should the “more data” bit now be set if the STA is in “active” mode.

There is a race condition that results with this feature in that a packet can be queued while the AP is trying to transmit or retransmit the frame.

Its poor protocol design to apply different semantics to the same bit. This is an unjustified approach.

The STA will not postpone FT waiting at its current  AP to receive a buffered frame. If the link conditions are bad, the STA will transition.

There is no requirement for the STA to use this bit or to remove it.
The “more bit” is set in the data frame. The AP would set the bit if it has buffered frames for the STA.

There is benefits to using the “more data” bit in power-save mode.

The STA can make intelligent decisions based on this information. This mechanism gives more information to the STA.

The changes to the draft are minor. The feature gives more traffic information to the STA.

This feature addresses comments in LB 79 that TGr do work to reduce packet loss during transition.
The “more data” bit is not overloading the protocol. There are advantages to doing this.

It introduces minor changes to the draft, but it does affect the behavour of both the STA and the AP.

There are no simulation results to support or reject this proposal. However adding this text does help some corner case scenarios.

This will never benefit voice traffic. However it may benefit other traffic types.

We should focus on simplicity in the standards. It is beneficial for a STA to receive information that there are packets available.

There is no need to differentiate the traffic. It simply allows the STA to wait until it receives any buffered packets before transitioning
If this motion passes, we would reject comments that we accepted in LB 79.
MOTION at 11:20am: Instruct the editor to accept proposed resolution from the commenter for comment #208 and #1431, as documented in 11-06-0537-11-000r-d2-comments.xls
By: Rajneesh Kumar
Second: Srini Sreemanthula
Discussion:

· This feature provides a mechanism to prevent packets from being lost during transition.

· There is no clear benefit to this feature in TGr.

Result: Yes – 6; No – 5; Abstain – 1. Motion fails.

We can use the result of this motion to address all comments related to the “more data” bit.

· Discussion of document 11-06/650r0 by Michael Montemurro dealing with technical issue 34 and 61.

This proposal separates the resource allocation from the protocol mechanism.

This proposal removes the mandatory/optional capability of the RIC processing. All FT procedures would be treated as “optional”

The status of the association response would be decoupled from the resource allocation.

That use cases that “mandatory” RIC processing behaviour address can be accomplished by using reservation prior to reassociation.
This proposal minimizes the number of parallel FT mechanisms defined by TGr.

If resources are not available at the target AP, the STA can choose to associate anyway and negotiate high priority TS after association. 

STA can always do an ADDTS, even its resources fail.

Removed the confirmation RIC from the re-association message.

RRIE has its benefits and disadvantages.  

RDIE is followed by resource IE’s that can be TSPEC and TCLAS IEs.  All IEs are fixed in size.  The processing for QoS would be simlar to the ADDTS action frame processing defined by IEEE 802.11e.

AMR codecs used in cellular systems adjust the bit rate dynamically.  It is in frames that are transferred.  In call signalling in SDP, one can negotiate several different packet types in same stream, including DTMF tones.

STA can reserve the maximum rate for the AMR codec.

STA can use multiple rates simultaneously, but no endpoint does that today.

STA can always transition with the same TSPEC and change it once associated.

Average and peak packet size will be handled within the TSPECs.  

The time period between switches is in the order of seconds.  The transition is order of msecs.  
The proposal may indicate that the AP process RDIEs in order, and AP may see these bundled RDIEs.

ADDTS in 11e: There is no mechanism to re-negotiate within a single ADDTS.  It is simpler to have one TSPEC per stream.

Including an option of having more than 1 TSPEC in an RDIE is beneficial.

This submission should be broken down into multiple submissions before we vote.
The submission will be updated for discussion at the adhoc meeting in June.

This submission reduces the number of  parallel decision paths through the protocol.

The base mechanism may, in effect, cause the latency to increase if resources are rejected.

· Recess until the 1:30pm session.

Thursday May 18, 2006

1:30 pm

· Call to order

· Attendance reminder

· Discussion on the to-do list in document 11-06/578r4
The results for the discussion will be included in document 11-06/578r5.

Discussion on issues 9, 12, and 13

Dorothy Stanley and Henry Ptasinski have taken the action to prepare a submission of an alternative to the EAPKIE usage.

We have already accepted a submission by Bill Marshall that addresses issue 12. This addresses all the comments of issue 12.
We have not addressed the comment in issue 9.

For issue 25, it is perfectly reasonable for the AP to issue a disassociate frame to revoke keys.

For issue 34, we have submissions 11-06/791r1 and 11-06/792r1.

Discussion of comments 362 and 867
Comment 362 has been resolved.
The term AP in IEEE 802.11 has a very specific meaning. It is different from its physical instantiation.
The text updates to the IEEE 802.11 draft has been recorded in comment resolution spreadsheet document 11-06/537r17.

Discussion of comment 1041.

Sections 6.8 and 6.9 describe a test methodology for Fast BSS-Transition.

Dorothy Stanley and Kapil Sood will work with TGT to update their draft to be consistent with TGr.

Discussion of technical issue 50

Rajneesh Kumar will modify the text to make RRB an abstract entity.

Functions of the SME are already included in normative clauses of the IEEE 802.11 specification.
The draft currently provides a frame format and Ethertype. It is consistent with IEEE 802.11i pre-authentication.
What is specified for the Resource Request in the RRB will work between the AP’s.

The RRB protocol has been defined.

The RRB entity is abstract. It is an entry point.

A proposal will be presented by Rajneesh Kumar that could update the resolution discussed. 

MOTION at 2:00pm: Instruct the editor to accept proposed resolution for comment 1351 contained in documented in 11-06-0537-15-000r-d2-comments.xls
By:  Bill Marshall

Second: Dorothy Stanley

Discussion:

· The RRB should be placed in clause 11, but the editor indicated that the text should remain in clause 8A.

· The RRB Ethertype and frame format should be removed.
Result: Yes – 7; No – 1; Abstain – 2. Motion passes.

Technical issue 50 has been closed.
Discussion of technical issue 60

We could change the term “reservation” in the TGr draft but it would confuse those familiar with IEEE 802.11e.

Technical Issue 60 has been resolved.

The results of the discussion will be updated in document 11-06/578r5.

Discussion on technical issue 9 and 13:

The result of the security architecture discussions could affect the resolution to issues 9 and 13.

Issues 9 and 13 are protocol discussions.

Issue 13 is a protocol issue, not an architecture issue.

We need to know what the endpoints are and what element of the MAC processes the messages.
We need to understand how the frames are processed before we can conclude on how to address this issue.

Kapil Sood agreed to provide text to address technical issue 13.

Kapil Sood and Dorothy Stanley will address technical issue 9

· Discussion on updates to the TGr agenda. The result of the discussion will be captured in document 11-06/660r7.
· The next adhoc meeting will be June 20-22 in Portland.

· Discussion on the location of the August adhoc meeting:

The adhoc will be held from August 20-22

We can discuss the location over the reflector.

MOTION at 3:20pm: To hold an IEEE 802.11 TGr adhoc meeting August 22 – 24, 2006.

By: Michael Montemurro

Second:  Rajneesh Kumar

Discussion:

· None.

Result: Motion passes unanimously.

· Discussion on the TGr timeline

General consensus to update the schedule to go to Sponsor Ballot on November 2006.

We need to resolve all the issues with TGr before we go to recirculation ballot.

We need to vote on the issues to determine how we will resolve them.

We would likely form the Sponsor Ballot pool in July or September.
· The next teleconference will be May 31 2006.

· This draft needs to be sent for a security review.

· A security review is not an official part of the IEEE process.

· Recess until the 5:30pm session.

Thursday May 18, 2006

5:30 pm

· Call to order

· Reminder for participants to do their attendance.

· Discussion on document 11-06/791r1 by Bill Marshall
If there is a voice application, it could reassociate even if the reassociation fails.

We have made resource reservation independent of the FT mechanism.

This makes the protocol simpler.

The justification for the mandatory option was that the FT would fail if the STA did not receive the reservation required.

MOTION at 5:40pm: Accept the submission contained in document 11-06-0791-01, and instruct the editor to incorporate the changes into the draft. These changes will address all comments in Technical Issue #34.
By:  Bill Marshall
Second: Jesse Walker
Discussion:

· This submission makes the protocol simpler.
Result: Yes – 9; No – 0; Abstain – 1. Motion passes.

· Discussion of document 11-06/792r1 by Bill Marshall

This change makes the resource reservation procedure independent of the FT protocol.

If the 6 message flow is mandatory, then the STA must use the 6 message flow even if it is not reserving resources.

The goal for a 6 message flow would be for QoS.

MOTION at 5:56pm: Accept the submission contained in document 11-06-0792-01, and instruct the editor to incorporate the changes into the draft. These changes will address all comments in Technical Issue #34.

By:  Bill Marshall

Second: Jesse Walker

Discussion:

· There will need to be more changes to the draft and they will be made in the July.

· We should make these changes and make a subsequent submission.

· This is an incomplete change and we should wait until an updated submission is created.

Result: Yes – 6; No – 3; Abstain – 0. Motion fails.

· The principle of this change is supported.

MOTION at 6:01pm: Accept the resolution to comment #867 contained in document 11-06-0537-17-000r-d2-comments.xls, and instruct the editor to incorporate the changes into the draft. By:  Bill Marshall

Second: Dorothy Stanley

Discussion:

· None.

Result: Yes – 9; No – 0; Abstain – 0. Motion passes.

MOTION at 6:03pm: Motion to request the technical editor to create an updated draft 2.1 incorporating all changes, and to authorize the enditor to create, if needed, an updated draft 2.2 to fix any editing omissions discovered after 2.1 has been posted.

By:  Jesse Walker
Second: Dorothy Stanley

Discussion:

· This motion allows the technical editor to create a new draft if needed.

Result: Yes – 9; No – 0; Abstain – 0. Motion passes.

· We have had a very productive week and addressed some very difficult comments.

· Adjourn for the week.
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