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Abstract

This document contains an overview of proposed changes in support of TGu requirement R9I1 (Individual Requirements) in 05/822r9. This proposal has been produced by the WiNOT (Wireless NetwOrking Technology) consortium.
R9I1: “Define IEEE 802.11TM functionality which would be required to support an Emergency Call (e.g. E911) service as part of an overall, multi-layer solution. Specifically: Capability Advertisement and Authentication issues”

The accompanying normative text proposal can be found in,

11-06-0682-00-000u-E911-support-normative-text.doc
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1 Introduction

1.1 Emergency call support and 802.11
With the proliferation of VoIP capabilities and improvement in WLAN mobility, IEEE 802.11 networks are being increasingly used to support voice calls. Recent regulatory decisions in some countries already mandate support of emergency services (e911) for VoIP calls, independently of the link layer transport being adopted.
When IEEE 802.11 WLANs are used to carry VoIP calls, current solutions provide no special handling for emergency services. There are no mechanisms for a user to determine whether an access point and the network infrastructure can provide any support for emergency services (e.g. e911 services). In addition, to use a public access point a user must go through the standard authentication process (e.g. EAP-based or UAM) before being able to use the access point for emergency calls which limits the ability to make emergency calls.
This requires (1) user credentials to be available and requires (2) that these credentidals, if available, allow network access to the user, even though there may be no prior or any roaming relationship at all between the user and the WLAN network.
Another added difficulty is that once the user gains access to the network, there is no mechanism to prioritise their emergency traffic in the 802.11 MAC over that of other users even with existing 11e/WMM.

More generally, supporting emergency services such as e911 calling requires a multi-layer solution with support at various protocol layers.
Apart from MAC level access and support for transfer of data between STA and AP with appropriate QoS at L2, there is a very clear need above L2 to setup the call, conduct call control and management, and use an appropriate audio codec. 
There is a need to support these emergency services both when the user has a relationship with the IEEE 802.11 network (credentials to access the network) and when it does not have any relationship with the IEEE 802.11 network. In the latter case the STA must be able to access the network in unauthenticated state and make an emergency service call.

One specific example for such a use case is when a user arrives in a new country and needs to make an emergency call in a public hotspot where there is no prior relationship with the available WLAN network or WLAN hotspot operator.

Although the regulatory aspects of e911 support for each and every WLAN deployment and use cases are currently still unclear, it can be anticipated that different WLAN VoIP use cases (public hotspot, enterprise/office, home) need to be supported.
In addition, any solution to support e911 with VoIP over WLAN should allow for ease of upgrade of existing WLAN equipment for all of these scenarios. Also, care needs to be taken not to hardcode specific design assumptions about availability of WLAN features into the overall e911 solution in 802.11. This would artificially increase implementation complexity for certain types of use cases, even though it may be low-complexity and appropriate for certain others.

One such example is the availability of Virtual BSS and VLAN support which may be assumed in many enterprise/office 802.11 deployments, but not necessarily in low-cost home deployments.
Another example is the availability or the specific type of authentication credentials implemented on a WLAN client device. Dual-mode WLAN/cellular handsets would typically use different credentials than enterprise/office 802.11 VoIP equipment. 802.11 L2 access control through 802.11i/WPA/WPA2 can take very different forms depending on the use case (home, office/enterprise, hotspot) under consideration. While a certificate-based solution may be a viable option for certain deployment types (such as office/enterprise with tightly managed IT infrastructure), it would make it almost impossible to have an easy-to implement e911 solution for other use cases (home and many public hotspots).
Both above examples should illustrate that a possible solution to the e911 problem in 802.11 needs to address assumptions for the primary WLAN deployment type and use case.

Generally speaking, an e911 solution for 802.11 should support the entire range of WLAN use cases (home, office/enterprise and public hotspot) and should also support the entire possible range of WLAN devices, from dual-mode handsets to WLAN-only IP phones to devices implementing soft-phone clients such as Skype.
1.2 Overall system aspects for emergency call support
Different signaling systems such as SIP, H.323, etc. can be deployed for supporting e911 calling. Clients can also use different codecs such as G.711, AMR, Skype-like, etc.

The access network like IEEE 802.11 by itself cannot ensure that all factors are compatible for e911 call to actually take place. The client device may have to register with a call manager (SIP agent or some other signaling endpoint) for the call to be placed successfully. The call manager may also verify that an appropriate e911 call is being placed so that appropriate level of resources can be granted to the emergency call. All these functionalities are necessarily above the scope of any 802.11 amendment and are not addressed here.
Therefore, it is essential to distinguish between the minimum level of support provided by IEEE 802.11 emergency services, and support of emergency services at higher layers (e.g. above the 802.11 L2).

By “IEEE 802.11 emergency services” we refer to the direct support in IEEE 802.11 of such services, independently of what solutions are adopted at higher protocol layers.

Under all circumstances, changes to the 802.11 L2 should be kept to the minimum necessary and only guarantee priority for emergency traffic both for the initial call establishment and during an ongoing emergency call (which assumes advertisement of this functionality supported in the BSS).
In order to ease burden of implementation on the network side, some basic means should exist to allow easy filtering, routing and basic access control of “regular” BSS traffic and emergency-type BSS traffic.

2 Assumptions
This section describes general design assumptions to support emergency services with 802.11
· It is assumed that there is a higher layer (above 802.11 L2) protocol (or protocol suite) for making emergency calls or using any other emergency services.

· The backhaul network is capable of supporting emergency calls and routing to the local emergency call center by making necessary protocol signalling conversions and media transcoding.
· The access point (or some other component of the access network) separates the backhaul of emergency services traffic from other traffic. This may be in the form of a separate physical link, dedicated VLAN, tunnelling protocol, etc. Protocol design should allow to implement low-complexity L2 traffic filtering and routing either in the AP or some other network component.
Furthermore, several 802.11 L2-specific design assumptions are made:
· Capability Advertisement: There needs to be an indication from the 802.11 network about it’s ability to support emergency services. In addition, there also needs to be an indication for availability of location services (TGk/v), availability of appropriate QoS services (TGe/v), availability of network access in different states (TGu) and availability of a high level entity to manage overall call process (broadcast of appropriate SSPN).
· Network access: The user should be able to access the network and make an e911 call both when it has credentials to access the network (State 3) and also when it does not have credentials to access the network (State 1). In both cases the user should preferably use a common mechanism to initiate the e911 call.
· AP admission control and traffic conditioning – the network should provide a mechanism for appropriate QoS capabilities to initiate and support an ongoing e911 call. Emergency call traffic needs to be admitted by the BSS with highest priority and almost an absolute guarantee of admission. In addition, the call needs to be maintained with highest QoS once established (e.g. even higher priority than regular VoIP traffic).
· The network should provide a means to prevent abuses such as DoS attacks or crank emergency calls. The possibility of DoS attack in 802.11 already exists today and and not much can be done about it at the 802.11 level. Solutions exist to address this at higher protocol layers in the access network
· Ideally, when users have already authenticated and associated with the network they should preferably not be required to tear down their existing security association when making e911 call. However, there may not be a strict need to allow for continued service of an already started user activity prior to making e911 call during and after the completion of e911 call (given the special circumstances surrounding the user wanting to establish an e911 call).
· Maintenance of an existing 802.11 session is not a priority when the STA needs to make use of the 802.11 emergency services. A pre-existing BSS association can be discarded prior to the establishment of the emergency call. Typically, in today’s cellular networks which support emergency services, there is no need and no interest in maintaining the current services and connections, since the priority is on the establishment of emergency services.

· For many use cases, such as office/enterprise WLAN deployments, Fast BSS transition solutions as developed by TGr should contine to apply for all cases under which user makes an e911 call. Solutions developed to support e911 Emergency calling should not impact existing mechanisms under development by TGr.
3 Functional Description
3.1 Protocol Behaviour
In this proposal, the AP distinguishes regular traffic from emergency-type traffic in its BSS by segregating STAs simply based on their association status (“normal” association or “emergency-type” association).

Whenever a STA intends to setup an emergency-type call, it associates with the BSS including a new type of Emergency Call IE. An AP must admit this STA Association Request with special reason emergency-type if it advertises support for emergency call on Beacons and Probe Responses. In case the STA has already an existing “normal” association with a BSS, it must disassociate first and re-associate using the Emergency Call IE. This is not seen as a latency penalty, as disassociation followed by a re-association with special reason emergency-type results in two short message exchanges between STA and AP.
If the STA supports 802.11e/WMM, the association would be followed by regular 802.11 set-up signalling, such as allocation / reservation of traffic streams.

Because of the existing practice to use Virtual BSS in many WLAN office/enterprise and public hotspot deployments, this proposal provides optional support to force the STA to (re-)associate to a particular BSSID if advertised by the AP. Note that even in this case, the STA will still (re-)associate following the general procedure outlined above, i.e. using the Emergency Call IE on the (Re-)Association Request frame.
3.2 Traffic segregation
In order to only allow genuine use of this proposed emergency services mechanism, the AP (or a network device in the DS) must provide filtering mechanisms to identify (and limit) the user traffic for emergency call purposes only.

One way of implementing such traffic segregation on the network side is based on source MAC-address filtering (eventually in conjunction with BSSID-based filtering in the case when the optional Virtual BSS approach is used). On the DS-side, similar to today’s network seggration approaches, traffic segregation status can be carried over the DS by use of a specific VLAN or some other implementation specific means to forward the emergency user traffic to a specific VLAN, router or an application server handling emergency calls.
4 Protocol Elements

4.1 Emergency Call Setup
The protocol behaviour for emergency call setup is shown in Figure 1 along with the steps explained below.
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Figure 1 Emergency Call Protocol Elements
(1) BSS advertises support for emergency services in a new Emergency Capability IE on
a. Beacon frames

b. Probe Response frames

c. 802.11k Neighbor Report frames (for known neighbour BSS)
The Emergency Capability IE in above frame types contains,

a. Bit flag (emergency service enabled/disabled)

b. Optionally: BSSID for emergency-type access (if not present, current BSSID)

c. Optionallly: SSPN (if not present, default routing)
d. Optionally: Well known SSID for emergency support

(2) STA sends a request to the BSS of its intent to establish an emergency call-type association by 

a. including the Emergency Service IE into (Re-)Association Request frame

b. using well known SSID assigned for emergency purposes into (Re-) Association Request frame

The Emergency Service IE in above frame type contains,

a. Bit flag (emergency service in use true/false)

b. BSSID and SSPN are not present

If the STA is already associated with the BSS, it disassociates and re-associates with the Emergency Service IE set in the Reassociation Request frame or by use of the well-known emergency SSID. If there is an association present at AP and the STA does not disassociate then the AP can send a disassociate frame for the previous association upon receipt of Reassociation request for emergency service. If the STA is not yet associated with the BSS, it associates with the Emergency Service IE set in the Association Request frame or by use of the well-known emergency SSID. In either case, the STA must (re-)associate to the BSSID value (if present) advertised by the BSS in the Emergency Capability IE on Beacon and Probe Response frames
The BSS must admit the (Re-)Association Request if it advertises Emergency Capability IE set to enabled. No authentication between STA and AP takes place due to association or are-association requests for emergency services, i.e. Open System.

(3) Exchange of 802.11 data frames carrying a VoIP call control and VoIP session (if present, using the advertised BSSID value)
If the BSS supports WMM, then an ADDTS frame exchange between STA and AP with TSPEC value set to type emergency service can be used any time to allocate a traffic stream for the special purpose of carrying emergency-type data frames.

Note that this proposal does not preclude the use of STA certificates to establish network access for emergency-type frames. How the STA learns if the BSS supports its credentials for either full or limited emergency-type access is out-of-scope for 802.11. But similar to the un-authenticated access procedure described above, when STA certificates are used, Step (1)-(2) and the use of the ADDTS frame exchanges remain the same, both for the case of an already existing association to the BSS or when the STA executes an initial association. Similarly, the optional association to an advertised Virtual BSS in Step (1) applies to both.
4.2 Emergency Capability IE
A new MIB variable dot11EmergencyServicesEnabled is defined. The EmergencyServices IE is set in Beacon, Probe Response and 802.11k Neighbor Report frames when dot11EmergencyServicesEnabled is set to TRUE.

Other services need to be advertised appropriately as well. This includes support through TGe/TGv for QoS, TGk/TGv for location, and an appropriate SSPN for availability of the Call Manager and other higher layer services to provide end to end support for emergency call services.

4.3 Emergency Service IE

This IE may be used in Association and Re-Association requests to indicate initiation of emergency call services directed to any SSID. This IE is optional when the Association or Re-association requests are directed to a well-known SSID supporting emergency calls.
4.4 Changes to TSPEC

802.11e provides the ADDTS action frame for admission control and power-saving mechanisms. A STA can use the ADDTS action frame to indicate parameters and request bandwidth for a traffic stream. The traffic stream parameters are included in the TSPEC element.

Reserved bits in the TSINFO field of the TSPEC element could be used to indicate that the traffic stream is for an emergency service. This mechanism preserves the existing 802.11 protocol message content with a minor change to the TSPEC element.

Emergency signaling can be piggy-backed on ADDTS frame. In general, ADDTS can be used at any time (no state changes associated with the message).

The Emergency Service bit can indicate to the network that this call is an emergency call. In certain cases (such as when user is authenticated with network) this may allow the network to transmit other related functionality (e.g. user location ) as added information along with the call.
In addition, it may be possible to consider adding an additional IE to ADDTS to indicate that there is an emergency call pending. 
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Figure 2: Modified ADDTS frames
5 Other considerations
5.1 Data Logging

Once the user starts using the e911 calling service, some kind of logging activity with a view to performing basic accountability check needs to be performed. The STA’s MAC address shall be recorded. In addition other statistics such as number of packets sent (bandwidth consumed), number/frequency of calls made per MAC address etc. may be computed so that there is some accountability for crank calls and other abuses of the system. These services may be performed by other higher layers in the system.
5.2 802.11i State Machine changes
On systems that are 802.11i enabled the 802.11i state machine executes as soon as the association request is processed. Currently this results in tear down of the link if authentication or key management fails. The 802.11i state machine needs to be modified so that this does not occur when an Emergency Services session is initiated in the unauthenticated state.
5.3 Handling DoS attack
The 802.11 AP has no control (in unauthenticated state) over who initiates the e911 call. As such there is no defense at the 802.11 level against DoS attacks. However this already exists even in todays cellular networks. No other new threats are enabled through this mechanism. The AP can optionally implement some kind of basic rate control and metering of packets as well.  However it is up to the other higher application layers to address this requirement in entirety and address any other issues arising out of DoS attack.
5.4 Support for Fast Transition (TGr)
The proposed solution does not introduce any changes in normal connection establishment and network access mechanisms. As such fast Transition mechanisms being developed by TGr group should continue to work as is with this proposal.
5.5 Location

Either the client device or the infrastructure can provide information about location to emergency call centers. Mecahnisms are under development in other groups (IETF geopriv) to address this requirement. Another possible approach is to implement AP MAC address based BSS location on the network side.
6 Annex
The requirements document [1] outlines a set of general requirements that should be considered.  These are as follows:

· R9G1: All proposals (whichever requirements they address) shall describe how they minimize battery consumption for mobile devices.

In terms of discovery/advertising, the discovery of emergency services capability in Beacon frames enables passive discovery, therefore power saving is in principle possible. Discovery through active probing may impact power saving, but with this proposal, the situation is unchanged compared to today/
· R9G2: All proposals (whichever requirements they address) shall describe the security impact of the functions they propose.
A station using emergency services is completely unauthenticated:

· Any station can forge emergency calls,  but this is not worst than current cellular system when there is no SIM

· Authentication of caller may be needed at higher level if so required by the higher level solution and if the station/user has credentials 

· Authentication and credential at higher layer are used to identify the calling party to emergency services, not the information at 802.11 layer (e.g. MAC address)

A fake call to emergency services could cause disconnect of legitimate station:

· a normally authenticated station would be disconnected by a rogue station issuing a emergency service call with same MAC address

· however, the authenticated station will share credentials with the AP and these can be used to prevent an emergency service call until the station has disassociated first. TGw solutions are required to ensure that the threats of DoS attacks are minimized
· this raises the stakes for the TGw "lock-out" problem since a locked out station would also be unable to make an emergency call.

· same threat already exists and will be dealt with in TGw/TGu

· R9G3: All proposals must allow APs to serve legacy STAs in addition to STAs that have been upgraded to 11u.  Proposals must describe how this is achieved.
The addition of the proposed new IEs will allow correct operation with legacy equipment. The STA can determine whether the AP supports emergency services, and therefore it is capable of connecting to non TGu-capable APs. A legacy STA connecting to an AP supporting emergency services will ignore the additional IEs in the beacon, probe response and neighbour reports. 
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