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1 Introduction
This document specifies a proposal to address the network selection requirements for IEEE 802.11u as defined in [1].  It captures some of the discussions and conclusions that have been reached about various approaches to supporting active network information discovery.
The purpose of this functionality is to enable the STA to identify the availability of a desired network service and specify its intention to use this service when associating.  The requirement for this functionality was originally identified by deployment issues associated with public access hotspots where it is currently impossible for users to determine whether they will be able to access network services based on information currently advertised by the network.

This proposal considers the use of action frames and data frames to support active discovery of network information to support selection of the most appropriate AP over which to communicate.  The mechanism may be applied either pre or post-association, but are always performed pre-authentication (meaning IEEE 802.11i style authentication).

Motivation and Assumptions

The general goal of the network selection cluster (as defined in [1]) is to allow user devices to find out additional information about availability of access to particular external service provider networks.  For example, a user can discover whether the WLAN hotspot has a roaming agreement with their home service provider to whom they are subscribed.

There are a number of reasons why providing this information pre-association is beneficial:

· The information is available earlier to support more informed decision about which AP to associate with – this prevents a less efficient style of operation where the STA has to associate with an AP before discovering the information and then decide whether to stay associated or not.

· It is possible to query multiple networks in parallel.

· The STA can discover information about APs that are not part of the same management group as the AP to which it is currently associated.  For example, supporting the selection of an AP belonging to a different hotspot with an appropriate roaming agreement in place.

The mechanisms available for transmitting this information include:

· Providing additional information in a passive/broadcast mechanism.

· active discovery mechanism based on management or data frames.

The initial option is not considered further within this document; passive discovery mechanisms are discussed in more detail in [2].  The remainder of this document focuses on active discovery.  The following description is subdivided into two parts; the first is related to the transport for a query/response protocol exchange across the air interface, whilst the second considers the type of information that needs to be exchanged as part of the message sequence.

1.1 Action Frames
This approach builds on the Action Frame formats already defined in the IEEE 802.11 standard.  The query/response mechanism is supported through the definition of two new Action Frame formats.

The category field shall be set to the next available value.
	Action field value
	Description

	0
	Reserved

	1
	Service Request

	2
	Service Response

	3-255
	Reserved


Table 1 : Active Discovery Action Field Values

· Service Request

The service request transmits a request for information to the network.  For example, the identifier may assist with the identification of identification of a suitable relationship with an SSPN.  Alternatively, a wild card identifier (or null) may request a list of SSPNs from the network. 
· Service Response

The service response includes an indication as to whether the requested service is available, and may optionally include additional information related to the service.  For example, this may indicate that a suitable roaming agreement is in place between the hotspot and the requested SSPN to support user authentication.  If a requested SSPN is not available via this network, the response may optionally include additional information related to alternative SSPNs that may benefit the STA. 
As there may be some delay whilst the response to the service request is being collated, a comeback mechanism has been proposed to support power saving.  It is assumed that the AP receiving a query from an STA can determine whether the information is available locally or not.  If not available, it is assumed that the AP has the ability to retrieve such information through a mechanism that is out of scope of this document.

The basic concept is as follows:

· An AP receiving a request from an STA, which does not have the information readily available, can reply to the STA that the AP cannot provide the information immediately.  The response may also indicate that the AP is capable or in-capable or providing the information, together with some indication of the time delay required to provide the information that the STA seeks. 
· Within the response, the AP can return a query identifier QueryID (whose value is unique for the AP) to be used by the STA to query the AP again without the need for indicating again the IEs required (this may be useful when more than one IEs are requested and are not available instantaneously at the AP, and performing a new query by providing again the list of IEs would imply a waste of radio resources), and by the AP to correlate the queries. 
· The AP may optionally return also a time value ComeBackDelay determined by the AP and indicating how long the station shall wait before querying the AP again.
The STA does not need to remain active while waiting to send the “comeback” request, therefore enabling power saving. In case the STA is connected to an AP1 and is actively exchanging data frames with AP1, but wants to retrieve information from a target AP2, the STA does not need to remain on the AP2 channel while waiting to send the “come-back” request.

1.2 Data Frames

In this option, the query/response exchange is supported using data frames across the air interface.  This has the advantage that the payload (and hence the information being discovered) is completely opaque to IEEE 802.11.  In order to support this, a method for exchanging unauthenticated data frames is required (see [1] for further considerations on this).
The actual content of the data frame can be defined as a higher layer protocol exchange with its own associated Ethertype.

If this approach is adopted for use pre-association, there may some issues associated with power save operation.  It may be difficult to build in appropriate power save behaviour into the MAC layer as the actually content of the protocol exchange is not visible i.e. the MAC layer does not know what the message exchange is about.

1.3 Information Formats

The information transported by any of the protocol options mentioned above can be made opaque to the underlying transport.  The following discusses information that should be included in the query/response, but does not yet constrain how this information is encapsulated.
1.3.1.1 Service Request
The Service Request should contain at least one+ SSPN identities that the STA has a subscription with.

	Field
	Size (octets)

	Element ID
	1

	Length
	1

	SSPN ID
	TBD

	SSPN ID (optional)
	TBD

	…
	…


Table 2 : Service Request Field Values

The SSPN identity represents the identity of the SSPN(s) the user has a relationship with, and would like to discover if a suitable roaming agreement exists in the network.

The format of the SSPN ID could be anything from their registered domain name through to some unique identifier (which would have to be administered somehow).  The size of the information depends on the format selected.
1.3.1.2 Service Response

The Service Response should contain an indication as to whether that SSPN is supported, plus any additional information that it is useful to pass to the STA in relation to this SSPN.
· SSPN Supported

	Field
	Size (octets)

	Element ID
	1

	Length
	1

	SSPN ID
	TBD

	SSPN ID (optional)
	TBD


Table 3 : Service Response Field Values

The SSPN Supported IE contains the list of supported SSPNs.
· Query ID

	Field
	Size (octets)

	Element ID
	1

	Query ID
	2


Table 4 : Query ID Field Values

· ComeBackDelay
	Field
	Size (octets)

	Element ID
	1

	ComeBackDelay
	2


Table 5 : ComeBackDelay Field Values

2 Summary and Assessment

2.1 Network Selection Cluster Requirements

This proposal addresses all mandatory requirements in the network selection cluster (R9N1, R9N2, R9N3 and R9N4).
2.2 General Requirements
The requirements document [1] outlines a set of general requirements that should be considered.  These are as follows:
· R9G1: All proposals (whichever requirements they address) shall describe how they minimize battery consumption for mobile devices.

Battery consumption aspects raised by the active discovery mechanism based on action frames have been addressed by the ComeBack mechanism.  
· R9G2: All proposals (whichever requirements they address) shall describe the security impact of the functions they propose.

Security impacts can be considered from two points of view: security of STA to network user data and denial of service attacks on the AP and/or STA within the ESS.  
The discovery mechanism only serves to provide hints to the STA about when and with whom to initiate network attachment.  Since in IEEE 802.11i the security of user data is built on the association and authentication procedures, the modifications to the discovery mechanisms therefore have no implications for user data security.  
The active discovery process may have Denial of Service impacts.  Attacks may be attempted by sending of large numbers of queries (e.g. all with different forged MAC addresses) and so build up cached information in the AP.
Where the AP caches results for active discovery queries from an STA, the cached information should be held long enough for the STA to send its “come-back” query.  Although an active attacker may be able to send a spoofed “come-back” query before one is sent by the STA, this will have no impact on the availability of information at the STA since it will still be cached when the real STA when it sends its “come-back” query.
An active attacker may also send a false response to an active discovery query from an STA.  This may either provide false positive (telling STA that a service is supported when it is not), or a false negative (telling an STA that supported service is not available).  This cannot be mitigated, unless these messages can be authenticated in state 1.
· R9G3: All proposals must allow APs to serve legacy STAs in addition to STAs that have been upgraded to 11u.  Proposals must describe how this is achieved.
An STA attempting to join a legacy AP will simply revert to current mechanism to perform network selection, i.e. based the selection on the SSID.
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