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1 Introduction
This document captures some of the discussions related to techniques for discovering network selection information before the STA has associated with the network.   The goal of this document is to highlight some technical approaches that have been suggested to support network selection pre-association with the goal of eliciting some feedback as to the feasibility of any of these approaches.
The Network Selection Problem Statement [4] presents the background to the network selection problem and specifies that this can be solved pre-association and post-association.  This document presents the solution for the former case.

1.1 Motivation and Assumptions

The general goal of the network selection cluster (as defined in [1]) is to allow user devices to find out additional information about availability of access to particular external service provider networks.  For example, a user can discover whether the WLAN hotspot has a roaming agreement with their home service provider to whom they are subscribed.
There are a number of reasons why providing this information pre-association is beneficial:

· The information is available earlier to support more informed decision about which AP to associate with – this prevents a less efficient style of operation where the STA has to associate with an AP before discovering the information and then decide whether to stay associated or not.
· It is possible to query multiple networks in parallel.

· The STA can discover information about APs that are not part of the same management group as the AP to which it is currently associated.  For example, supporting the selection of an AP belonging to a different hotspot with an appropriate roaming agreement in place.

The mechanisms available for transmitting this information include:

· Providing additional information in a passive/broadcast mechanism.
· active discovery mechanism based on management or data frames.

The second option is not considered further within this document; active discovery mechanisms are discussed in more detail in [2].  The remainder of this document focuses on passive discovery mechanisms, and discusses potential extensions to the beacon mechanism.

The basic idea would be to provide an additional optional IE in the beacons that could be populated by service providers if they wanted to support passive discovery of their services.    It is the intention that any passive discovery mechanism that is developed should complement the active discovery mechanisms used to support network selection.  It is clear that space constraints limit the amount of information that can be discovered passively, and that an active discovery mechanism is needed to allow further network selection information discovery interactions with the network.
2 Proposed Solution

[3] discusses a proposed ESSID concept that is intended to remove some observed weaknesses of the current SSID.  The ESSID is intended to be included in beacon and probe response messages, and contains three types of data:

· An identifying name (ESS Name): which is a human readable name to identify a group of APs.
· A unique identifier (ESS Address): ensures that there will not be a collision between the ESSID values of two groups of APs (unless maliciously mal-configured).  Its value is set to the BSSID value of one of the APs in the group (selecting the lowest value for example).
· One or more external network identifiers (formerly service identifiers): that represent the identity of an SSPN or other external network identifier for enterprise environments.

The current ESSID format has raised some concerns related to beacon sizing issues.  The remainder of this document discusses proposed mechanisms that have been suggested to combat beacon bloat problems via formatting of the external network identifiers or by modifying the beacon mechanism itself.

2.1 Hashing

The basic goal of the use of hashing is to reduce the size of the SSPN information included in the beacon messages.  For example, an SSPN identity of up to 255 octets can be reduced to a 2 octet value.  There will be some risk that hashed values may collide, but the STA can always fall back to a trial and error mode of operation, which is how it currently operates anyway.
2.1.1 Basic Hashing

In order to minimise space consumption, the External Network Identifier information included in the beacon may be hashed and truncated.   The length of the hash could be fixed in the standard, or could be a set of lengths (hash length can vary between 1 and 4 octets) that can be alternated between according to the current network load (so longer hashes could be included when network load is low).  The length of the hashes can be indicated via a length field included in the IE.
2.1.2 Diverse Hashing

Diverse hashing is being considered to further enhance the basic hashing in order to prevent beacon bloat. An AP with diverse hashing capability chooses one of the truncations from the calculated hash value. An example of diverse hashing is as follows:

When a hash function is CRC-32 and the corresponding polynomial is G(x), “ieee802.org” is hashed to “0x5053026a” where G(x) = x32 + x26 + x23 + x22 + x16 + x12 + x11 + x10 + x8 + x7 + x5 + x4 + x2 + x + 1.
If hash length is one octet, “0x5053026a” is truncated to “0x50,” “0x53,” etc. APs with diverse hashing capability interchangeably or randomly send “0x50” or “0x53.”
The STA is likely to receive different hash values for the same Service Identifier in the same ESS.  The diverse hashing reduces hash collision (where two service identifiers with ESS Address hash to the same value). Receiving two different truncations with one byte hash length is equivalent to receiving one truncation with two bytes hash length, so the frequency of hash collision is reduced. Due to this gain by diverse hashing, potentially shorter hash length can be used, and less load is added to beacons. The STA can choose to receive different hash values from one access point rather than from a group of APs. In this case, the longer an STA listens from an AP, the less it is likely to have hash collision. 
2.2 Layered Beacons

The layered beacon information is based on the same principles of legacy beacon but extended to broadcast SSPN information to the wireless medium for use by the arriving STA on a periodic basis. To address the concerns of overloading beacon signal (referred to Network Maintenance beacon, NMB), a Network Discovery Beacon (NDB) that includes a NMB and the new IE related to the SSPN information is sent on a periodic basis at the same or lower frequency of NMB as shown in Figure 1. NDB information can also be carried IE in the neighbour reports when broadcasted.
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Figure 1 Beacon Layering

In order to minimize overloading the WM, the mechanism utilizes a self-adjusting interval based on the load conditions of the AP or the WM. The actual definition of the load is left to the implementation. In this simple model as shown above, one threshold value is utilized by the AP to indicate the load condition in the WM. NDB signal can be sent at the same interval as the NMB signal when the load is below the low load threshold (Thll) and could be completely switched off in high load conditions above the Thll. This self-adjusting behaviour is shown only for reference and the actual algorithm is outside the scope of specification work.

Additionally, the mechanism provides content differentiation and adaptive advertising based on the frequency of certain query information and include that information into the NDB. This adaptive behaviour results in more efficient utilization of the resources at the AP and the WM.
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Abstract


This document captures some of the discussions related to supporting some sort of network selection facility pre-association, such as receiving information in the transmitted beacons.  The purpose of this document is to highlight why such functionality may be useful, and to capture concerns, issues and potential solutions to this problem.
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