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5.2.3.2
Change the inserted list item text  from

· Protection mechanisms for unicast and broadcast management frames 

To

Protection mechanisms for robust unicast and broadcast management frames 
5.4.3.5 Data origin authenticity 
Change the text of Clause 5.4.3.5 as follows: 
The data origin authenticity mechanism defines a means by which a STA that receives a data or robust management frame can determine which STA transmitted the MAC protocol data unit (MPDU) or MAC management protocol data unit (MMPDU). This feature is required in an RSNA to prevent one STA from masquerading as a different STA. This mechanism is provided for STAs that use CCMP or TKIP. 

Data origin authenticity is only applicable to unicast data frames or unicast robust management frames. The protocols do not guarantee data origin authenticity for broadcast/multicast data frames, as this cannot be accomplished using symmetric keys and public key methods are too computationally expensive. 

5.4.3.6 Replay detection 
Change the text of Clause 5.4.3.6 as follows: 
The replay detection mechanism defines a means by which a STA that receives a data or robust management  frame from another STA can detect whether the received frame is an unauthorized retransmission. This mechanism is provided for STAs that use CCMP or TKIP. 

5.4.3.7 Robust Management Frame Protection

Management frame protection is required in an RSNA to protect against forgery, eavesdropping, and unauthorized disclosure attacks on robust unicast management frames, and to protect against forgery attacks on robust broadcast management frames. 

Management frame protection uniformly extends the negotiated RSNA data frame protection protocol (CCMP or TKIP) to provide data confidentiality, replay protection, and data origin authenticity for unicast robust management frames, including action frames, disassociate and deauthenticate frames. 

Forgery protection for robust broadcast management action frames is provided through the Broadcast Integrity Protocol (BIP), using AES-128-CMAC for message integrity. For robust broadcast management action frames the protocol provides replay protection, and specifies a mechanism for providing protection against forgery by an authenticated station (insider attacks). Robust broadcast disassociate and deauthenticate management frames are protected against insider attacks. 

Management frame protection protocols apply to robust management frames after the RSNA PTK key establishment for protection of unicast frames is completed and after the GTKs  to protect  broadcast frames have been delivered. All management frames sent or received by a STA before keys are derived are unprotected. 

5.8.6 Protection of robust broadcast management action frames 
If protected management frame support has been negotiated then all robust broadcast management action frames that are transmitted are protected by BIP. 

The AP may be configured to convert robust broadcast management action frames to unicast frames using the MUP mechanism. When MUP is used, Robust management action frames are never transmitted as broadcast frames. MUP is selected by the MIB variable: 

Dot11RSNAProtectedManagementBroadcastPolicy. 

When protected management frame support has been negotiated all robust broadcast management action frames are submitted for encapsulation to the action frame broadcast protection service as described in Clause 11.7. This service either converts the frame to unicast using the MUP mechanism or protects the frame using BIP 

6.1.2 Security services 
Change the text of Clause 6.1.2 as follows: 
Security services in IEEE 802.11 are provided by the authentication service and by WEP, TKIP, and CCMP, and BIP.. The scope of the security services provided is limited to station-to-station data exchange and robust management frame exchanges. The data confidentiality service offered by an IEEE 802.11 WEP, TKIP, and CCMP implementation is the protection of the MSDU or MMPDU. For the purposes of this standard, WEP, TKIP, and CCMP, and BIP are viewed as logical services located within the MAC sublayer as shown in the reference model, Figure 11 (in 5.9). Actual implementations of the WEP, TKIP, and CCMP, and BIP services are transparent to the LLC and other layers above the MAC sublayer. 

The security services provided by WEP, TKIP, and CCMP, and BIP in IEEE 802.11 are as follows: 

a) Data Confidentiality; 

b) Robust unicast  management frame confidentiality 
c) Authentication; and 

d) Access control in conjunction with layer management.
e) Robust broadcast management frame integrity 

During the authentication exchange, both parties exchange authentication information as described in Clause 8. 

The MAC sublayer security services provided by WEP, TKIP, and CCMP, and BIP rely on information from nonlayer-2 management or system entities. Management entities communicate information to WEP through a set of MIB attributes. Management entities communicate information to TKIP and CCMP and BIP through a set of MAC sublayer management entity (MLME) interfaces and MIB attributes; in particular, the decision tree for TKIP and CCMP TKIP, CCMP and BIP defined in Clause 8.7 is driven by MIB attributes. 

7.3.2.25 RSN Information element 
Insert the following text the end of Clause 7.3.2.25: 
802.1X authentication, CCMP pairwise and group key cipher suites (WEP-40, WEP-104, and TKIP not allowed), robust management frame protection allowed with AES-128-CMAC as the broadcast management suite selector. 

30, // information element id, 48 expressed as Hex value 

14, // length in octets, 20 expressed as Hex value 

01 00, // Version 1 

00 0F AC 04, // CCMP as the data group key cipher suite 

01 00, // pairwise key cipher suite count 

00 0F AC 04, // CCMP as pairwise key cipher suite 

01 00, // authentication count 

00 00 00 01 // 802.1X authentication 

03 40 // Management frame protection is enabled and enforced 

00 00 // No PMKIDs 

00 0F AC 06, // AES-128-CMAC as the broadcast management cipher suite 

7.3.2.25.1, Page 9

Change the 2nd paragraph following Table 28 as follows: 
The cipher suite selectors 00-0F-AC:1 (WEP-40) and 00-0F-AC:5 (WEP-104) are only valid as a group cipher suite in a transition security network (TSN) to allow pre-RSNA devices to join the BSS. Protection of robust management frames shall not be supported when these cipher suite selectors are negotiated. 
Table 29, Page 9: Add “Robust” to the header “Enabled Robust Management Frame Protection”
7.3.2.27 Page 10
The Management MIC information element (MMIE) is used to protect the robust broadcast management frame from forgery and replay. It provides data origin authenticity for broadcast Deauthenticate and Disassociate Frames. Figure 80a depicts the MMIE format. 

7.3.2.27 Page 11
The Length field denotes the number of octets in the information element and shall have a value of either 16 or 26. Length 26 shall be used with protected Broadcast Disassociate frames and protected Broadcast Deauthenticate frames. Length 16 shall be used with other protected robust broadcast management frames. 

The MIC field shall contain a message integrity code calculated over the robust management frame as specified in Clause 8.3.4. 

8.1.3 RSNA establishment 
Insert sub item 7 at the end of the first item as follows: 
7) If protection of robust management frames is enabled, it programs the TK and pairwise cipher suite into the MAC for protection of robust unicast management frames. It also installs the IGTK, IGTK sequence counter and the DHV (for a non-AP STA) or the DGTK (for the AP) into the MAC for protection of robust broadcast management frames. 

Insert sub item 6 at the end of the second item as follows: 
6) If protection of robust management frames is enabled, it protects the Robust management frames by programming the negotiated pairwise cipher suite and established PTK to protect the unicast  robust management frames and the IGTK, IGTK sequence counter and the DHV (for a non-AP STA) or the DGTK (for the AP) into the MAC for protection of robust broadcast management frames. 

8.3.1 Overview 
This standard defines two three RSNA data confidentiality and integrity protocols: TKIP, and CCMP and BIP. Implementation of CCMP shall be mandatory in all IEEE 802.11 devices claiming RSNA compliance. Implementation of TKIP is optional for an RSNA. A design aim for TKIP was that the algorithm should be implementable within the capabilities of most devices supporting only WEP, so that many such devices would be field-upgradeable by the supplier to support TKIP. 

BIP is a mechanism used only when protection of robust management frames is enabled and is used to protect Robust broadcast management frames. 
8.3.2.1 TKIP overview 
Change the first list item in Clause 8.3.2.1 as follows: 
A transmitter calculates a keyed cryptographic message integrity code (MIC) over the MSDU SA and DA of the MSDU or MMPDU, the MSDU priority (see 8.3.2.3) or 0xff as the MMPDU priority, and the MSDU or MMPDU plaintext data. TKIP appends the computed MIC to the MSDU or MMPDU data prior to fragmentation into MPDUs. The receiver verifies the MIC after decryption, ICV checking, and defragmentation of the MPDUs into an MSDU or MMPDU and discards any received MSDUs or MMPDUs with invalid MICs. TKIP’s MIC provides a defense against forgery attacks. 

Insert the text to the end of Clause 8.3.2.1 as follows: 
TKIP is applied to MSDUs and, if robust management frame protection is enabled, to MMPDUs. 

8.3.2.1.1 TKIP encapsulation 
Insert the following text to the end of Clause 8.3.2.1.1: 
When TKIP is selected as the RSN pairwise cipher, robust unicast management frames shall be protected by TKIP with the MSDU data field replaced by the MMPDU plus an HC information element, and with the Priority set to 255 (0xff). The MMPDU data field may exceed one MPDU, and thus multiple IEEE 802.11 frame headers may be required to transfer the entire MMPDU. The HC information element is concatenated to the MMPDU data prior to application of TKIP. To protect a robust management frame with TKIP, the transmitter shall do the following: 

a) The transmitter shall extract the IEEE 802.11 frame header corresponding to the first MPDU that will be produced for this MMPDU, using the following header bit muting rules: 

⎯ The Frame Control field Type subfield shall be set to Management. 

⎯ The Frame Control field Subtype subfield shall be a valid management frame type. 

⎯ Frame Control field bits 11 (Retry), 12 (Power Mgmt), and 13 (More Data) shall be set to 0 

⎯ Frame Control field bit 14 (Protected) shall be set to 1 

⎯ The Sequence Control field shall be set to 0 

<skip to next page>

A MAC implementation may support TKIP protection of Robust Management Frames if it supports both TKIP and Protected Robust Management Frames and TKIP is negotiated as the pairwise cipher. 

8.3.2.1.2 TKIP decapsulation 
Insert the following sentence at the end of list item 5 of Clause 8.3.2.1.2: 
When the received frame is a TKIP protected robust unicast management frame, the contents of the management frame after decapsulation shall be delivered to the SME via the MLME SAP rather than through the MA-UNITDATA.indication primitive 

8.3.2.2 TKIP MPDU formats 
Insert the following sentence at the end of Clause 8.3.2.2: 
When robust management frame protection is negotiated with TKIP as the pairwise cipher, TKIP shall use the same TK for Management Frames and for Data Frames. 

8.3.2.6 TKIP replay protection procedures 
Change item 7 of Clause 8.3.2.6 as follows: 
For each PTKSA, GTKSA, and STAKeySA, the receiver shall maintain a separate replay counter for each frame priority, and, if Robust unicast Management Frame protection has been negotiated, it shall maintain a separate counter for TKIP-protected management frames of type Action. The receiver shall use the TSC recovered from a received frame to detect replayed frames, subject to the limitations on the number of replay counters supported, as advertised in the RSN information element Capabilities subfield, as described in Clause 8.4.3. A replayed frame occurs when the TSC extracted from a received frame is less than or equal to the current replay counter value for the frame’s priority and frame type. A transmitter shall not reorder frames with different priorities without ensuring that the receiver supports the required number of replay counters. The transmitter shall not reorder frames within a replay counter, but may reorder frames across replay counters. One possible reason for reordering frames is the IEEE 802.11 MSDU priority. 

8.3.3.1

When CCMP is selected as the RSN pairwise cipher, robust unicast management frames shall be protected with CCMP by taking the Priority as the octet with value 255 (0xff). A MAC implementation shall support CCMP for protecting Action Frames if CCMP and Protected Robust Management Frames are both supported. In the following clauses, use of CCMP for protection of robust management frames is specified by replacing the word MPDU with MMPDU. 

8.3.3.3.5 CCM originator processing 
Insert the following at the end of Clause 8.3.3.3.5: 
A CCMP protected robust unicast management frame uses the same TK as a Data MPDU. 

8.3.3.4 CCMP decapsulation 
Insert the following sentence at the end Clause 8.3.3.4: 
When the received frame is a CCMP protected robust unicast management frame, contents of the MMPDU body after protection is removed shall be delivered to the SME rather than through the MA-UNITDATA.indication primitive. 

8.3.3.4.1 CCM recipient processing 
Insert the following at the end of Clause 8.3.3.4.1: 
A CCMP protected robust unicast management frame uses the same TK as a Data MPDU. 

8.3.3.4.3 PN and replay detection 
Change item 5 of Clause 8.3.3.4.3 as follows: 
For each PTKSA, GTKSA, IGTKSA and STAKeySA, the recipient shall maintain a separate replay counter for each IEEE 802.11 MSDU priority and, if robust management frame protection is enabled, shall maintain a separate counter for CCMP protected robust management frames. The receiver 
8.3.4 The Broadcast Integrity Protocol (BIP) 
BIP provides data integrity and replay protection for robust broadcast management frames. It also provides source authentication for broadcast Disassociate and Deauthentication frames. 

8.3.4.4.1 MMIE Replay field as sequence number 
When the MMIE Length field is 16, the MMIE Replay field represents a sequence number. An MMIE of length 16 shall only be used with broadcast action management frames. 

In this case the transmitter shall insert a monotonically increasing value into the MMIE Replay field. The receiver shall maintain a 48-bit replay counter for each IGTK. The replay counter shall be set to the value provided by the Authenticator. When a protected robust broadcast management frame subsequently arrives with an MMIE Length field of 16, the receiver shall interpret the MMIE Replay field as a 48 bit integer. It shall then compare this integer value against the replay counter for the IGTK identified by the MMIE Key ID field. If the integer value from the received MMIE Replay Field is less than or equal to the replay counter value for the OGTK, the receiver shall silently discard the frame and increment a MIB counter. 

8.3.4.5 BIP Transmission 
When a STA wishes to transmit a protected robust broadcast management frame it shall: 

a) Select the appropriate key (IGTK or DGTK) for the frame and construct the MMIE. Clause 7.3.2.26 defines the MMIE, with the MIC field muted to zero 

b) Compute AAD for this management frame, as specified in 8.3.4.3. 

c) Compute AES-CMAC-64 over the concatenation of (AAD||Management Frame Body||MMIE) 

d) Insert the left-most 64-bits of the result into the MMIE MIC field. 

e) Compose the broadcast protected management frame as the IEEE 802.11 header, Management Frame Body, and MMIE 

f) Transmit the robust broadcast management frame. 

8.3.4.6 BIP-Reception 
When a STA receives a robust broadcast management frame protected by BIP, it shall 

a) Identify the appropriate key and associated state based on the MMIE Length field. 

8.4.11 Protection of broadcast management action frames 
When robust management frame protection is enabled, all transmissions of Robust management action frames shall be protected. 

8.5.1 Key hierarchy 
Change the first paragraph of Clause 8.5.1 as follows: 
RSNA defines two the following key hierarchies: 

a) Pairwise key hierarchy, to protect unicast traffic 

b) GTK, a hierarchy consisting of a single key to protect multicast and broadcast traffic 

c) Integrity GTK (IGTK,) a hierarchy consisting of a single key to provide integrity protection for robust broadcast and multicast management frames 
8.5.1.4 Page 21

Note that the AP only needs to maintain the DGTK to generate the unique per STA DHV. The IGTK is used to provide integrity services to selected robust broadcast management frames. 
11.7 Broadcast Frame Procedures 
When protected robust management frame support is enabled, the MLME shall provide an encapsulation service for robust broadcast management frames. All robust management frames shall be submitted to this service for encapsulation and transmission. 
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