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 Background
When a STA wishes to effect a fast handoff to a target AP it uses authentication frames or action frames to send a “Fast Transition” request to, and receive a “Fast Transition” response from, the target AP. This assumes the target AP has been duely authorized to have a PMK-R1 key.

The draft does not specify a way in which a PMK-R1 can be distributed and a PMK-R1 holder be authorized. It says the process must be done “securely”. And the protocol used must “have the properties of confidentiality, integrity, replay protection, and key binding.” The transfer must include not only the PMK-R1 and its associated authorization attributes but also “the binding information.”  Nowhere in the draft does it say what “binding information” is or how it is generated. Therefore interoperability is not possible. Furthermore the draft mentions that PMK-R1 key holders and PMK-R0 key holders are all authenticated by a Mobility Domain Controller and that “the identities of the Key Holders presented to the MDC shall be the same as that advertised to the STA” yet there is no identity advertisement capability in the draft nor any specification of what identity to advertise and also provide for authentication. This further complicates interoperability.
Security
There are some aspects to security that are missing from the draft’s requirements, namely authorization and validation. 
Possession of a key does not imply authorization to hold that key and a STA that encounters a PMK-R1 in the possession of an entity that it has not formally authorized to hold the PMK-R1 msut assume the key hierarchy is compromised. When talking about key distribution, authorization means that the STA and the PMK-R0 holder must agree to disclose a shared secret to another entity and officially sanction that entity to be a valid PMK-R1 holder. Validation means that the authorization has been acknowledged and the new PMK-R1 holder can demonstrate its new status.

A protocol which satisfies all the security properties needed to securely distribute PMK-R1s is described.

Protocol

There are 3 parties in the protocol, the STA, the target AP, and the PMK-R0 holder. It is assumed that the target AP and PMK-R0 holder have a security association between them that was established with the help of the MDC. From the view of the STA it is a simple request-response protocol to and from the target AP. In between receiving the request and formulating the response the target AP performs a simple request-response protocol with the PMK-R0 holder.

Components:

· ID-STA is the MAC address of the STA

· ID-TAP is the NAS-Id of the target AP being beaconed by the NASIDIE

· Ns is a nonce supplied by the STA

· Na is a nonce supplied by the PMK-R0 holder

· mk is a key shared between the STA and PMK-R0 holder

· k is a key shared between the target AP and the PMK-R0 holder (part of the security association assumed to be in existence).

· AUTH is SHA-256(Na|Nb)

STA( target AP

The STA chooses a random number, Ns, and sends a message to the target AP containing the R0KH-ID and an encrypted “blob”. The “blob” contains ID-TAP and Ns and is encrypted with mk.
Target AP ( PMK-R0 holder

Upon receipt of the message from the STA the target AP identifies the PMK-R0 holder and sends a message to it containing ID-STA and the opaque blob it received from the STA. If the PMK-R0 holder is unknown the protocol fails.

PMK-R0 holder ( target AP

Upon receipt of the message from the target AP the PMK-R0 holder identifies the PMK-R0 security association bound to ID-STA and decrypts the opaque blob using mk from that security association. If there is no PMK-R0 security association for that STA or the blob fails to properly decrypt the protocol fails. The PMK-R0 holder then checks the ID-TAP in the decrypted blob and matches it with the identity of the target AP it has in the security association it established with the target AP using the MDC (and that identity “must be the same” as the one advertised to the STA). If the identities differ the protocol fails. The PMK-R0 holder chooses a random number, Na, and constructs a message back to the target AP consisting of ID-STA, Na, Ns, the PMK-R1, the PMKR1Name, all authorization attributes associated with the PMK-R1 and another encrypted “blob”. This encrypted blob contains the ID-TAP and Na encrypted with mk. The entire message is sent to the target AP under the protection of the security association the PMK-R0 holder maintains with the target AP (e.g. an IPsec SA).

Target AP ( STA

Upon receipt of the message from the PMK-R0 holder the target AP generates the AUTH and sends the encrypted blob from the message and the AUTH to the STA. It also instantiates the PMK-R1 security association.
Finally the STA decrypts the blob recovering the ID-TAP and Na. If the ID-TAP matches the identity the target AP is advertising it checks whether AUTH equals SHA-256(Na|Ns). If either do not match the protocol fails and the STA does not treat the target AP as a legitimate PMK-R1 holder.

Note that no time synchronization is necessary nor is a third message (ack) needed to prevent replay attacks because these messages are all idempotent.

Changes to the text

Section 5.4.8.2, page 8, substitute the following for the sentence beginning on line 44

AP 2 will obtain the PMK-R1 from the PMK-R0 holder during the authentication or action frame sequence.

Section 7.2.3.1 add a new row

order = 29, information = NAS-Id, and Notes = the NAS-Id of the authenticator associated with the entity issuing the beacon.
Section 7.2.3.9 add a new row

order=27, information = NAS-Id, and Notes = the NAS-Id of the authenticator associated with the entity issuing this probe response.

Section 7.3.2.10 table 16, two new rows of order 12 and 13 moving existing 12 to 14

order = 12, information = R1 distribution token, notes = authentication and authorization token for PMK-R1 distribution, as described in table 17.

order = 13, information = R1 distribution valid, notes = acknowledgement of validity of PMK-R1 distribution, as described in table 17.

Section 7.3.2.10 table 17, last column is “Presence of Fields 4-14”

Fast BSS Transition sequence 1 include “R1 distribution token shall be present”

Fast BSS Transition sequence 2 include  “R1 distribution token shall be present. R1 distribution valid shall be present.”

Section 7.3.2, table 26, reserved becomes 63-220, add two new rows

R1 distribution token Information Element, element ID 61

R1 distribution valid Information Element, element ID 62

New section 7.3.2.48 Fast BSS transition NAS-Id Information Element (NASIDIE)

This element is used to communicate the identity of the NAS affiliated with an access point.

	Element ID
	Length
	NAS-ID


 Figure 113ZA – NAS-ID Information Element

The length shall be set to the length of the NAS-Id.
New section 7.3.2.49 Fast BSS transition R1 Distribution Token Information Element (R1DISTIE)

This element is used to convey an authentication and authorization token between the STA and target APs to which it wishes to effect a fast transition.

	Element ID
	Length
	Token


Figure 113ZB – R1DIST Information Element
The length shall be set to the size of the token (application specific).

New section 7.3.2.50 Fast BSS transition R1 Distribution Validation Information Element (R1DISTVIE)
This element is used to prove that a target AP has been duely authorized to obtain a PMK-R1 key.

	Element ID
	Length
	Token


Figure 113ZC – R1DISTV Information Element

The length shall be the value thirty-two (32) and the token field shall represent the cryptographic proof of authorization.

Section 7.4.6.1, table 57C, change order 4 (EAPOL-Key) to order 5, new row:
order= 4, Information= R1DISTIE, Notes= A R1DISTIE token shall be present.

Section 7.4.6.2, table 57D, change order 6 (EAPOL-Key) to order 8, two new rows:

order=6, Information= R1DISTIE, Notes=An R1DIST IE shall be present

order=7, Information= R1DISTVIE, Notes=An R1DISTV IE shall be present

Section 8.5A.1, second-to-last sentence in second paragraph change to:

The PMK-R1 keys are securely delivered from the R0KH to the R1KHs within the same mobility domain using the protocol described in section 8.5A6.

Section 8.5A.1, strike second-to-last sentence (“The distribution of keys…”) of seventh paragraph and the word “However” from the beginning of the last sentence.

Section 8.5A.4 add a new key derivation

mk = KDF-256(XXKey, “Distribution of PMK-R1”, SSIDlength || SSID || MDID || R0KH-ID || 0x00 || SPA)
· mk is a secret shared between the STA and R0KH

· “Distribution of PMK-R1” is 0x446973747260627574696f6e206f6620504d4b2d523100

Section 8.5A6, replace with the following:
The following procedures are used to distribute PMK-R1s.

The STA first derives PMK-R0 keys for use in fast BSS transitions (via the FT Initial Association procedures defined in clause 8A.2) utilizing information from the target AP as defined in 8.5A.4. When the IEEE 802.1X AKM is used to establish keys, the PMK-R0 Key Holder derives the PMK-R0 key utilizing the MSK acquired through EAP based authentication.

The PMK-R0 shall be stored in a component called the PMK-R0 Key Holder. Each PMK-R0 Key Holder is responsible for deriving a PMK-R1 key for key for each PMK-R1 Key Holder in the mobility domain. The PMK-R1 shall be stored in a component called the PMK-R1 Key Holder. PMK-R1 keys are distributed to PMK-R1 Key Holders by the PMK-R0 Key Holder using a secure three party protocol described herein.

The Mobility Domain Controller (MDC) shall mutually authenticate and authorize all members of the mobility domain that can be Key Holders. Using the MDC all Key Holders can establish security associations with each other. The identities they use during the authentication process shall be their NAS-Id which is identical to the information included in the NASID IE in all beacons and probe responses. 

The Key Distribution Protocol has the following properties

· Authentication of entities involved in key distribution

· Confidentiality of the key distribution

· Authorization of the status of a PMK-R1 holder

· Validation of the authorization

· Receipt of the key is acknowledged

· Correctness of the authorization attributes assigned to the STA

The Key Distribution Protocol is initiated by the STA by including an R1DIST Information element along with other Fast BSS Transition Information Elements in either Authentication or Action frames. The token of this element shall be the AES-KeyWrap of a sixteen (16) octet random number chosen by the STA, called Ns, concatenated with the identity of the target AP as determined by the NASID Information Element in its beacons and probe responses. The key used to perform this wrapping shall be “mk” described in section 8.5A.4.
The target AP shall extract the token from the R1DIST Information Element and send it along with the MAC address of the STA to the R0KH identified in the FTIE under the protection of the security association the target AP (a Key Holder) shares with the PMK-R0 Key Holder. If the target AP does not recognize the R0KH in the FTIE or does not have a security association with it authentication fails with status 38 (“the request has not been successful as one or more parameters have invalid valules”).
Upon receipt of this message the R0KH looks up the PMK-R0 security association it shares with the STA based upon the MAC address in the message. It then unwraps the token using “mk” describe in section 8.5A.4. If the unwrapping fails or the R0KH does not have a PMK-R0 security association for that STA it returns a failure message to the target AP which then fails the authentication attempt with status 38. The R0KH compares the NAS-Id from the unwrapped token with the identity the target AP used during when establishing its shared security association. If the two do not match the R0KH returns a failure message to the target AP which then fails the authentication attempt with status 38. The R0KH then chooses a sixteen (16) octet random number, called Na, and constructs a message back to the target AP consisting of the STA’s MAC address, Ns, Na, the PMK-R1, the PMK-R1 Name, all authorization attributes associated with PMK-R0 (e.g. session lifetime), and a token representing an AES-KeyWrapping of the NAS-Id of the target AP from the shared security association and Na. The wrapping shall use “mk” described in section 8.5A.4.
Upon receipt of this message the target AP shall instantiate a PMK-R1 security association and construct either an Authentication response frame or response action frame depending on the type of request received originally. This frame will include, along with other Fast BSS Transition IEs, an RT1DIST IE which shall encapsulate the token it received from the PMK-R0 Key Holder, and an R1DISTV IE which shall consist of the digest of SHA-256(Ns|Na).

Upon receipt of this frame the STA shall perform the following additional validation: it shall unwrap the token in the R1DIST IE and compare the enclosed NAS-Id with the one it received from the target AP in a beacon or probe response. If they do not match the STA must treat this as an authentication failure. If they match the STA computes the digest of SHA-256(Ns|Na) using Na from the unwrapped token and compares it to the value in the R1DISTV IE. If they do not match the STA must treat this as an authentication failure. If they match the STA instantiates its own version of a PMK-R1 security association to share with the target AP and continues with Fast BSS Transition.
Section 8A.1.1 add
The NAS-Id of the authenticator associated with the AP advertising Fast BSS Transition capability shall be the value of dot11FTNASID.
Section 8A.3.1 and 8A.3.2 change

“If the target AP does not have the key identified by PMKR1Name, it may retrieve that key from the R0KH identified by the STA. See clause 8.5A.6”

to 

“If the STA has no record of authorizing the target AP to be a PMK-R1 holder it shall include an R1DIST IE in its Authentication-Request (see clause 8.5A.6). If an R1DIST IE was present in the Authentication-Request than an R1DIST IE and an R1DISTV IE must be in the accompanying Authentication-Response (and must be correctly processed according to clause 8.5A.6) or authentication shall be deemed to have failed.”

Section 8A.5 change

“In an RSN the first two messages in the sequence, ‘Fast BSS Transition Request’ and ‘Fast BSS Transition Response,’ are used to allow the STA and target AP to provide their random contributions, SNonce and ANonce, respectively.”
to

“In an RSN the first two messages in the sequence, ‘Fast BSS Transition Request’ and ‘Fast BSS Transition Response,’ are used to authorize the target AP to become a valid PMK-R1 holder and to allow the STA and target AP to provide their random contributions, SNonce and ANonce, respectively.”

Section 8A.5 table 62A, change row of order 8 to order 10, two new rows:

order= 8, Information= R1 Distribution, Presence= May be present in first and second messages of this sequence, description= 7.3.2.49

order=9, Information= R1 Distribution Vaid, Present= May be present in the second message of this sequence, description= 7.3.2.50

Section 8A.5.1 change

“The target AP can use the R0KH-ID and the STA MAC address to ensure it has the corresponding PMK-R1 or initiate a request for the appropriate PMK-R1.”

to

“If the STA has no record of previously authorizing the NAS identified by the target AP’s NAS-Id it includes an R1DIST IE. The target AP uses the R0KH-ID, the STA MAC, and the token conveyed in the R1DIST IE to obtain the appropriate PMK-R1.”
Section 8A.5.1 before the EAPKIE description add:

The R1DIST IE shall be present when dot11RSNAEnabled is set to true and the STA has no record of having previously authorized the NAS identified in the target AP’s beacons or probe responses. This IE shall be constructed as described in section 8.5A.6.

Section 8A.5.2 before the EAPKIE description add:

The R1DIST IE shall be present when dot11RSNAEnabled is set to true and the STA included an R1DIST IE in the fast BSS transition request. This IE shall be constructed as described in section 8.5A.6.

The R1DISTV IE shall be present when dot11RSNAEnabled is set to true and the STA included an R1DIST IE in the fast BSS transition request. This IE shall be constructed as described in section 8.5A.6.

Annex D add the following to Dot11FastBSSTransitionConfigEntry
dot11FTNASId



OCTET STRING

Annex D add

dot11FTNASId OBJECT-TYPE

SYNTAX OCTET STRING (SIZE(64))

MAX-ACCESS read-write

STATUS current

DESCRIPTION

“This attribute shall specify the NAS Identifer of the 802.1x authenticator associated with this entity.”

    :: = { dot11FastBSSConfigEntry 14 }
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Abstract


This document proposes a secure three party protocol between the STA, the target AP, and the PMK-R0 holder as a way of distributing a PMK-R1 key and its associated attributes to the target AP thereby sanctioning it to be a valid ohlder of the PMK-R1.
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