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Minutes

The Chair convened the call at 11:07 EDT.
Since Stephen Rayment was unable to attend this call, the chair asked for volunteers. No one volunteering to act as secretary for this teleconference, that role was also filled by Donald Eastlake 3rd, the chair.

The chair inquired if everyone was familiar with the IEEE 802 IPR policy. There was no response, indicating that everyone was familiar with that policy.
The proposed Agenda was reviewed…
1. Attendance

2. Selection of Temporary Secretary for this call

3. IPR policy:  http://standards.ieee.org/board/pat/pat-slideset.ppt

4. Agenda for this call

5. Discussion of TGs security with Jesse Walker.

6. Discussion of the agenda for the July 2006, Jacksonville, Florida, meeting based on the following or any more recent version available: 11-06/544r3, 11-06/602r0.

7. Discussion of the host, location, and agenda for the TGs ad hoc meeting 13-15 June.

8. Adjourn

No changes or other topics were suggested, and the Agenda was adopted without objection.

Jesse Walker has been working with those who answered his call to TGs for those interested in improving security in the 802.11s Draft. He summarized their recommendations which he expects to present to TGs at the meeting next week:
1. Transport – securing the transport function is straightforward and well understood. It should be achievable with techniques already in the Draft and should be included in 802.11s.

2. AP – securing the AP role is also reasonably straightforward and well understood. It should be achieveable with simple additions to the Draft and should be included in 802.11s.

3. External Routing – securing external routing is hard. At a minimum, it will require the development of a protocol between mesh portals to securely coordinate their actions. TGs needs to make a decision on whether or not to include this in 802.11s.
4. Internal Routing / Forwarding – we thought we were making progress on this but have found new problems. We will recommend that some known measures to improve routing security be adopted in 802.11s but that, to maintain a reasonable schedule for TGs, the needed serious new work in this area be pushed off to another Task Group or other group.
Jan Kruys question to Jesse: Have these Internal Routing / Forwarding problems been discussed in your informal group?

Jesse Walker: Yes, there are a family of problems securing this function. We thought we had solved this for AODV but interactions found by Meiyuan with bad forwarding by authorized nodes that cause serious routing problems. This is an insider threat. There has been a lot of discussion about how serious such threats are. Since it is clear there are use cases (such as in the home, point-to-point ad hoc, or cases where nodes are physically secure) where this is less of a concern, it seems inadvisable to delay all of TGs until the routing and forward security problem is solved.
Donald Eastlake question to Jesse: Should we still have a full two hour session allocated to security at the TGs meeting next week?

Jesse Walker: Yes, I think so. It is likely there will be new material by myself, Zhao Meiyuan, Sue Hares, and Bob Moskowitz so a full session is reasonable.

The Chair reviewed the latest Agenda document for the May, Jacksonville, TGs meeting, 11-06/544r3. Selection / appointment of a Temporary Secretary for the TGs meeting next week has been added as Stephen Rayment will be unable to attend the meeting. There were no objections to the draft agenda so it will be the basis for the tentative agenda that TGs will consider that beginning of its first meeting next week. The bulk of the time in this agenda is devoted to resolving the comments received as a result of the TGs informal call form comments. This resulted in 283 comments from 18 people as tabulated in document 11-06/602r1. The chair asked Steve Conner, who had compiled this tablulation, to briefly review it.

Steve Conner: I’ve added a sheet of statistics on the comments which is the main difference between 11-06/602r0 and r1. Many of the comments are very focused, simple comments to which it should be fairly easy to respond. There are also some broader and more complex comments that may require significant work by TGs to resolve. I hope to add a difficulty rating to the comments over the next few days. The following areas appear to be ones with more comments and which will require substantial work:

1. Topology discovery

2. Routing

3. Security

4. MAC changes

I’ve sent out a request for corrections to the comments, in case any were omitted or incorrect. No one has responded so far.
The Chair discussed the host and site for the 13-15 June ad hoc meeting.  This meeting is being proposed due to the limited time available at the Jacksonville meeting.  Intel has offered to host in the Portland, Oregon area. Another site and host also volunteered but had to withdrawn due to facilities not being available.  Since 30 days notice of the details needs to be given, we basically need to decide during this teleconference. The ad hoc could work on further resolution of the informal comments we have received and on security.  It seems necessary to have this ad hoc if we are to have much chance of meeting our schedule of going to working group Letter Ballot in July.

Jan Kruys: I don’t think we will be able to go to LB in July without rushing which may invite LB defeat and a huge number of comments.

The Chair asked if there was any objection to proceeding to accept the offer from Steve Conner of Intel in Hillsboro, Oregon (near Portland) to act as the host and site for the 13-15 June TGs ad hoc and announcing the logistic details on the 802.11 Working Group mailing list in a day or two. There was no objection so this will be done.
The Chair adjourned the call at 11:48 EDT.
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