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1 
Overview
1.1 Purpose
The purpose of this proposal is to address the requirement in the Authentication Cluster for TGu. One “Virutal Link” approach is introduced in this document to allow one STA authenticating with different SSPNs simultaneously.
1.2 Introduce

The A1 describes the requirement for authentication as: "A STA shall be able to authenticate with different SSPNs simultaneously, in order to gain simultaneous access to multiple Destination Networks."
From this, we learn that more than one link will be formed between a STA and an AP and such links need to bind different SSPNs simultaneously for authentication. One scenario is a STA wants to access the services from different service providers by the charge choice, e.g. accessing the voice service from one SSPN and the data service from another SSPN. 
Considering the multiple authentications with different SSPNs simultaneously, we propose a Virtual Links mechanism to meet this requirement. This paper includes the following parts: 
· Virtual Link mechanism and Virtual Link application.
· Amendment of the 802.11 specification, e.g. adding new frames, information elements and primitives to meet the A1 requirement.
· Assessment of the Virtual Link approach for TGu.
2 Virtual Link Mechanism
2.1 An overview for 802.11 Link
According to the 802.11 specification, an association hints that a link between one STA and AP is identified by STA MAC address and AP MAC address (i.e. BSSID) pair. Security parameters are negotiated in association phase for the link. So, the association procedure not only creates the related association relationship within the DS, but also negotiates the parameters for the related link. The “link creation procedure” is hidden in an association procedure.
2.2 Virtual Link Concept
We propose an End Point Address Pair (EPAP) that differs from the association address pair (i.e. <STA MAC address, BSSID> ) to identify a link (see Figure 1). The link identified by the association address pair is named as “Base Link”, and the link identified by EPAP is regarded as “Virtual Link”, e.g. <STA MAC address, End Point Address>, < End Point Address, BSSID>, or < End Point Address, End Point Address>. The Virtual Link can be established upon different security and QOS control parameters.
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Figure 1–Virtual Link concept
2.3 Virtual Link Creation
We propose two new action management frames for virtual link creation: Virtual Link Create Request and Virtual Link Create Response. 
The STA sends a “Virtual Link Create Request” message to the AP to request creating a Virtual Link, and then the AP responses a “Virtual Link Create Response” message to the STA (see Figure 2).

[image: image2]
Figure 2–Virtual Link Creation
1) The STA creates an association with AP.
2) The STA sends the “Virtual Link Create Request” message to the AP. The message contains the following paramenters:

· Virtual Link binding information. The specific information bound for this Virtual Link, e.g. SSPN identifier which is encapsulated in a Container IE.
· Security parameters. The security information requested for this Virtual Link, e.g. RSN IE, which is needed to negotiate the security methods.
· QoS parameters. Which contains the related QoS information (e.g. QoS Capability IE, or TSPEC IE, etc. TBD) that is required for this Virtual Link to meet the higher layer service application requirments.
3) Upon receipt of the “Virtual Link Create Request” message, the AP determines the relative parameters for this Virtual Link, and then responses one “Virtual Link Create Response” message to the STA. If successful, the response contains the status of “SUCCESS”, else contains “FAILURE” and Reason Code. Furthermore, an EPAP IE is contained in this message. 
2.4 Virtual Link Deletion
We propose a new action management frame “Virtual Link Delete” for Virtual Link deletion. Such frames can be sent only over the related Virtual Link and protected by 11w according to the related Virtual Link security mechanism.
The procedure of the Virtual Link Deletion is shown as follows:

[image: image3]
Figure 3–Virtual Link Deletion

When the STA or AP wants to delete one specific Virtual Link, it sends “Virtual Link Delete” message to the peer over this Virtual Link and then releases its related resource about this Virtual Link. Similarly, the peer receiving “Virtual Link Delete” message frees its related resource about this Virtual Link too. 

2.5 Virtual Link Counter
The “Disassociation” or “Deauthentication” message from the peer can only be accepted when there is no any Virtual Link for the association, otherwise, the STA or AP will discard these messages silently. It requires a counter to calculate the amount of Virtual Links.

When the STA establishes an association with the AP, the Virtual Link Counter is set to 0. 

When the Virtual Link is created successfully, the Virtual Link Counter will be increased by 1.
When the Virtual Link is deleted successfully, the Virtual Link Counter will be decreased by 1.
3 Virtual Link Application
3.1 Virtual Link Number
We propose the Virtual Link Number for the communication between the higher layer entity and MAC sublayer entity within one peer. The MAC sublayer entity assigns the Virtual Link Number for a Virtual Link and determines the mapping relationship between the Virtual Link Number and the EPAP for the Virtual Link. The higher layer entity only needs to know the Virtual Link Number for Virtual Link service.
3.2 MSDU delivery
This section shows the procedure of MSDU delivery over a Virtual Link (see Figure 4). 
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Figure 4—MSDU delivery based on Virtual Link

1) The higher layer entity sends a MA-UNITDATA.request to the MAC sublayer entity. The request contains the Virtual Link Number.
2) The MAC sublayer entity determines the TA and RA of the MSDU according to the Virtual Link Number. 
3) The MSDU is deliverd to the peer over the air as the IEEE 802.11 specification.
4) The peer MAC sublayer entity determines the Virtual Link Number according to the TA and RA of the received MSDU.
5) The peer MAC sublayer entity sends a MA-UNITDATA.indication to the local higher layer entity. The indication contains the Virtual Link Number.
4 Amendment for the 802.11 specification
4.1 Management frame body components

4.1.1 Frame Formats
4.1.1.1 Information Elements
EPAP Element

The EPAP IE containing the End Point address is defined to identify a Virtual Link. The AP side assigns the End Point address pair for the Virtual Link.
The format of the EPAP IE is defined in Figure 5.

	Element ID
	Length
	EPA Flag
	STA-EPA
	AP-EPA


Octets:    1                   1                    1                   6                    6
Figure 5—EPAP element format
The EPA Flag field is used to indicate whether the STA-EPA or the AP-EPA field is contained in this EPAP IE. The bits of this field are shown as Table 1:
Table 1—EPA Flag field format

	Bit 0
	If the STA-EPA field is not present in EPAP IE, this bit is set to 0 and the STA MAC address is used as the End Point address of the STA for the corresponding Virtual Link. Or this bit is set to 1 and the AP side assigns an End Point address of the STA side for this Virtual Link.

	Bit 1
	If the AP-EPA field is not present in EPAP IE, this bit is set to 0 and BSSID is used as the End Point address of the AP for the corresponding Virtual Link. Or this bit is set to 1 and the AP side assigns an End Point address of the AP side for this Virtual Link.

	Bit 2 ~Bit 7
	Reserved


STA-EPA field is 6 octets in length and indicates the End Point address of the STA for this Virtual Link.
AP-EPA field is 6 octets in length and indicates the End Point address of the AP side for this Virtual Link.

Container Element

The Container element is used to encapsulate the relative external network information, e.g. SSPN Identifier, MIH information, Charges information, etc.
The format of the Container IE is defined in Figure 6.
	Element ID
	Length
	Content


Octets:              1               1             variable
Figure 6—Container element format
The Content subfield indicates the information related to external network.
4.1.1.2 Action Frame Formats
New action category code is defined (see Table 2). And three Virtual Link action frames are defined (as Table 3) to support the Virtual Link mechanism.
Table 2—Category values
	Code
	Meaning

	--
	--

	TBD
	Virtual Link Management 


Table 3—Action field value for Virtual Link Management
	Action Field Value
	Description

	0
	Virtual Link Create Request

	1
	Virtual Link Create Response

	2
	Virtual Link Delete

	3-255
	Reserved


Virtual Link Create Request frame format

The Virtual Link Create Request frame is used to request creating one Virtual Link. The format of the Virtual Link Create Request frame body is shown in Figure 7.

	Category
	Action
	Dialog Token
	RSN IE
	Container IE
	Other 802.11 IE


Octets:           1                1                 1              variable          variable           variable  
Figure 7—Virtual Link Create Request Action frame body
The Category field is TBD (representing Virtual Link Management action).
The Action field is set to 0 (representing Virtual Link Create Request).
The Dialog Token field shall be set to a nonzero value chosen by the STA sending Virtual Link Create Request to identify the request transaction. 
The RSN IE specifies the security parameters that are used to negotiate the security methods for the Virtual Link. Different Virtual Link based on one association can have different security mechanism.

The Container IE field contains the information, e.g. SSPN information, MIH information, Charges information, etc, which comes from the higher layer service application.
The Other 802.11 IE field includes the related QoS information (e.g. QoS Capability IE, or TSPEC IE, etc.) which is useful for this Virtual Link to bear the higher layer service application.
Virtual Link Create Response frame format

The Virtual Link Create Response frame is sent as a response to the Virtual Link Create Request. The format of the Virtual Link Create Response Action frame body is shown in Figure 8.

	Category
	Action
	Dialog Token
	Result Code
	RSN IE
	EPAP IE
	Container IE
	Other 802.11 IE


Octets:          1                  1                1                1           variable     variable      variable        variable
Figure 8—Virtual Link Create Response Action frame body
The Category field is TBD (representing Virtual Link Create action).
The Action field is set to 1 (representing Virtual Link Create Response).
The Dialog Token field shall be set equal to the Dialog Token value in the corresponding received Virtual Link Create Request frame.

The Result Code field indicates the result of Virtual Link creation. 0 means “SUCCESS” and other means the reason of failure. If not 0, no other field is contains in this frame.
The RSN IE specifies the security parameters that are used to negotiate the security materials for the Virtual Link. Different Virtual Link based on one association can have different security mechanism.

The EPAP IE field contains the corresponding End Point Address Pair which is used to identify this Virtual Link. 

The Container IE field contains the information, e.g. SSPN information, MIH information, Charges information, etc, which comes from the higher layer service application.

The Other 802.11 IE field includes the related QoS information (e.g. QoS Capability IE, or TSPEC IE, etc.) which is useful for this Virtual Link to bear the higher layer service application.
Virtual Link Delete frame format

The Virtual Link Delete frame is used to request deleting one specific Virtual Link.

The format of the Virtual Link Delete frame body is shown in Figure 9.

	Category
	Action
	Reason Code


Octets:              1                1                 1  
Figure 9—Virtual Link Delete Request Action frame body
The Category field is TBD (representing Virtual Link Management action).
The Action field is set to 2 (representing Virtual Link Delete).
The Reason Code field indicates why deletes this Virtual Link.
4.2 Detailed service specification

4.2.1 MAC data service
4.2.1.1 MA-UNITDATA.request
4.2.1.1.1 Function

4.2.1.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MA-UNITDATA.request (

Source address,

Destination address,

Routing information,

Data,

Priority,

Service class,

Virtual Link Number
)
The Virtual Link Number is newly added in this primitive and specifies a Virtual Link. The Virtual Link Number’s valid value ranges from 1 to 255, and the value of 0 is used to indicate that the data will be transmitted by the Base Link.

4.2.1.1.3 When generated

4.2.1.1.4 Effect of receipt
On receipt of this primitive, the MAC sublayer entity determines whether the request can be fulfilled according to the requested parameters. A request that cannot be fulfilled according to the requested parameters is discarded and this action is indicated to the LLC sublayer entity using an MA-UNITDATA-STATUS.indication primitive that describes why the MAC was unable to fulfill the request. If the request can be fulfilled according to the requested parameters, the MAC sublayer determines the TA and RA of the MSDU according to the Virtual Link Number, and then appends all the MAC specified fields (including TA, RA DA, SA, FCS, and all fields that are unique to IEEE 802.11®), passes the properly formatted frame to the lower layers for transfer to a peer MAC sublayer entity or entities, and indicates this action to the LLC sublayer entity using an MA-UNITDATA-STATUS.indication primitive with transmission status set to Successful.
4.2.1.2 MA-UNITDATA.indication

4.2.1.2.1 Function

4.2.1.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MA-UNITDATA.indication (

Source address,

Destination address,

Routing information,

Data,
Reception status,
Priority,

Service class,

Virtual Link Number
)
The Virtual Link Number is newly added in this primitive and specifies the ID of the Virtual Link appointed by the MLME at the non-AP STA or AP. The Virtual Link Number’s valid value ranges from 1 to 255, and the value of 0 is used to indicate that the data will be transmitted by the Base Link.
4.2.1.2.3 When generated

The MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer entity or entities to indicate the arrival of a frame at the local MAC sublayer entity. The MAC sublayer determines Virtual Link Number according to TA and RA. Frames are reported only if they are validly formatted at the MAC sublayer, received without error, received with valid (or null) security and integrity information, and their destination address designates the local MAC sublayer entity.
4.2.1.2.4 Effect of receipt
4.2.1.3 MA-UNITDATA-STATUS.indication

4.2.1.3.1 Function

4.2.1.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MA-UNITDATA-STATUS.indication (

Source address,

Destination address,

Transmission status,
Provided priority,

Provided service class,

Virtual Link Number
)
4.2.1.3.3 When generated

4.2.1.3.4 Effect of receipt
4.3 MLME SAP interface
4.3.1 MLME SAP interface for Virtual Link Management
Some primitives provide by the MLME are specified to support the process of creating or deleting a Virtual Link between a STA and AP.
4.3.1.1 MLME-VLINK-CREATE.request
4.3.1.1.1 Function

This primitive is generated by the SME to request creating one Virtual Link. 

4.3.1.1.2 Semantics of the service primitive
The primitive parameters are as follows:

MLME-VLINK-CREATE.request (

PeerMACAddress,
Dialog Token,

RSN IE,

Container IE,

Other 802.11 IE,
RequestFailureTimeout
)
	Name
	Type
	Valid range
	Description

	PeerMACAddress
	MACAddress
	Any valid individual MAC address
	Specifies the MAC address of the AP to which this request will be transmitted.

	Dialog Token
	Interger
	1-255
	The dialog token to identify the Virtual Link Create Request transaction.

	RSN IE
	As defined in frame format
	As defined in frame format
	Specifies the security parameters that are used to negotiate the security materials for this virtual link

	Container IE
	As defined in frame format
	As defined in frame format
	Specifies the SSPN ID information for this Virtual Link.

	Other 802.11 IE
	As defined in frame format
	As defined in frame format
	Specifies the related QoS information (e.g. QoS Capability IE, or TSPEC IE followed by zero or more TCLAS IE and TCLASProcessing, etc.) which is required for this Virtual Link to bear the higher layer service application.


	RequestFailureTimeout
	Integer 
	≥ 0
	Specifies a time limit (in TU) after which the Virtual Link Create Request procedure will be terminated. 0 means unlimited.


4.3.1.1.3 When generated 
This primitive is generated by the SME to create the Virtual Link.

4.3.1.1.4 Effect of receipt 
This primitive initiates a creation procedure for one Virtual Link. On receipt of this primitive, the MLME constructs a Virtual Link Create Request action frame. Then this frame is transmitted to the PeerMACAddress.
4.3.1.2 MLME-VLINK-CREATE.confirm
4.3.1.2.1 Function

This primitive reports the results of a Virtual Link Create Request to local SME. 

4.3.1.2.2 Semantics of the service primitive
The primitive parameters are as follows:

MLME-VLINK-CREATE.confirm (

ResultCode,

Dialog Token,

Virtual Link Number,
RSN IE,

Container IE,

Other 802.11 IE
)
	Name
	Type
	Valid range
	Description

	ResultCode
	Enumeration
	SUCCESS,

TIMEOUT,

INVALID PARAMETERS,
or FAILURE
	Indicates the result of the corresponding MLME-VLINK-CREATE.request.

	Dialog Token
	Interger
	1-255
	The dialog token to identify the Virtual Link Create Request transaction.

	Virtual Link Number
	Integer
	Ranging from 1 to 255
	Specifies the Virtual Link appointed by the MLME. 

	RSN IE
	As defined in frame format
	As defined in frame format
	Specifies the security parameters that are used to negotiate the security materials for this virtual link

	Container IE
	As defined in frame format
	As defined in frame format
	Specifies the SSPN ID information for this Virtual Link.

	Other 802.11 IE
	As defined in frame format
	As defined in frame format
	Specifies the related QoS information (e.g. QoS Capability IE, or TSPEC IE followed by Schedule element, etc.) which is required for this Virtual Link to bear the higher layer service application.


4.3.1.2.3 When generated
This primitive is generated by the MLME as a result of MLME-VLINK-CREATE.request.

This primitive is generated when that MLME-VLINK-CREATE.request is found to contain invalid parameters, when a timeout occurs, or when the MAC entity receives a Virtual Link Create Response frame from the peer MAC entity.

4.3.1.2.4 Effect of receipt
On receipt of this primitive, the SME is notified of the results of the Virtual Link Create Request procedure. 

4.3.1.3 MLME-VLINK-CREATE.indication
4.3.1.3.1 Function

This primitive indicates that a Virtual Link Create Request action frame has been received from a peer MAC entity and reports to the SME to create a Virtual Link. 

4.3.1.3.2 Semantics of the service primitive
The primitive parameters are as follows:

MLME-VLINK-CREATE.indication (
PeerMACAddress,
Dialog Token,
Virtual Link Number,

RSN IE,

Container IE,

Other 802.11 IE
)
	Name
	Type
	Valid range
	Description

	PeerMACAddress
	MACAddress
	Any valid individual MAC address
	Specifies the peer MAC address from which this request frame was received.

	Dialog Token
	Interger
	1-255
	The dialog token to identify the Virtual Link Create Request transaction.

	Virtual Link Number
	Integer
	Ranging from 1 to 255
	Specifies the Virtual Link appointed by the MLME. 

	RSN IE
	As defined in frame format
	As defined in frame format
	Specifies the security parameters that are used to negotiate the security materials for this virtual link

	Container IE
	As defined in frame format
	As defined in frame format
	Specific the SSPN ID information for this Virtual Link.

	Other 802.11 IE
	As defined in frame format
	As defined in frame format
	Specific the related QoS information (e.g. QoS Capability IE, or TSPEC IE followed by zero or more TCLAS IE and TCLASProcessing, etc.) which is required for this Virtual Link to bear the higher layer service application.


4.3.1.3.3 When generated
This primitive is generated by the MLME as a result of receipt one Virtual Link Create Request action frame.

4.3.1.3.4 Effect of receipt
The SME is notified of the Virtual Link Create Request by the specified MAC entity.
On receipt of this primitive, the SME examines its parameters and applies the parameters negotiation. And then informs the MLME the result by MLME-VLINK-CREATE.response.

4.3.1.4 MLME-VLINK-CREATE.response
4.3.1.4.1 Function

This primitive responds the request for a creation of one Virtual Link by a specified MAC entity. 

4.3.1.4.2 Semantics of the service primitive 

The primitive parameters are as follows:

MLME-VLINK-CREATE.response (

PeerMACAddress,
Dialog Token,
ResultCode,

RSN IE,

Container IE,

Other 802.11 IE
)
	Name
	Type
	Valid range
	Description

	PeerMACAddress
	MACAddress
	Any valid individual MAC address
	Specifies the peer MAC address from which this request frame was received.

	Dialog Token
	Interger
	1-255
	DialogToke of the matching MLME-VLINK-CREATE.indication.

	RSN IE
	As defined in frame format
	As defined in frame format
	Specifies the security parameters that are used to negotiate the security materials for this virtual link

	Container IE
	As defined in frame format
	As defined in frame format
	Specific the SSPN ID information for this Virtual Link.

	Other 802.11 IE
	As defined in frame format
	As defined in frame format
	Specific the related QoS information (e.g. QoS Capability IE, or TSPEC IE followed by Schedule element, etc.) which is required for this Virtual Link to bear the higher layer service application.


4.3.1.4.3 When generated 
This primitive is generated by the SME at an AP as a result of a MLME-VLINK-CREATE.indication.

4.3.1.4.4 Effect of receipt

On receipt of this primitive, the MLME constructs the appropriate Virtual Link Create Response frame and causes it to be transmitted to the PeerMACAddress.

4.3.1.5 MLME-VLINK-DELETE.request
4.3.1.5.1 Function

This primitive is generated by the SME to request deleting one specific Virtual Link. 

4.3.1.5.2 Semantics of the service primitive
The primitive parameters are as follows:

MLME-VLINK-DELETE.request (

Dialog Token,
Virtual Link Number,

)
	Name
	Type
	Valid range
	Description

	Dialog Token
	Interger
	1-255
	The dialog token to identify the Virtual Link Create Request transaction.

	Virtual Link Number
	Integer
	Ranging from 1 to 255
	Specifies the Virtual Link appointed by the MLME. 


4.3.1.5.3 When generated 
This primitive is generated by the SME to request deleting the Virtual Link which is identified by the Virtual Link Number.

4.3.1.5.4 Effect of receipt 
On receipt of this primitive, the MLME determines the matching EPAP by the Virtual Link Number and then constructs a Virtual Link Delete Request action frame, from which the DA and SA field will be set to the corresponding value from the EPAP: if this primitive is generated by AP, the DA is set to the former End-point Address and the SA is set to the rear End-poin Address of the EPAP; contrarily, if this primitive is generated by STA, the DA is set to the rear End-point Address and the SA is set to the former End-point Address of the EPAP. This frame is then transmitted to the destination address. 
4.3.1.6 MLME-VLINK-DELETE.confirm
4.3.1.6.1 Function

This primitive reports the results of a Virtual Link Delete Request to local SME. 

4.3.1.6.2 Semantics of the service primitive
The primitive parameters are as follows:

MLME-VLINK-DELETE.confirm (

ResultCode,

Dialog Token,

Virtual Link Number,

)
	Name
	Type
	Valid range
	Description

	ResultCode
	Enumeration
	SUCCESS,

INVALID PARAMETERS,
or FAILURE
	Indicates the result of the corresponding MLME-VLINK-DELETE.request.

	Dialog Token
	Interger
	1-255
	The dialog token of matching the MLME-VLINK-DELETE.request.

	Virtual Link Number
	Integer
	Ranging from 1 to 255
	The same value of the Virtual Link Number of the MLME-VLINK-DELETE.request 


4.3.1.6.3 When generated
This primitive is generated by the MLME as a result of MLME-VLINK-DELETE.request having been sent successfully. 
This primitive is generated when that MLME-VLINK-DELETE.request is found to contain invalid parameters, or when the attempts to send it have failed.
4.3.1.6.4 Effect of receipt
On receipt of this primitive, the SME is notified of the results of the Virtual Link Create Request procedure. 

4.3.1.7 MLME-VLINK-DELETE.indication
4.3.1.7.1 Function

This primitive indicates that a Virtual Link Delete Request action frame has been received from a peer MAC entity and reports to the SME to delete a Virtual Link. Or this primitive reports the deletion of one Virtual Link due to an inactivity timeout.
4.3.1.7.2 Semantics of the service primitive
The primitive parameters are as follows:

MLME-VLINK-DELETE.indication (
ReasonCode,

Virtual Link Number,

)
	Name
	Type
	Valid range
	Description

	ReasonCode
	Enumeration
	STA_LEAVING,

UNKNOWN_TIMEOUT,
or FAILURE
	Indicates the why this Virtual Link is being deleted.

	Virtual Link Number
	Integer
	Ranging from 1 to 255
	Specifies the Virtual Link appointed by the MLME.


4.3.1.7.3 When generated
This primitive is generated by the MLME as a result of receipt one Virtual Link Delete Request action frame from one peer MAC entity. The mapping relationship between the Virtual Link Number and the EPAP (known by the DS and SA from the received frame) is determined.
This primitive is also be generated by the MLME at the AP as result of inactivity of one Virtual Link.
4.3.1.7.4 Effect of receipt
The SME is notified of the Virtual Link Delete Request by the specified MAC entity or informed due to an inactivity timeout by AP side.

On receipt of this primitive, the SME examines its parameters and if valid, it will release the related resource about this Virtual Link.
5 Assessment of Virtual Link approach
5.1 A1 requirement
The Virtual Link approach of this document meets the A1 requirement in the authentication cluster.
5.2 General requirements
5.2.1 Battery consumption
Multiple service flows for a STA will increase the battery consumption that is irrelevant with virtual link mechanism. Because of only one association for multiple Virtual Links, the existing power saving mechanism need not to be changed.
5.2.2 Security impact consideration

The security impact has been considered in this proposal. We propose the new action management frames (“Virtual Link Create Request”, “Virtual Link Create Response” and “Virtual Link Delete”) to support the Virtual Link mechanism. The two former can be sent only by the Base Link and protected by 11w according to the Base Link security mechanism, and the latter can be only send by related Virtual Link and protected by 11w according related Virtual Link security mechanism.
The Disassociation and Deauthentication frame are sent by Base Link and protected by 11w according to the Base link security mechanism. Moreover the Disassociation or Deauthentication frames can be only accepted when there is no any Virtual Link for the association.
The Virtual Link security mechanism only based the related security parameter that negotiated in Virtual Link creation phase, so multiple Virtual Links for an association can have different security mechanism.
5.2.3 Compatibility about the legacy STAs

A new bit is proposed to indicate the Virtual Link capability that can be defined in an extended Capability IE, which may be considered together with the Interworking Capability IE mentioned in the Network Section proposal.
New action frames for Virtual Link mechanism are defined by this proposal and the legacy STAs will ignore such Virtual Link action frames.

Furthermore, new IEs for the Virtual Link Creation procedure will be ignored by the legacy STAs too.
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