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Wednesday April 19, 2006

11:00am

Attendees:

Clint Chaplin (chair)

Bill Marshall (editor)

Frank Ciotti

Dorothy Stanley

Kevin Hayes

Rajneesh Kumar

Kapil Sood

· Ad hoc is next week Tues –Thurs; Michael Montemurro has the details.

· Chair reminded participants about the IEEE IPR and antitrust agreements.

· Bill Marshall posted comment resolution sheet rev 03 (doc 06/537).

The “Comment Stats” tab list the defined groups.

Clint is currently polling all those who voted NO on LB 79 to see if they agree with the resolution to their comments.

· Many fundamental issues need to be discussed from LB 82

· We need to have a strategy for the ad hoc next week

· Bill Marshall would like to submit comment groups 1, 2 & 3 at the Jacksonville meeting for acceptance.  Bill is asking everyone to review resolutions to comments in these groups prior to the ad hoc.

· On the “Technical Issues” tab of the spreadsheet, items above #20 do not have recommended text for the change.

· It was mentioned that in the past some groups have ignored these comments.

· If the comment is valid, we should approach the commenter and ask for suggested text

· We will need to perform another recirculation ballot even if we reject all comments.

· How many comments did we receive on LB82? 

· 1057 (~600 of which were from 2 people)

· The LB82 tab includes the LB79 comments not yet accepted.

· If we wait to receive text back for the comments without text, should we reject the comment and have another recirculation to address some of the other comments?

· Yes, this turns into a “DOS” attack if we wait.

· If we reject comments, some voters who carry a lot of weight will protest.

· Discussion on the Issues:
Issue 5 needs consensus and text.

TGi states how the AP forces a re-key (issue 5?)

Issue 1 – (Re)Association

We have agreement that the FT always uses a Reassociation frame.  The controversial topic is which frame to use for the Initial Association – always an Association or (Re)Association depending on how the STA arrived at the AP.

A comment was made that use of Reassociation would trigger the AP to generate an L2 update frame, however it was pointed out that the update frame is needed for both Association & Reassociation.

The motivation for this discussion was to allow an FT AP to perform less inspection of both the frame type and the IE’s when receiving a request from a STA for a FT.  That is, only allowing Reassociation frames for FT’s would reduce some of the logic processing on the AP.  Allowing both frame types for the Initial Association somewhat defeats that purpose.  However this is more inline with the base standard.

Bill Marshallwill draft text for both options to allow for a vote on the topic.

Issue 2: Clause 5.6 (State Machine)

Dave Bagby received a commitment during TGi Sponsor Ballot that TGr would fix what TGi broke. (from Jesse Walker & Bernard Aboba)

Bill Marshall has outlined 4 resolution options in email.  Bill can draft contributions for options 1-3.  He leaves option 4 (fix TGi) to somebody else.

Removing State 2 would be break legacy equipment.

Choices 2 & 3 are technical changes to the draft.

If someone proposes to remove WEP, would that go through?  If WEP is still there, then you still have Shared Key (MAC) Authentication so you will need state 2

You could stay in state 1.

This would affect the state machine on the AP.  The STA could send an Association frame w/o first Authenticating.

Issue 3:  Is RRB allowed to send errors msg to STA?
There is a man-in-the-middle attack here.

We could protect (via MIC) the body of the action frame with a key known to both the Serving AP and the STA.

We would need to derive a new key for this purpose.

The messages can easily be forged.  

There are two issues related to this; sending errors back, and the use of the RRB as a firewall to enforce policy.  Are communications over the DS secured?  Is there a trusted channel between APs?  What prevents a rogue RRB from sending a message to the current AP to be forwarded?
Does the Current AP’s RRB track state of messages forwarded to the Target AP over the DS?

Yes (clause 8A.6.4)

· Adjourned until the next teleconference on April 26.
Wednesday April 26, 2006

11:00am

Attendees:

Clint Chaplin,

Michael Montemurro,

Bill Marshall,

Frank Ciotti,

Rajneesh Kumar,
Lily Chen,

Kapil Sood,

Dorothy Stanley.
· Call to order

· Review of IEEE Intellectual Property Policy

· A To-Do list has been posted to the wireless world server as document 11-06/578r1.
· We need to make sure that the 802.11r adhoc minutes are synchronized with the to-do list and the comment resolution spreadsheet.

· Discussion on issues arising from the adhoc/comment resolution spreadsheet.

Dorothy Stanley and Henry Ptasinski took an action to take a detailed look at the Mobility Domain IE policy bit.

Bill Marshall has proposed a resolution that Dorothy and Henry should review.

If the commentors for LB79 do not accept the resolutions in LB81, we should carry the comments forward until we change the resolutions.

At the end of the Wednesday meeting, we discussed two options for encapsulating data in the TGr messages. Did we decide anything?

We haven’t had any further discussion and we are waiting for the proposal from Nancy and group.
· Discussion on technical issues

Issue 1 is waiting for discussion in Jacksonville.

Issue 2 has a submission and is waiting for a discussion in Jacksonville.

Issue 3 we have agreed to remove the RRB Error message.

Issue 4: Bill Marshall has a submission that is waiting for a discussion in Jacksonville.

The resolution discussed the adhoc was to remove the “auxiliary IE’s”

RIC Data simplification is going to be handled by Rajneesh to address technical issue 34.

Issue 5: Bill Marshall will make a submission for this issue.

Issue 6: We agree to remove the reassociation deadline. Henry Ptasinski agreed to prepare text to address this issue.

Issue 7: Kevin Hayes offered a proposal to resolve this issue.

Issue 8: Nancy Cam-Winget, Rajneesh Kumar, and Kapil Sood will prepare an updated submission for Jacksonville.

Issue 9: Henry Ptasinski and Dorothy Stanley will create a submission to address this issue.
Issue 12 and 13 should be grouped with Issue 9.

Issue 10: We’ve accepted the comment.

Issue 11: We have a submission to address this issue.

Issue 12 and 13: They should be addressed by the resolution to Issue 9.

Issue 14: Bill Marshall has submitted documents 11-06/561r1 and 11-06/561r2.

Getting rid of more IE’s makes the RIC construction more complex.

We should not include a fixed field inside an IE.

Issue 15: Bill Marshall will make a submission proposal to use the MLME-SetKeys to activate a PTK.

Issue 16: We agreed that any non-zero status code should force the FT mechanism to restart.

A non-zero status code should force the FT mechanism to restart.

Kapil Sood will document the edge cases of TSPEC negotiation to ensure that the FT mechanism will work.
Issue 17:  Bill Marshall is working on a submission to add the incremental neighbour report functionality to the TGr draft.

Issue 21: No additional text should be required to address this comment.

Issue 22 and 23: Kapil Sood and Henry Ptasinski will prepare a submission for this issue.

Bill Marshall has proposed resolutions to these comments.

Adjourn until the next teleconference meeting on May 3.

Wednesday May 3, 2006

11:00am

Attendees:

Clint Chaplin,

Michael Montemurro,

Bill Marshall,

Rajneesh Kumar,

Lily Chen,

Kapil Sood,

Dorothy Stanley.
· Call to order

· Review of IEEE Intellectual Property Policy

· Bill Marshall has uploaded a new version of the Comment Resolution Spreadsheet document 11-06/537r8.

· Clint Chaplin has uploaded a new version of the to-do list as document 11-06/578r2

· Discussion on the to-do list – document 11-06/578r1

Updates to the to-do list will be update in 11-06/578r2.
Kapil Sood has updated an update document 11-06/566r1.

Bill Marshall has agreed to look at Issue 8 in replacement of Kapil.

Bill Marshall has submitted document 11-06/572r1 to update issues.

There have been very few responses to Bill Marshall’s postings on the mailing list.
Dorothy Stanley has agreed to address technical issue 56 which has to do with pre-authentication across mobility domain boundaries.

Moving the IEEE 802.1X exchange prior to re-association would resolve this issue.

Clause 8.4.6.1 would need to be modified to address the IEEE 802.11r AKM.

Dorothy will produce a submission to discuss roaming between Mobility Domains in Jacksonville.

There is an issue is who authorises the R1 Key Holder to receive the key from the R0 Key Holder. Dan Harkins suggests that there needs to be a 3-party protocol involving the STA, the R0KeyHolder, and the R1 KeyHolder.
Kapil Sood will discuss the issue with Dan Harkins.

Discussion of Issue 53 – We need to contact Stefano Faccin to get some guidance on this issue.

Discussion of Issue 52 – The wrong clause number was attached to this comment.

Kapil Sood needs to clarify the clause that this comment refers to.

Discussion of Issue 51 – Secure Over-the-DS communication.

This is the same as issue 47.

We’ve agreed to remove the RRB policy enforcement from the draft, so this issue is resolved.

Discussion of issues 48, 49, and 50 address the RRB

Issue 50 suggests moving the RRB function to the Annex. We resolved this comment in the last letter ballot.
We should leave the RRB where it is.

If the RRB is in scope of TGr, then this protocol could be extended to do key management.
The scope of the key transfer protocol would be with a Mobility Domain.

There are two problems here: one to define the intra-mobility domain and another to address inter-mobility domain.

Why are we trying to address the inter-mobility domain issue?

The text for the RRB is normative.
The RRB functionality has been implemented and it works.

There are two issues: 

· To fix whatever it wrong with the clause
· To extend the functionality to resolve key management

The RRB is in scope of TGr.

It could be extended to address TGr key management between AP’s.
Bill Marshall has submitted documents 11-06/604 and 11-06/604 to address issues 5 and 6.

· Adjourn until the next teleconference on May 10.

Wednesday May 10, 2006

11:00am

Attendees:

Clint Chaplin,

Michael Montemurro,

Bill Marshall,

Fred Haish,
Lily Chen,

Frank Ciotti,

Kapil Sood,

Dorothy Stanley,
Rajneesh Kumar.

· Call to order

· Review of IEEE Intellectual Property Policy
· Participants willing to present at the May session should contact Clint Chaplin.

· Clint Chaplin will publish the preliminary agenda document prior to the meeting.

· Discussion on the Technical Issues in the comment resolution spreadsheet document 11-06/537r10:
The results of the discussion will be captured in document 11-06/537r11.
Discussion of technical issue 54:

Bill Marshall posted potential solutions to the reflector but has heard no response.

The complexity is inherent to IEEE 802.11. IEEE 802.11e uses conditional IE’s.

We should reject the comments and say that IEEE 802.11r is not more complex than other amendments.

There was a discussion of the cost of IEEE 802.11r testing in the Wi-Fi Alliance. The more elegant or simple the solution, the better.

There is a cost of interoperability testing and the cost of compliance testing. The Wi-Fi Alliance is mandated to test interoperability.

The resolution to these comments should be included as part of group 6.

Discussion of technical issue 59:
In IEEE 802.11i, the key counter is reset in the 4-way handshake.

Since the counter is a proof of liveness, the counter should be reset after the FT is complete.

This comment refers to the use of the replay counter during initial association.

We should treat the Initial Association in the same manner as IEEE 802.11i.

TGr does not use the replay counter during the Initial Association.

The only use of the replay counter is for GTK re-keying.

We should accept the comment and initialize the counter to zero after initial association completes.

The resolution to this comment will be included as part of group 6.

Discussion of technical issue 60:

Should the reservations be marked provisional or not.

In past discussions, we determined “pre-reservation” was a “reservation”.

We will need to discuss this during the meeting next week.

Discussion of technical issue 61:
Comment on RIC processing after RIC failures.

It is possible that the AP may want to examine resource reservation even if it fails.

Do we even need to include “Mandatory/Optional” selection in the RIC.

We should separate TSPEC allocation from RIC processing.

This feature is more part of an implementation option rather than the protocol.

You could say that “suggested TSPEC’s” are implementation options in IEEE 802.11e.

The scenario only occurs with the Mandatory option.

We could always remove the “mandatory” option.

If we keep the capability, we should keep this feature.

Kapil Sood and Michael Montemurro will look into this issue and propose a resolution.

Discussion of technical issue 61:

The draft states that every FT after an FT Initial Association will be a FT re-assocation.

A STA is free to roam to another AP as long as it generates a new PMK or R0 Key.

There is no break in the key hierarchy when IEEE 802.11r and IEEE 802.11i co-exist.
We are allowing a STA to have multiple PMK’s and multiple PMK-R0’s for a single AP.

Currently with IEEE 802.11i, a STA can have multiple PMK’s for a single AP.

If you support both IEEE 802.11r and IEEE 802.11i, you have to avertise both AKM’s in the RSN IE.

We will discuss this issue in Jacksonville.

We have reached our session time limit.

Adjourn until the meeting in Jacksonville on May 15.
Notice: This document has been prepared to assist IEEE 802.11. It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s).  The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.





Release: The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication.  The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.11.





Patent Policy and Procedures: The contributor is familiar with the IEEE 802 Patent Policy and Procedures <� HYPERLINK "http://%20ieee802.org/guides/bylaws/sb-bylaws.pdf" \t "_parent" �http:// ieee802.org/guides/bylaws/sb-bylaws.pdf�>, including the statement "IEEE standards may include the known use of patent(s), including patent applications, provided the IEEE receives assurance from the patent holder or applicant with respect to patents essential for compliance with both mandatory and optional portions of the standard."  Early disclosure to the Working Group of patent information that might be relevant to the standard is essential to reduce the possibility for delays in the development process and increase the likelihood that the draft publication will be approved for publication.  Please notify the Chair <� HYPERLINK "mailto:stuart.kerry@philips.com" \t "_parent" �stuart.kerry@philips.com�> as early as possible, in written or electronic form, if patented technology (or technology under patent application) might be incorporated into a draft standard being developed within the IEEE 802.11 Working Group. If you have questions, contact the IEEE Patent Committee Administrator at <� HYPERLINK "mailto:patcom@ieee.org" \t "_parent" �patcom@ieee.org�>.

















Submission
page 1
Michael Montemurro, Chantry Networks


