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Tuesday April 18, 2006

9:00am

Call to order

· Review operating rules for a Task Group.

· Review IEEE 802 policies and procedures for Intellectual Property.

Chair asked for information on any Patents or Patent Applications that are applicable to the subject of this meeting – None were given.

· Discussion on the Agenda 

The purpose for this meeting is comment resolution.

There were 1057 comments from the letter ballot and 425 carried over from LB79. 

Of the comments, there are 544 comments trivial technical comments that are grouped in the spreadsheet as “group 1”.

The purpose of this meeting is to discuss resolutions to comments in other comment groups.

We should use this meeting time to discuss the 59 technical issues arising from the letter ballot comments.

The three topics that we should discuss during this meeting should be: the technical issues; the “group 3” comment resolutions; and the unclassified comments.

· Discussion of Clint Chaplin’s suggestion to use tentative association:

We could abandon the solution that we are using today and accept a solution based on “tentative association”.

Tenative association uses existing security and QoS mechanisms. It would simply allow a STA to associate with multiple AP’s at a same time.

We would add a commit mechanism for a STA to move from “tentative association” state to “associated” state.

With a tentative association mechanism, the transition process is AP driven. The STA has to execute a full IEEE 802.11i authentication to enter tentative association state.
Tenative association can only be done “over-the-air”.

Adding an “over-the-DS” mechanism for tentative association would include about 80% of the current content of IEEE 802.11r.

In a service provider network, the authentication server only allows a single EAP authentication. With tentative association, the authentication server would have to allow multiple authenticated sessions for a single STA. With the current IEEE 802.11r solution, we don’t have this requirement.
To address this problem of concurrent authenticated sessions, we would have to change standards in IETF, 3GPP and 3GPP2.

There would be a large amount of AAA traffic for this solution. The solution would not scale.

The power consumption on a terminal would be poor for this solution.

A poor IEEE 802.11r implementation could overwhelm the infrastructure.

·  Discussion on Technical Issues identified in the comment resolution spreadsheet as document 11-06/537r3.
The results of the technical issues will be recording in the TGr to-do list document, which will be posted to the document respository at a later date.
Discussion of Issue 1: reassociation versus (re)association

Bill Marshall has submitted document 11-06/554r0 changes the text to use of re-association for transitions.

Bill Marshall has submitted document 11-06/555r0 addresses using association frames when transitioning between mobility domains.

The only difference between the frames is an additional field in the “reassociation” frame.

When a STA transitions between Mobility Domains, it must do an initial association. It makes sense for the STA to use use reassociation because the AP’s would be part of the same ESS.

TGr just needs to ensure that the specification of frame types for fast transition is consistent for initial association and fast transition.

We should rename “Initial Association” to “Initial MD Association”

TGr should not require the STA to use association or reassociation frame types for FT processes.
We have two proposals on this issue. We will vote on them in Jacksonville.

Discussion on Issue 2: Clause 5.6 State Transitions

The comment resolution spreadsheet includes 4 alternatives.

We could change “Authenticated” to “Link Verified”.
David Bagby prefers option 4. However there has been no submission to address his proposal.

Bill Marshall has made submission 11-06/0558r0 to propose a solution for Alternative #3.

Bill Marshall has made submission 11-06/0559r0 to propose a solution for Alternative #2.

The preference of the group is to accept the resolution from  document 11-06/0559r0 (Alternative #2) to address this issue.

Discussion on Issue 3: RRB Error message MIC

There is no specific action required for the STA based on this message.

This frame is exchanged between the current AP and the STA.

This error message would be generated by the AP for a local service (RRB) that is being denied.

These error messages can be handled by the STA.

We should either drop the message or MIC it. 
We should MIC the message.

If we drop the message, we fail to address a comment to address error conditions associated with the RRB.

If there is centralized policy management, the request limit could be enforced for 
“over-the-air” and “over-the-DS”

This message gives the current AP the ability to do policy enforcement.

If the message is included, it needs to be MIC’d.

If we are going to keep this message, we should limit the number of status codes that can be returned.

We could remove some of the conditions that are described in clause 8A.3.6.

We should remove the message from the local AP to the STA.

The message should not be generated by the current AP for a “timeout” condition. The text relating to a “timeout” condition should be removed from clause 8A.3.6.
The text should state that the target AP RRB does the limit enforcement.

Discussion on Issue #4, Issue #33, and Issue #36: Count of Aux IE’s in the RDIE

Currently there is no count of the IE’s in an ADDTS message.

We should reject technical Issue #33 because AUX IE’s are part of IEEE 802.11e.

We should eliminate the AUX IE’s term and rename “Resource IE” to “Resource IE’s”. 

We should explicitly state that Resource IE’s include the TSPEC, TCLAS, and TCLAS_PROCESSING messages.

We are accepting Issue #4 in principle by eliminating Auxiliary IE’s.

With this resolution, we have also resolved Issue #36 and Issue #33.
We should address all comments that reference clause 5 with the understanding that clause 5 is high level and only give context to the normative text in clause 8A.

Discussion of Issue #5 on FT Initial Association in a non-RSN

There is no need for an FT Initial Association in the case of the non-RSN.

There is no reason why you cannot use a RIC in the Association exchange.

We should add a section in clause 8A.2 to describe Initial Association for a non-RSN.

Discussion of Issue #6  for MIC protection for time interval elements

The time interval IE is optional in message 2 and required in message 4.

We could potentially advertise the timeout in the MDIE or the FTIE in beacon or probe response frames.
The same problem exists for advertising the timeout value in Beacon/Probe Response frames versus using the value in the FT Response frame.

We should remove the time interval IE’s from message 2.

The deadline between message 3 and message 4 should be left unspecified.

Discussion of Issue #7 regarding the lifetime of the PTKSA versus the MSK lifetime.

We should keep the PTK-R0-R1 lifetime the same.

The R0 lifetime can be less than or equal to the MSK lifetime.

Accept Kevin Hayes’s offer for how an AP would force a STA to re-key.

We should only include the key lifetime as part of the Initial Association. 

Discussion of Issue #9 regarding making the FT frame content independent of transport.

There are two different frames for transmitting the information. One is an action frame and the other is an authentication frame. Both are management frames.
There are three ways for a frame to arrive for processing: the LSAP, the RRB, and the MLME.

It appears as though there were a multiple issues combined into issue #9.

The solution to this issue is related to the solution for issue #12.

The EAPKIE IE position will vary in TGr. In IEEE 802.11i, the MIC is in a fixed position in the EAPol-Key frame.

You have to parse the data in order to calculate the MIC. You should know where the MIC is prior to parsing the data in the frame.

The solution to this issue is combined into issue #13

We could use consecutive elements using the same element ID. 

We could simply use an EAPol-Key frame as the contents to the action frame.

Henry Ptasinski and Dorothy Stanley will prepare a submission to address issues 9, 12, and 13. The submission will encapsulate FT information inside an EAPol-Key frame.

Discussion of Issue #10 regarding the STA MAC address

The MAC address of the STA is the MAC that the AP knows the STA.

The supplicant address and the STA address have to be the same.

We should accept this comment and not differentiate between the “STA MAC address” and the “STA supplicant MAC address”.

We should accept the proposed resolution in this comment to address this issue.

Dicussion of Issue #11 regarding the policy bits in the MDIE

Bill Marshall has proposed text to explain how the FT policy bits are set.

An administrator may want to set a policy that the STA must reserve resources prior to re-association.

The STA should be able to reserve resources prior to re-association.

Admission control takes processing time on the AP. “Reservation prior to reassociation” allows the infrastructure time to process the request without delaying Fast Transitions.

We do not have enough information to decide whether reservation prior to reassociation is required.

There should be a mechanism for the AP to indicate whether reservation prior to reassociation is required.

Channel conditions can change over time; this affects the ability to do reservations prior to reassociation.

The text in the TGr draft should use the term “allowed” rather than “supported”.
Bill Marshall, Dorothy Stanley, and Henry Ptasinski will prepare text to address this issue.

Issue #13 deals with adding a version number to FT Auth sequence

Dorothy Stanley and Henry Ptasinski are preparing a submission to address this issue as well as Issue #9.

· Recess until the Wednesday session.

Wednesday April 19, 2006

9:30am

· Call to order

· Discussion on Security Design Considerations document 11-06/566r0 by Nancy Cam-Winget

The NAS Client, the R0KeyHolder, and the 1X Authenticator should be co-resident.

The 1X Authenticator has three functions: EAP-Auth, Key Management, and Port Control.

There is an interface between the 1X Authenticator and the 802.11 SME, where the key holders reside.

The 1X Authenticator is switching frames between the SME and the NAS Client depending on the function and the state.

In Rev MA, the IEEE 802.1X Authenticator is shown to reside in the SME.

The IEEE 802.1X state machines will need blocking functions so that it can interoperate with the R0 and R1 Key Holders.

In IEEE 802.11i, there is an interface between the IEEE 802.1X Authenticatotr and the Key Management function in the SME.

More work needs to be done to explain how the PTK and TK are plumbed by the SME.

IEEE 802.11i does not specifically state how the SME interacts with the IEEE 802.1X Authenticator.

The Open Authentication and Association messages should be shown in these slides for Initial Association.

Yesterday we discussed putting everything into the EAPoL-Key frame. Either we push the frame processing to the IEEE 802.1X Authenticator or to the IEEE 802.11 SME.

This proposal aligns IEEE 802.11r architecture with the architecture proposed in IEEE 802.11w.

The EAPoL-Key solution proposed yesterday was simply a frame wrapper. It did not indicate which component processes the frame.

The GTK Update slide needs to be updated to clearly indicate the signalling for an update.

In IEEE 802.11i, the supplicant unwraps and plumbs the GTK. In IEEE 802.11r, the SME unwraps and plumbs the GTK.

The GTK ACK frame is transmitted by the supplicant after it successfully plumbs the GTK.

The SME and IEEE 802.1X state machines will need to work in parallel. This needs to be clearly explained in the presentation.

We are trying to authenticate the association/re-association messages. This cannot be done with EAPoL-Key frames.

Currently, TGr uses the EAPoL-Key header, but protects other IE’s outside the EAPKIE. We should put everything we want to protect inside the Key-Data field of the EAPoL-Key field.

Most of this proposal does not deal with the IEEE 802.11 protocol definition.

A proper protocol definition includes state machines for the endpoints as well as the protocol. We need to define the state machines as well as the protocols.

We need a TGr key management state machine.

There is more interaction between IEEE 802.1r and IEEE 802.1X state machines that needs to be explained in the TGr amendment.

This proposal use the KCK-1X to authenticate FT Initial Association and the KCK-11 to authenticate the FT Auth messages.

Crypto functions reside in different components. However, there are different keys used by those different crypto functions.

The R1KH will generate the KCK-11 key and plumb it to the MIC Generation/Validation function.

There needs to be another component in the SME that parses the packet.

This proposal will be updated and submitted for discussion at the May meeting.

We need to determine what comments will be resolved as a result of this proposal.

· Discussion on comment 1101 in the comment resolution spreadsheet document 11-06/537r4.

We discussed this issue yesterday. However we did not explicitly address this comment.

There’s no timeout specified between the Authentication and Association exchanges.

The AP can decide whatever time it wants. However the STA does not know the time and that is not a good protocol design.

The parameter cannot be configurable on both the STA and the AP.

The timeout could be specified as a number of DTIM’s.

We should specify a timeout of 1 second.

The comment resolution will be captured in document 11-06/537r5.

· Discussion on comment 736 in document 11-06/537r4

The count in the RDIE is required for an AP that suggests an updated TSPEC in the RIC Response. 

We should reject the comment.

The comment resolution will be captured in document 11-06/537r5.

· Discussion on comment 600 in document 11-06/537r4

The current response is acceptable.

· Discussion on comment 1050 in document 11-06/537r4

The intent of Initial Association will only use Association frames.

The comment resolution will be captured in document 11-06/537r5

· Discussion on comment 1104 in document 11-06/537r4

What we have done accepts this comment in principle.

The comment resolution will be captured in document 11-06/537r5.

· Discussion on Issue #6 

Restore the dot11reassociation timer in message 2.
Change the default to 1000 TU’s.
Change the range to 1000 – 65535 TU’s.

We need to add some text that specifies the number of retries.

There are no retry limits for Association.

The reassociation timer is not protected in message 2. This is no different from an attacker changing a Nonce.

We could move the timer to a protected message in the initial association message.

Bill Marshall will prepare a response in the comment resolution spreadsheet – document 11-06/537r5.
· Discussion on comments included in group three of document 11-06/537r4

Any changes will be captured in document 11-06/537r5

There is a relationship between the DLSSA and a PMKSA and PTKSA. The DLSSA is created based on PMKSA and PTKSA.

The DLS issue is beyond the scope of IEEE 802.11r.

The comment resolution should explicitly refer to clause 11.7 of draft 11ma.

We should remove all of clause 5.4.8. It provides only informative text. BSS-Transition is already defined in the base draft.

If we go through the proposal we discussed this morning, we will preserve the order of information elements.

We were inserting IE’s because of a MIC problem. We have discussed solutions that would eliminate this problem.

Every new amendment will be inserting IE’s before the vendor specific IE’s.

When you send something in the Probe, it must be included in the Beacon as well.

Something that is requested in a Probe Request can be included in the Probe Response.

The AP could advertise an admission capacity of 0 if it doesn’t accept admission control.

The AAC value controls system behaviour.

An algorithm is required to allow STA’s to determine when/where to roam based on the AAC.

The sentence does not describe any behaviour. It should be removed.

The sentence should be removed. In clause 7, it does not specify any behaviour.

The QBSS load element give information that a STA can use to make a roaming.

The sentence on QBSS load should be included in a clause where QBSS load usage is described. However there is no text in the base standard where QBSS usage is described.

QBSS load is defined as the available admission capacity. If the description is insufficient, it should be addressed by TGm.

With pre-reservation, TGr should specify how an AP allocates reservations and updates the QBSS load.

The process of “reservation” and the associated terminology is aligned with IEEE 802.11e and TGm. TGr does “reservations” in the same manner as IEEE 802.11e.

There is no possibility for a collision between an STA and a BSSID even with the one byte identifier. We should get rid of the field entirely.

Pre-authentication for TGr would only be possible for initial associations between AP’s in different mobility domains.

The text for pre-authentication in clause 8.4.6 would need to be updated to support the FT initial association mechanism defined by IEEE 802.11r.

There is no resolution to comment 839 at this time.

TGr needs a solution for Fast Transition between Mobility Domains in an ESS.

The TGr solution requires significant interaction in the backend infrastructure to work.

An alternative to pre-authentication would be a more efficient form of Initial Association.

The reservation mechanism is the same for TGr as TGe. The only change has to do with how the requests are transported.

· Discussion on Technical Issues from the comment resolution document 11-06/537r4

Results of the discussion will be captured in document 11-06/537r5

Discussion of Technical Issue 14

Document 11-06/561r0 addresses this issue.

Document 11-06/562r0 looks to address this issue.

· There are three submissions that make major changes to the RIC processing clause. It may be premature to accept this submission.

Discussion of Technical Issue 15

In a roam to self without this text, the PTKSA is deleted as soon as the AP receives the Auth Request.

There is nothing in the procedures that prevent you from calculating a new PTK.

“Roam-to-self” would be used when the STA wants to change link parameters by re-association.

At association time the port gets unblocked, the STA and the AP need to know which key to use.

The STA can do a re-association without roaming. It could use the stored KCK.

The RSC should get incremented during the FT Confirm and FT ACK. However they were never used because it was assumed that the FT process would only do once.

Now that the dot11KCK has been created, we may be able to use it for “roam-to-self”.

The reassociation frame indicates that a new session is starting.

We may be able to add signalling to differentiate a new reassociation versus an authenticated reassociation.

Perhaps we could add a new action frame to allow a STA to update link parameters.

We need to look at the options and decide the best mechanism to solve the “roam to self” problem.

The resolution posted to the reflector suggested using the “MLME-SetKeys” to move an inactive PTK to an active PTK.

There is currently no resolution to this issue.

Discussion of Issue #16

The TSPEC negotiations should be handled in the same manner as the ADDTS negotiations between a STA and an AP.

The TSPEC negotiation mechanism is not defined for TGe.

The STA would behave in the same manner as it would for IEEE 802.11e.

The text for TGr relating to QoS explicitly states that the STA must begin the FT Auth process.

We need to address comment 1403 to list specific status codes which would trigger the STA to restart the Fast Transition.

Discussion of Issue #17

We will bring the Neighbour Report text in document 11-06/282r0 into the TGr draft.

We will reject all other comments which call for the section to be deleted.

Add the statement to reference the comments at the beginning of the TGr draft.

Discussion of Issue #21

Currently the KeyHolder ID’s are set by MIB variables.

The R0KeyHolder ID is defined as a component; its functions are defined; and its interaction with the IEEE 802.11 MAC is defined.

The text addressed by these comments is included in clause 8.5A.6.

Discussion of Issue #22

TGw will create a solution which will protect management frames. There is no mechanism to protect Auth frames.

The frame type and the sub-type can be forged in the form of a DoS attack.

TGw will protect class 3 frames.

There were comments in LB79 that the “over-the-air” and “over-the-DS” were not symmetrical.

The transport encapsulation for over the DS is action frames; they will be protected by TGw.

These comments only have to do with the FT Auth frames.

FT Confirm and FT ACK messages are protected end-to-end regardless of the mechanism.

A security hole exists without TGw. The “over-the-DS” mechanism would be protected.

Messages 1 and 2 will never be protected regardless if they are transported “over-the-air” or “over-the-DS”.

The only issue is with FT Confirm and FT ACK messages “over-the-air”.

This is a “denial of service” prior to association which is no difference for any other amendment to TGr.

A DoS attack with message 1 is no different from a DoS attack with message 3.

You can protect message 3, but there is still attack with a DoS attack with message 1 and message 2.

It is possible to protect message 3 and message 4.

There is no consensus that this issue needs to be addressed.

·  Recess until the Thursday session.

Thursday April 20, 2006

9:30am

· Call to Order

· Discussion on issues arising from yesterday’s meeting

We should remove the entire BSS-Transition services description in clause 5. The is already a definition of BSS-Transition in clause 5.3.
There is at least one commentor who wants an overview of TGr.

The resolution to comment 254 is out of scope for TGr and should be raised in either TGm or WNG.

· Discussion on Technical issues from comment resolution document 11-06/537r6.

The results of the discussion will be captured in document 11-06/537r7

Discussions on the resolutions to Issue 23

We could add security requirements for the protocol between RRB’s in the same manner that we provided requirements for the key holder protocol.
Kapil Sood will provide a submission to address RRB requirements.

Discussion on the resolution to Issue 24

The resolution to comment 862 should be rejected because IEEE 802.11i already has defined a key hierarchy.

The resolution to comments 976 and 989 will be addressed by the security considerations proposal (document 11-06/566r0).

Creating a layer 3 protocol to deal with keys is something that is out of scope of TGr.

Discussion on the resolution to Issue 25

The paragraph that these comments refer to is deleted.

We need to define a process for deletion of keys.

In TGr, there is a process for deleting PTKSA’s.

Nancy Cam-Winget will define a process for the deletion of keys.

Discussion on the resolution to Issue 26

We need multiple PTK’s.
Most people agree that you need multiple PMK-R1s.

The PMK-R0 derivation is not required for security reasons. The PMK-R0 derivation should really be defined by the IETF. However, that would make TGr ratification dependent on IETF standards development that we have no control over.
The PMK-R0 provides key separation between IEEE 802.11i and IEEE 802.11r.

We definitely need a 3 layer key hierarchy for TGr. We need to rationalize why we use the PMK-R0, which is derived from the MSK.

We should reject the comment because a 3 layer key hierarchy is required for this solution.

Discussion on the resolution to Issue 27

We should reject any comment that suggests a resolution that would require work to be done by the Wi-Fi Alliance.

With the current TGr draft, a STA could mascarade as an AP.

We should state that the PSK can be unique between each STA and each R0KeyHolder.

In practice, there is too much administrative overhead in deploying PSK.

Henry Ptasinski will write text and we will accept all three comments.

Discussion on the resolution to Issue 28

The MDC is described in an informative section of the standard. Perhaps we should explicitly state that the section is informative.

There are “shall” and “must” statements.

Michael Montemurro will take an action to resolve this issue.

Discussion on the resolution to Issue 29

This is the same as Issue 26. It will be covered by the resolution to Issue 26 

Discussion on the resolution to Issue 30

These comments are in reference to Clause 5.4.8, which has been deleted.

There are two issues, the state transitions during FT and TSPEC’s negotiation during FT.
Discussion on the resolution to Issue 32

There is a potential mechanism for a denial of service attack.

The IE is authenticated in the Initial Association. 

The RRB at the current AP could throttle the number of requests.

The RRB at the target AP cannot do anything on its own.

A greedy STA could authenticate using IEEE 802.11i and exhaust resources on a set of APs.

This is not a new problem. The problem exists today.

STA’s can be greedy today. We should not enforce over-the-DS reservation limit when there is no way to enforce an over-the-air reservation lmit.

We should remove the reservation limit.

We should accept the comments and remove the reservation limit.

Discussion on the resolution to Issue 33

We removed the Auxiliary IE’s.

The comment will be accepted in principle.

Discussion on the resolution to Issue 34

We have this discussed this issue multiple times and we agreed that the complexity was acceptable.

Everybody wants a mandatory mechanism for their own and an optional mechanism for everybody else.

Reservations are guarantee fairness. They are usually governed by allowing the “first request” to succeed. They usually follow FIFO processing for requests.
A STA may make a reservation successfully and then transition somewhere else.

We should create a proposal to resolve this issue. Rajneesh Kumar has volunteered to resolve these comments.

Discussion on the resolution to Issue 35

This is something we need to discuss in Jacksonville.

Discussion on the resolution to Issue 36

Issue 36 has been resolved by the resolution to Issue 6.

Discussion on the resolution to Issue 41

A number of the comments deal with the security of the more data bit. If you can attack this usage for TGr, you can do the same DoS attack in IEEE 802.11 today.

The “more data” bit makes no sense for voice. However it would make sense for other data traffic such as streaming.

The value of the “more bit” depends on the type of a streaming application.

The question is that whether it is feasible for an AP to implement the “more bit”.

The “more bit” behaviour implementation is optional in the PICS.

The STA would not realize the performance degradation that the More Data bit resolves.

Rajneesh Kumar agrees to take an action to prepare a submission on this topic.

We have reached our time limit for this meeting. 
The TGr adhoc meeting is adjourning for the week. 
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