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Clause 5.6 of the 802.11 standard includes a classification of frames into three classes, and gives rules as to whether each class of frames may be sent based on the authenticated/associated state of the pair of STAs.

TGr D1.0 updated this clause in order to support the Fast BSS Transition, and did this in a way that maintains the original meaning of State 2 “Authenticated”.  Thus the STA stayed in State 1 (Unauthenticated, Unassociated) until the Reassociation frame, which completed both the Authentication procedures and the Association procedures – thus a transition directly from State 1 to State 3.

These changes generated numerous comments in LB79 (possibly due to badly worded changed text), and again in LB82.

Discussion in TGr regarding the changes to clause 5.6 resulted in four options:
1. (as we have been) Continue to fight the battle that “Authenticated” means something in State 2, and hope that future amendments and revisions will continue this tradition.

2. (give in) Admit that State 2 only means that an exchange of frames named “Authentication” has happened, not that the STA is Authenticated. Leave clause 5.6 untouched. Go to state 2 after exchange of the FT Request/Response.

3. (go further) Deprecate State 2 completely, and combine everything currently in State 2 into State 1. This would fix the base draft so that “Authenticated” doesn’t appear in Figure 8.

4. (go even further) Fix the procedures for RSN so that State 2 is entered part way through the 4-way handshake. Thus (Re)associate would be allowed in State 1 (since the STA completes its association before authenticating), and some data frames are allowed in State 1 (those through the 802.1X uncontrolled part) and the term “Authenticated” means something in Figure 8.  This fixed the problem introduced by 802.11i.

This submission documents the changes needed to implement choice #3.

(To 11r editor): Replace the current editing instruction for 5.6 with the following:

Change the first two paragraphs of 5.6 as follows:

A STA keeps a state variable for each STA with which direct communication via the WM is needed:


— Association state: The values are unassociated and associated.

This variable creates two local states for each remote STA:

— State 1: Initial start state, unassociated.

— State 2: 
Associated.

Replace Figure 8 with the following:
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Change the paragraph and list following Figure 8 as follows:

The current state existing between the source and destination station determines the IEEE 802.11 frame types that may be exchanged between that pair of STAs (see Clause 7). The state of the sending STA given by Figure 8 is with respect to the intended receiving STA. The allowed frame types are grouped into classes and the classes correspond to the station state. In State 1, only Class 1 frames are allowed. In State 2, all frames are allowed (Classes 1 and 2). The frame classes are defined as follows:

a) Class 1 frames (permitted from within States 1and 2):

1) Control frames

i) Request to send (RTS)

ii) Clear to send (CTS)

iii) Acknowledgment (ACK)

iv) Contention-Free (CF)-End+ACK

v) CF-End

2) Management frames

i) Probe request/response

ii) Beacon

iii) Authentication:

Successful authentication enables a STA to exchange Class 2 frames. Unsuccessful authentication leaves the STA in State 1.

iv) Deauthentication:

Deauthentication notification when in State 2 or State 3 changes the STA’s state to State 1.

The STA shall become authenticated again prior to sending Class 2 frames. Deauthentication notification when in State 3 implies disassociation as well.

v) Announcement traffic indication message (ATIM)

vi) Spectrum Management Action

Within an IBSS, action frames are class 1.

vii) Association request/response

— Successful association enables Class 2 frames.

— Unsuccessful association leaves STA in State 1.

viii) Reassociation request/response

— Successful reassociation enables Class 2 frames.

— Unsuccessful reassociation leaves the STA in State 1 (with respect to the STA that was sent the reassociation message). Reassociation frames shall only be sent if the sending STA is already associated in the same ESS.

ix) Disassociation

— Disassociation notification when in State 2 changes a STA’s state to State 1. This STA shall become associated again if it wishes to utilize the DS.

If STA A receives a Class 2 frame with a unicast address in the Address 1 field from STA B that is not authenticated with STA A, STA A shall disallow the received Class 2 frame and send a deauthentication frame to STA B.

3) Data frames

i) Data:

Data frames between STAs in an IBSS with frame control (FC) bits “To DS” and “From DS” both false.












c) Class 2 frames (if and only if associated; allowed only from within State 2):

1) Data frames

i) Data subtypes: Data frames allowed. That is, either the “To DS” or “From DS” FC bits may be set to true to utilize the DSS.

ii) QoS data subtypes allowed to/from non-AP QSTA(s) that are associated with QAP(s).

iii) Data frames between QSTAs in a QBSS with FC bits “To DS” and “From DS” both false.

2) Management frames

i) QoS, DLS, and Block Ack Action

3) Control frames

i) Power save (PS)-Poll

ii) Action:

Within an infrastucture BSS, action frames are class 3.

iii) Block Ack (BlockAck)

iv) Block Ack Request (BlockAckReq)

If STA A receives a Class 2 frame with a unicast address in the Address 1 field from STA B that is authenticated but not associated with STA A, STA A shall disallow the received Class 2 frame and send a disassociation frame to STA B.

If STA A receives a Class 2 frame with a unicast address in the Address 1 field from STA B that is not authenticated with STA A, STA A shall disallow the received Class 2 frame and send a deauthentication frame to STA B.

(The use of the word “receive” in this subclause refers to a frame that meets all of the filtering criteria specified in Clause 8 and Clause 9.)

(To 11r editor): Add the following editing instruction for Clause 11:

Change the text in 11.3.1 as follows:

Upon receipt of an MLME-AUTHENTICATE.request primitive, the originating STA shall authenticate with the indicated STA using the following procedure:

a) In an ESS, or optionally in an IBSS, the STA shall execute the authentication mechanism described in 8.2.2.2.


c) The STA shall issue an MLME-AUTHENTICATE.confirm primitive to inform the SME of the result of the authentication.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) before invoking MLME-AUTHENTICATE.request primitive.

(To 11ma Sponsor Ballot Pool: 11.3.2 should have a point (b) as in 11.3.1)

(To 11r editor: If a point (b) is added to 11.3.2 in the future, this submission shall cause it to be deleted)

Change the text in 11.3.3 as follows:

Upon receipt of an MLME-DEAUTHENTICATE.request primitive, the originating STA shall deauthenticate with the indicated STA using the following procedure:

a) If the state variable for the indicated STA is in State 2, the STA shall send a Deauthentication frame to the indicated STA.

b) The state variable for the indicated STA shall be set to State 1.

c) The STA shall issue an MLME-DEAUTHENTICATE.confirm primitive to inform the SME of the completion of the deauthentication.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10) and by invoking MLME-SETPROTECTION.request(None) before invoking the MLME-DEAUTHENTICATE.request primitive.

Change the text in 11.8.1 as follows:

Upon receipt of an MLME-ASSOCIATE.request primitive, a STA shall associate with an AP via the following procedure:

a) The STA shall transmit an Association Request frame to an AP with which that STA is authenticated. If the MLME-ASSOCIATE.request primitive contained an RSN information element with only one pairwise cipher suite and only one authenticated key suite, this RSN information element shall be included in the Association Request frame.

b) If an Association Response frame is received with a status value of “successful,” the STA is now associated with the AP. The state variable shall be set to State 2, and the MLME shall issue an MLME-ASSOCIATE.confirm primitive indicating the successful completion of the operation.

c) If an Association Response frame is received with a status value other than “successful” or the AssociateFailureTimeout expires, the STA is not associated with the AP. The MLME shall issue an MLME-ASSOCIATE.confirm primitive indicating the failure of the operation. The Status Code returned in the Association Response frame indicates the cause of the failed association attempt. Any misconfiguration or parameter mismatch, e.g., data rates required as Basic Rates that the STA did not indicate as supported in the STA's Supported Rates information element, shall be corrected before the SME issues an MLME-ASSOCIATE.request for the same AP. If the Status Code indicates the association failed because of a reason that is not related to configuration, e.g., the AP is unable to support additional associations, the SME shall not issue an MLME-ASSOCIATE.request for the same AP, until a period of at least 2 seconds has elapsed.

d) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTECTION. request primitive with ProtectType set to “Rx_Tx,” or it shall do nothing if it does not wish to secure communication.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) before invoking MLME-ASSOCIATE.request primitive.

Change the text in 11.8.2 as follows:

When an Association Request frame is received from a STA, the AP shall associate with the STA using the following procedure:

a) If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA and terminate the association procedure.

b) In an RSNA, the AP shall check the values received in the RSN information element, to see if the values received match the AP’s security policy. If not, the association shall not be accepted.

c) Upon receipt of an MLME-Associate.response service primitive, the AP shall transmit an Association Response with a status code as defined in 7.3.1.9. If the status value is “successful,” the association identifier assigned to the STA shall be included in the response.

d) When the status value of the association is not successful, the AP shall indicate a specific reason for the failure to associate in the Status Code of the Association Response frame. If any Status Code value from Table 23 in 7.3.1.9 is an appropriate reason for the failure to associate, the AP shall indicate that Status Code value. The use of the unspecified reason value of the Status Code shall indicate the association failed for a reason that is unrelated to every other defined Status Code value in Table 23.

e) When the Association Response with a status value of “successful” is acknowledged by the STA, the STA is considered to be associated with this AP. The state variable for the STA shall be set to State 2.

f) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTECTION. request primitive with ProtectType set to “Rx_Tx,” or it shall do nothing if it does not wish to secure communication.

g) The SME will inform the DS of the new association.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) upon receiving a MLME-ASSOCIATE.indication primitive.

Change the text in 11.8.3 as follows:

Upon receipt of an MLME-REASSOCIATE.request primitive, a STA shall reassociate with an AP via the

following procedure:

a) If the state variable is in State 1, the STA shall inform the SME of the failure of the reassociation by issuing an MLME-REASSOCIATE.confirm primitive.

b) The STA shall transmit a Reassociation Request frame to the new AP. If the MLME-REASSOCIATE.request primitive contained an RSN information element with only one pairwise cipher suite and only one authenticated key suite, this RSN information element shall be included in the Reassociation Request frame.

c) If a Reassociation Response frame is received with a status value of “successful,” the STA is now associated with the new AP. The state variable shall be set to State 2, and the MLME shall issue an MLME-REASSOCIATE.confirm primitive indicating the successful completion of the operation.

d) If a Reassociation Response frame is received with a status value other than “successful” or the AssociateFailureTimeout expires, the STA is not associated with the AP. The MLME shall issue an MLME-REASSOCIATE.confirm primitive indicating the failure of the operation. The Status Code returned in the Reassociation Response frame indicates the cause of the failed reassociation attempt. Any misconfiguration or parameter mismatch, e.g., data rates required as Basic Rates that the STA did not indicate as supported in the STA's Supported Rates information element, shall be corrected before the SME issues an MLME-REASSOCIATE.request for the same AP. If the Status Code indicates the reassociation failed because of a reason that is not related to configuration, e.g., the AP is unable to support additional associations, the SME shall not issue an MLME-REASSOCIATE. request for the same AP, until a period of at least 2 seconds has elapsed.

e) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTECTION. request primitive with ProtectType set to “Rx_Tx,” or it shall do nothing if it does not wish to secure communication.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) before invoking MLME-REASSOCIATE.request primitive.

Change the text in 11.8.4 as follows:

Whenever a Reassociation Request frame is received from a STA, the AP uses the following procedure to

support reassociation:

a) If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA and terminate the reassociation procedure.

b) In an RSNA, the AP shall check the values received in the RSN information element, to see whether the values received match the AP’s security policy. If not, the association shall not be accepted.

c) Upon receipt of an MLME-Associate.response service primitive, the AP shall transmit a Reassociation Response frame with a status code as defined in 7.3.1.9. If the status value is “successful,” the association identifier assigned to the STA shall be included in the response.

d) When the Reassociation Response frame with a status value of “successful” is acknowledged by the STA, the STA is considered to be associated with this AP. The state variable for the STA shall be set to State 2.

e) When the status value of the reassociation is not successful, the AP shall indicate a specific reason for the failure to reassociate in the Status Code of the Reassociation Response frame. If any Status Code value from Table 23 in 7.3.1.9 is an appropriate reason for the failure to reassociate, the AP shall indicate that Status Code value. The use of the unspecified reason value of the Status Code shall indicate the reassociation failed for a reason that is unrelated to every other defined Status Code value in Table 23.

f) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTECTION.request primitive with ProtectType set to “Rx_Tx,” or it shall do nothing if it does not wish to secure communication.

g) The SME will inform the DS of the new association.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) upon receiving a MLME-REASSOCIATE.indication primitive.

Change the text in 11.8.5 as follows:

Upon receipt of an MLME-DISASSOCIATE.request primitive, an associated STA shall disassociate from

an AP using the following procedure:

a) The STA shall transmit a Disassociation frame to the AP with which that STA is associated.

b) The state variable for the AP shall be set to State 1 if and only if it was not State 1.

c) The MLME shall issue an MLME-DISASSOCIATE.confirm primitive indicating the successful completion of the operation.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10) and by invoking MLME-SETPROTECTION.request(None) before invoking the MLME-DISASSOCIATE.request primitive.

Change the text in 11.8.6 as follows:

Upon receipt of a Disassociation frame, a STA shall operate as follows:

a) The MLME shall issue an MLME-DISASSOCIATE.indication with the ReasonCode parameter set to the value of the Reason Code received in the Disassociation frame.

b) The state variable for the AP shall be set to State 1 if and only if it was not State 1.

c) If the Reason Code indicates a configuration or parameter mismatch as the cause of the disassociation, the STA shall not attempt to associate or reassociate with the AP sending the Disassociation frame, until the configuration or parameter mismatch has been corrected.

d) If the Reason Code indicates the STA was disassociated for a reason other than configuration or parameter mismatch, the STA shall not attempt to associate or reassociate with the AP sending the Disassociation frame until a period of 2 seconds has elapsed.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10) and by invoking MLME-SETPROTECTION.request(None) before invoking the MLME-DISASSOCIATE.request primitive.

Change the text in 11.8.7 as follows:

Upon receipt of an MLME-DISASSOCIATE.request, an AP shall use the following procedure when disassociating a STA:

a) The AP shall send a Disassociation frame to STA being disassociated.

b) The AP shall indicate a specific reason for the disassociation in the Reason Code field of the Disassociation frame. If any Reason Code value other than the unspecified reason Reason Code from Table 22 of 7.3.1.7 is appropriate for indicating the reason for the disassociation, the AP shall indicate that Reason Code value. The use of the unspecified reason value shall indicate the STA was disassociated for a reason unrelated to all defined Reason Code values defined in Table 22.

c) The state variable for the STA shall be set to State 1.

d) The SME shall update the DS.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10) and by invoking MLME-SETPROTECTION.request(None) upon receiving a MLME-DISASSOCIATE.indication primitive.

Change the text in 11.8.8 as follows:

Upon receipt of a Disassociation frame from an associated STA, the AP shall disassociate the STA via the following procedure:

a) The state variable for the STA shall be set to State 1.

b) The MLME shall issue an MLME-DISASSOCIATE.indication primitive to inform the SME of the disassociation.

c) The SME will update the DS.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10) and by invoking MLME-SETPROTECTION.request(None) upon receiving a MLME-DISASSOCIATE.indication primitive.
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Discussion within TGr on the possible ways to update the text and figures in clause 5.6 resulted in four options.  This submission details option #3.
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