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The 11u Vision

IEEE 802.11u is a task group within the IEEE 802.11 working group that was chartered to allow devices to interwork with external networks, as typically found in hotspots. In this case, interworking refers to MAC layer enhancements that allow higher layer functionality to provide the overall end to end solution.  Indeed the detail of the proposed requirements is described in document (05/0822r10).

This paper is a more esoteric view that gives a “What is 802.11u?” perspective on things.  A basic concept to recognize throughout this paper, however, is that 802.11u allows 802.11u-compliant products to interwork with external networks beyond the scope of the 802.11 DS itself.  The 802.11u specification does not tell the adherents what to do with the external networks, as this is truly out of scope of 802.11; it merely allows the possibility of the upper layers establishing a transparent end to end connection.

The overall purpose of 802.11u is to assist the advertising and connection to remote services beyond the DS and indeed it intends to provide information to the STA about the external network prior to association.  802.11u provides a “virtual point of presence” for many different networks through a single AP.
Utilizing 802.11u compliant devices, you’ll know 

· which networks provide free service, 

· which networks you can use based on your home subscriptions

· which networks you could enroll with

· which networks don’t provide any public service (so you can’t use them)

802.11 currently assumes that you are pre-authorized to use the 802.11 network and hence when you come to connect, in a hotspot, you already have all the security credentials you need (if any at all). However as the WLAN market expands and diversifies, this is not always the case.
802.11u therefore considers the case when you don’t have pre-authorization (however, that is achieved) in a ‘foreign’ network.  The following use cases should be catered for:
· Initial enrolment with the foreign network (e.g. Wi-Fi’s UAM)

· Use of the foreign network to get access to one that you do have credentials for

· Hot spot roaming 

· Enterprise Virtual Networks

· Use of a network that is advertising it will give you the service you need without credentials

· “Free” services

· Emergency call (E911) support

· Local information services that don’t provide general Internet access

FAQ

Q: Hotspots already exist, roaming agreements exist, so why do we need 802.11u?

A: Some existing solutions assume no MAC layer changes. This is true, but the solutions can be klunky, inefficient and unscalable as a result.  Additionally some existing solutions assume proprietary MAC extensions (e.g. multiple SSIDs in a Beacon or Probe Response).  However, these are non-standard, and hence risky and often will not scale to larger networks. 

Q: Existing solutions use layer 3 and above (i.e. IP family) techniques to overcome these problems.
A: Yes, but these assume a trusted relationship between AP and network. In addition there are problems with scalability and inefficiency and layer 2 fast roaming (802.11r) can not be supported.  802.11u exists to “do it right”, stop hacking, and fix the problems properly.
Q:  Many other standardization fora also have solutions to the interworking problem. So why is 802.11u also doing it?

A: 802.11u only wishes to address those bits that have to be done at layer 2.  Higher layer issues, should be left to others.
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Abstract


This document is a vision paper on what can be done with an 11u-compliant implementation.  It is loosely based on a IEEE 802.11k vision document created by Richard Paine.
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