March 2006

doc.: IEEE 802.11-06/0509r0


IEEE P802.11
Wireless LANs

	802.11k LB 78 Annex D Comment Resolution

	Date:  2006-03-08

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Paul Gray
	AirWave Wireless, Inc.
	1700 S. El Camino 

San Mateo, CA
	650-286-6107
	paul@airwave.com

	
	
	
	
	





ASN.1 encoding of the MAC and PHY MIB

 Change the “Station Management (SMT) Attributes” of “Major Sections” of the MIB as follows:
--**********************************************************************

--* Major sections

--**********************************************************************

--

-- Station Management (SMT) Attributes
-- DEFINED AS “The SMT object class provides the necessary support

-- at the station to manage the processes in the station such that

-- the station may work cooperatively as part of an IEEE 802.11

-- network.
dot11smt OBJECT IDENTIFIER ::= { ieee802dot11 1 }
-- dot11smt GROUPS

-- dot11StationConfigTable 


::= { dot11smt 1 }

-- dot11AuthenticationAlgorithmTable 

::= { dot11smt 2 }

-- dot11WEPDefaultKeysTable 


::= { dot11smt 3 }

-- dot11WEPKEYMappingsTable 


::= { dot11smt 4 }

-- dot11PrivacyTable 


::= { dot11smt 5 }

-- dot11SMTnotification 


::= { dot11smt 6 }

-- dot11MultiDomainCapabilityTable 

::= { dot11smt 7 }

-- dot11SpectrummanagementTable 

::= { dot11smt 8 }

-- dot11RSNAConfigTable 


::= { dot11smt 9 }

-- dot11RSNAConfigPairwiseCiphersTable 

::= { dot11smt 10 }

-- dot11RSNAConfigAuthenticationSuitesTable 
::= { dot11smt 11 }

-- dot11RSNAStatsTable 


::= { dot11smt 12 }

-- dot11RegulatoryClassesTable 

::= { dot11smt 13 }
-- dot11RadioResourceManagement 

::= { dot11smt 14 }
Change the “MAC Attributes” of “Major Sections” of the MIB as follows:
-- MAC Attributes

-- DEFINED AS "The MAC object class provides the necessary support

-- for the access control, generation, and verification of frame

-- check sequences (FCSs), and proper delivery of valid data to

-- upper layers."
dot11mac OBJECT IDENTIFIER ::= { ieee802dot11 2 }
-- MAC GROUPS

-- reference IEEE Std 802.1f-1993

-- dot11OperationTable 


::= { dot11mac 1 }

-- dot11CountersTable 


::= { dot11mac 2 }

-- dot11GroupAddressesTable 

::= { dot11mac 3 }

-- dot11EDCATable 


::= { dot11mac 4 }

-- dot11QAPEDCATable 


::= { dot11mac 5 }

-- dot11QosCountersTable 


::= { dot11mac 6 }
-- dot11PeerStatsTable 


::= { dot11mac 7 }
Change the “Textual conventions” of “Major Sections” of the MIB as follows:
-- **********************************************************************

-- * Textual conventions from 802 definitions

-- **********************************************************************

WEPKeytype ::= OCTET STRING (SIZE (5))
TSFType ::= OCTET STRING (SIZE (8))
Note: 11k is assuming approval prior to 11r.

-- **********************************************************************

-- * MIB attribute OBJECT-TYPE definitions follow

-- **********************************************************************
Change the “Dot11StationConfigEntry” of the “dotStationConfig TABLE” as follows:
Dot11StationConfigEntry ::=

    SEQUENCE {

dot11StationID 


MacAddress,

dot11MediumOccupancyLimit 

INTEGER,

dot11CFPollable 


TruthValue,

dot11CFPPeriod 


INTEGER,

dot11CFPMaxDuration 


INTEGER,

dot11AuthenticationResponseTimeOut 
Unsigned32,

dot11PrivacyOptionImplemented 

TruthValue,

dot11PowerManagementMode 

INTEGER,

dot11DesiredSSID 


OCTET STRING,

dot11DesiredBSSType 


INTEGER,

dot11OperationalRateSet 

OCTET STRING,

dot11BeaconPeriod 


INTEGER,

dot11DTIMPeriod 


INTEGER,

dot11AssociationResponseTimeOut 

Unsigned32,

dot11DisassociateReason 

INTEGER,

dot11DisassociateStation 

MacAddress,

dot11DeauthenticateReason 

INTEGER,

dot11DeauthenticateStation 

MacAddress,

dot11AuthenticateFailStatus 

INTEGER,

dot11AuthenticateFailStation 

MacAddress,

dot11SpectrumManagementImplemented 
TruthValue,

dot11SpectrumManagementRequired 

TruthValue,

dot11MultiDomainCapabilityImplemented 
TruthValue,

dot11MultiDomainCapabilityEnabled 
TruthValue,

dot11CountryString 


OCTET STRING,

dot11RSNAOptionImplemented 

TruthValue,

dot11RSNAPreauthenticationImplemented 
TruthValue
dot11QosOptionImplemented 

TruthValue,

dot11ImmediateBlockAckOptionImplemented 
TruthValue,

dot11DelayedBlockAckOptionImplemented 
TruthValue,

dot11DirectOptionImplemented 

TruthValue,

dot11APSDOptionImplemented 

TruthValue,

dot11QAckOptionImplemented 

TruthValue,

dot11QBSSLoadOptionImplemented 

TruthValue,

dot11QueueRequestOptionImplemented 
TruthValue,

dot11TXOPRequestOptionImplemented 
TruthValue,

dot11MoreDataAckOptionImplemented 
TruthValue,

dot11AssociateinNQBSS 


TruthValue,

dot11DLSAllowedInQBSS 


TruthValue,

dot11DLSAllowed


TRuthValue,
dot11AssociateStation 


MacAddress,

dot11AssociateID 


INTEGER,

dot11AssociateFailStation 

MacAddress,

dot11AssociateFailStatus I

NTEGER, 

dot11ReassociateStation 

MacAddress,

dot11ReassociateID 


INTEGER,

dot11ReassociateFailStation 

MacAddress,

dot11ReassociateFailStatus 

INTEGER,

dot11RadioMeasurementCapable 

TruthValue,

dot11RadioMeasurementEnabled 

TruthValue,

dot11RadioMeasurementProbeDelay 

INTEGER,

dot11MeasurementPilotEnabled 

TruthValue,

dot11MeasurementPilotPeriod 

INTEGER,
dot11MeasurementPilotTransmitPriority 
INTEGER }

Update the dot11BeaconPeriod element as shown:
dot11BeaconPeriod OBJECT-TYPE

SYNTAX INTEGER (1..65535)

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"This attribute shall specify the number of TUs that a station shall use for 

scheduling Beacon transmissions. This value is transmitted in Beacon, Probe 

Response, and Measurement Pilot frames."

::= { dot11StationConfigEntry 12 }

Insert the following at the end of the dotStationConfig TABLE”, following “dot11DLSAllowed “:
dot11AssociateStation OBJECT-TYPE

SYNTAX MacAddress

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This attribute holds the MAC address from the 

Address 1 field of the most recently transmitted

association response frame. If no association response

frame has been transmitted, the value of this attribute

shall be 0." 

::= { dot11StationConfigEntry 43 }

dot11AssociateID OBJECT-TYPE

SYNTAX INTEGER(0..2007)

MAX-ACCESS read-only

STATUS current

DESCRIPTION 

"This attribute holds the Association ID from the

most recently transmitted association response frame.

If no association response frame has been transmitted,

the value of this attribute shall be 0." 

::= { dot11StationConfigEntry 44 } 

dot11AssociateFailStation OBJECT-TYPE 

SYNTAX MacAddress 

MAX-ACCESS read-only 

STATUS current 

DESCRIPTION 

"This attribute holds the MAC address from the 

Address 1 field of the most recently transmitted 

failed association response frame. If no failed

association response frame has been transmitted,

the value of this attribute shall be 0." 

::= { dot11StationConfigEntry 45 }

dot11AssociateFailStatus OBJECT-TYPE 

SYNTAX INTEGER(0..65535) 

MAX-ACCESS read-only 

STATUS current 

DESCRIPTION 

"This attribute holds the most recently transmitted Status 

Code in a failed association response frame. If no failed 

association response frame has been transmitted, the

value of this attribute shall be 0."

::= { dot11StationConfigEntry 46 }

dot11ReassociateStation OBJECT-TYPE

SYNTAX MacAddress

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This attribute holds the MAC address from the

Address 1 field of the most recently transmitted

reassociation response frame. If no reassociation response

frame has been transmitted, the value of this attribute 

shall be 0." 

::= { dot11StationConfigEntry 47 } 

dot11ReassociateID OBJECT-TYPE 

SYNTAX INTEGER(0..2007) 

MAX-ACCESS read-only 

STATUS current 
DESCRIPTION 


"This attribute holds the Association ID from the
most recently transmitted reassociation response frame. 

If no reassociation response frame has been transmitted,

the value of this attribute shall be 0." 

::= { dot11StationConfigEntry 48 } 

dot11ReassociateFailStation OBJECT-TYPE 

SYNTAX MacAddress 

MAX-ACCESS read-only 

STATUS current 

DESCRIPTION 

"This attribute holds the MAC address from the

Address 1 field of the most recently transmitted

failed reassociation response frame. If no failed 

reassociation response frame has been transmitted, 

the value of this attribute shall be 0." 

::= { dot11StationConfigEntry 49 } 

dot11ReassociateFailStatus OBJECT-TYPE

SYNTAX INTEGER(0..65535)

MAX-ACCESS read-only

STATUS current

DESCRIPTION 

"This attribute holds the most recently transmitted 

Status Code in a failed reassociation response frame. 

If no failed reassociation response frame has been 

transmitted, the value of this attribute shall be 0."

::= { dot11StationConfigEntry 50 }

dot11RadioMeasurementCapable OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only 

STATUS current 

DESCRIPTION 

"This attribute, when TRUE, indicates that the station 

implementation is capable of supporting Radio

Measurement. Otherwise it is not capable of performing

Radio Measurement.

The default value of this attribute is FALSE."

::= { dot11StationConfigEntry 51 } 

dot11RadioMeasurementEnabled OBJECT-TYPE 

SYNTAX TruthValue 

MAX-ACCESS read-write 

STATUS current 
DESCRIPTION

"A STA may use the defined Radio Measurement procedures if 

this attribute is TRUE. The default value of this attribute

is FALSE."

::= { dot11StationConfigEntry 52 }

dot11RadioMeasurementProbeDelay OBJECT-TYPE 

SYNTAX INTEGER 

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"The value of ProbeDelay to be used when making a beacon

type measurement with measurement mode active."
::= { dot11StationConfigEntry 53 }

dot11MeasurementPilotEnabled OBJECT-TYPE

SYNTAX TruthValue 

MAX-ACCESS read-write 

STATUS current 

DESCRIPTION 

"A STA shall transmit Measurement Pilot frames if this attribute 

is TRUE.  The default value of this attribute is FALSE." 
::= { dot11StationConfigEntry 54 }

dot11MeasurementPilotPeriod OBJECT-TYPE

SYNTAX INTEGER (1..65535)

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"This attribute shall specify the number of TUs that a station 
shall use for scheduling Measurement Pilot transmissions. This 
value is transmitted in
Measurement Pilot frames."

::= { dot11StationConfigEntry 55 }

dot11MeasurementPilotTransmitPriority OBJECT-TYPE

SYNTAX INTEGER (0..3)

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"This attribute shall specify the Access Category (AC), at which 
Measurement Pilotframes are transmitted."

::= { dot11StationConfigEntry 56 }
Insert the following at the end of the “dot11SMTnotification Objects”, following “dot11AuthenticateFail”:
dot11Associate NOTIFICATION-TYPE

OBJECTS { ifIndex, dot11AssociateStation, dot11AssociateID}

STATUS current

DESCRIPTION 

"The associate notification shall be sent when the STA sends 

an Association Response frame with a status code equal to ‘successful.’

The value of the notification shall include the MAC address of the

MAC to which the Association Response frame was sent and the

Association ID. 

ifIndex - Each 802.11 interface is represented by an 

ifEntry. Interface tables in this MIB module are indexed

by ifIndex." 

::= { dot11SMTnotification 0 4 }

dot11AssociateFailed NOTIFICATION-TYPE 

OBJECTS { ifIndex, dot11AssociateFailStatus,

dot11AssociateFailStation } 

STATUS current 

DESCRIPTION 

"The associate failed notification shall be sent when the 

STA sends an Association Response frame with a status code 

other than ‘successful.’ The value of the notification shall 

include the MAC address of the MAC to which the Association 

Response frame was sent and the reason for the association failure. 

ifIndex - Each 802.11 interface is represented by an

ifEntry. Interface tables in this MIB module are indexed

by ifIndex."

::= { dot11SMTnotification 0 5 }

dot11Reassociate NOTIFICATION-TYPE 

OBJECTS { ifIndex, dot11ReassociateStation, dot11ReassociateID} 

STATUS current

DESCRIPTION 

"The reassociate notification shall be sent 

when the STA sends an Reassociation Response frame with a 

status code equal to ‘successful.’ The value of 

the notification shall include the MAC address of the 

MAC to which the Reassociation Response frame was sent and the 

Reassociation ID. 

ifIndex - Each 802.11 interface is represented by an 

ifEntry. Interface tables in this MIB module are indexed 

by ifIndex." 

::= { dot11SMTnotification 0 6 } 

dot11ReassociateFailed NOTIFICATION-TYPE 

OBJECTS { ifIndex, dot11ReassociateFailStatus, 

dot11ReassociateStation }

STATUS current 

DESCRIPTION

"The reassociate failed notification shall be sent 

when the STA sends an Reassociation Response frame with a 

status code other than ‘successful.’ The value of 

the notification shall include the MAC address of the 

MAC to which the Reassociation Response frame was sent and 

the reason for the reassociation failure. 

ifIndex - Each 802.11 interface is represented by an 

ifEntry. Interface tables in this MIB module are indexed 

by ifIndex." 

::= { dot11SMTnotification 0 7 }

Change the “Dot11CountersEntry” of the “dot11Counters TABLE” as follows:
Dot11CountersEntry ::=


SEQUENCE {
dot11TransmittedFragmentCount
Counter32,



dot11MulticastTransmittedFrameCount
Counter32,



dot11FailedCount
Counter32,



dot11RetryCount
Counter32,



dot11MultipleRetryCount
Counter32,



dot11FrameDuplicateCount
Counter32,



dot11RTSSuccessCount
Counter32,



dot11RTSFailureCount
Counter32,



dot11ACKFailureCount
Counter32,



dot11ReceivedFragmentCount
Counter32,



dot11MulticastReceivedFrameCount
Counter32,



dot11FCSErrorCount
Counter32,



dot11TransmittedFrameCount
Counter32,



dot11WEPUndecryptableCount
Counter32,



dot11QoSDiscardedFragmentCount
Counter32,



dot11AssociatedStationCount
Counter32,



dot11QoSCFPollsReceivedCount
Counter32,



dot11QoSCFPollsUnusedCount
Counter32,



dot11QoSCFPollsUnusableCount


Counter32,



dot11QoSCFPollsLostCount


Counter32 }
Insert the following at the end of the “dot11Counters Objects”, following “dot11QoSCFPollsUnusableCount”:
dot11QoSCFPollsLostCount OBJECT-TYPE


SYNTAX Counter32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



“This counter shall increment for each QoS (+)CF-Poll that 


has been issued by the HC where there was no response from the 


QSTA indicated in the RA field.”


::= { dot11CountersEntry 20 }

Insert the Radio Resource Measurement MIB at the after at the after the Robust Security Network Association (RSNA and TSN) MIB
-- ********************************************************************

-- * Radio Resource Measurement

-- ********************************************************************

dot11RadioResourceMeasurement OBJECT IDENTIFIER ::= { dot11smt 14 }

Insert the RRM Conformance Measurement MIB at the after “dot11RSNAStats” Table
-- ********************************************************************

-- * Conformance information - RRM

-- ********************************************************************

-- ********************************************************************

-- * Compliance Statements - RRM

-- ********************************************************************
 dot11RRMCompliance MODULE-COMPLIANCE

        STATUS current

        DESCRIPTION

            "The compliance statement for SNMPv2 entities that implement the

            IEEE 802.11 MIB for Measurement Services."

        MODULE -- this module

        MANDATORY-GROUPS {

            dot11SMTRRMRequest,

            dot11SMTRRMReport,

            dot11SMTRRMConfig

             }

-- OPTIONAL-GROUPS { }

    ::= { dot11Compliances 3 }  

Change the “dot11Compliance MODULE-COMPLIANCE” of the “Compliance Statements” as follows:
dot11Compliance MODULE-COMPLIANCE


STATUS current


DESCRIPTION


"The compliance statement for SNMPv2 entities that implement


The IEEE 802.11 MIB."


MODULE -- this module


MANDATORY-GROUPS {


dot11SMTbase7, dot11MACbase2, dot11CountersGroup2,


dot11SmtAuthenticationAlgorithms, dot11ResourceTypeID,


dot11PhyOperationComplianceGroup }
Change the “OPTIONAL-GROUPS” of the “Compliance Statements” as follows:
-- OPTIONAL-GROUPS { dot11SMTprivacy, dot11MACStatistics,

--    dot11PhyAntennaComplianceGroup, dot11PhyTxPowerComplianceGroup,

--    dot11PhyRegDomainsSupportGroup,

--    dot11PhyAntennasListGroup, dot11PhyRateGroup,

--    dot11SMTbase3, dot11MultiDomainCapabilityGroup,

--    dot11PhyFHSSComplianceGroup2, dot11RSNAadditions,

--    dot11RegulatoryClassesGroup, dot11Qosadditions, 
--    dot11RRMCompliance }

--

::= { dot11Compliances 1 }
Insert at the end of the “Groups - units of conformance” as follows:
dot11RRMCompliance MODULE-COMPLIANCE

        STATUS current

        DESCRIPTION

            "The compliance statement for SNMPv2 entities that implement the

            IEEE 802.11 MIB for Measurement Services."

        MODULE -- this module

        MANDATORY-GROUPS {

            dot11SMTRRMRequest,

            dot11SMTRRMReport,

            dot11SMTRRMConfig

             }

-- OPTIONAL-GROUPS { }

    ::= { dot11Compliances 3 }  

dot11SMTbase6 OBJECT-GROUP


 OBJECTS{
dot11MediumOccupancyLimit,



dot11CFPollable,



dot11CFPPeriod,



dot11CFPMaxDuration,



dot11AuthenticationResponseTimeOut,



dot11PrivacyOptionImplemented,



dot11PowerManagementMode,



dot11DesiredSSID, 



dot11DesiredBSSType,



dot11OperationalRateSet,



dot11BeaconPeriod, 



dot11DTIMPeriod,



dot11AssociationResponseTimeOut,



dot11DisassociateReason,



dot11DisassociateStation,



dot11DeauthenticateReason,



dot11DeauthenticateStation,



dot11AuthenticateFailStatus,



dot11AuthenticateFailStation,



dot11MultiDomainCapabilityImplemented,



dot11MultiDomainCapabilityEnabled,



dot11CountryString,

dot11SpectrumManagementImplemented,

dot11SpectrumManagementRequired,

dot11RSNAOptionImplemented,

dot11RegulatoryClassesImplemented,

dot11RegulatoryClassesRequired,

dot11QosOptionImplemented,

dot11ImmediateBlockAckOptionImplemented,

dot11DelayedBlockAckOptionImplemented,

dot11DirectOptionImplemented,

dot11APSDOptionImplemented,

dot11QAckOptionImplemented,

dot11QBSSLoadOptionImplemented,

dot11QueueRequestOptionImplemented,

dot11TXOPRequestOptionImplemented,

dot11MoreDataAckOptionImplemented,

dot11AssociateinNQBSS,

dot11DLSAllowedinQBSS,


dot11DLSAllowed }


STATUS deprecated

DESCRIPTION


"The SMTbase6 object class provides the necessary support 

at the STA to manage the processes in the STA such that the 

STA may work cooperatively as a part of an IEEE 802.11 net-


work, when the STA is capable of multi-domain operation. 

This object group should be implemented when the multi-

domain capability option is implemented."


::= { dot11Groups 32 }

dot11SMTbase7 OBJECT-GROUP


 OBJECTS{
dot11MediumOccupancyLimit,



dot11CFPollable,



dot11CFPPeriod,



dot11CFPMaxDuration,



dot11AuthenticationResponseTimeOut,



dot11PrivacyOptionImplemented,



dot11PowerManagementMode,



dot11DesiredSSID, 



dot11DesiredBSSType,



dot11OperationalRateSet,



dot11BeaconPeriod, 



dot11DTIMPeriod,



dot11AssociationResponseTimeOut,



dot11DisassociateReason,



dot11DisassociateStation,



dot11DeauthenticateReason,



dot11DeauthenticateStation,



dot11AuthenticateFailStatus,



dot11AuthenticateFailStation,



dot11MultiDomainCapabilityImplemented,



dot11MultiDomainCapabilityEnabled,



dot11CountryString,

dot11SpectrumManagementImplemented,

dot11SpectrumManagementRequired,

dot11RSNAOptionImplemented,

dot11RegulatoryClassesImplemented,

dot11RegulatoryClassesRequired,

dot11QosOptionImplemented,

dot11ImmediateBlockAckOptionImplemented,

dot11DelayedBlockAckOptionImplemented,

dot11DirectOptionImplemented,

dot11APSDOptionImplemented,

dot11QAckOptionImplemented,

dot11QBSSLoadOptionImplemented,

dot11QueueRequestOptionImplemented,

dot11TXOPRequestOptionImplemented,

dot11MoreDataAckOptionImplemented,

dot11AssociateinNQBSS,

dot11DLSAllowedinQBSS,


dot11DLSAllowed,



dot11SMTRRMRequest,

            
dot11SMTRRMReport,

            
dot11SMTRRMConfig }


STATUS current

DESCRIPTION


"The SMTbase7 object class provides the necessary support 

at the STA to manage the processes in the STA such that the 

STA may work cooperatively as a part of an IEEE 802.11 net-


work, when the STA is capable of multi-domain operation. 

This object group should be implemented when the multi-

domain capability option is implemented."


::= { dot11Groups 38 }
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