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Abstract

This submission contains proposed normative text suitable for incorporation into a first draft for the TGw task group. This submission is provided as part of a response to call for proposals and selection procedures of TGw.


2. Normative references

FIPS SP800-38B - Dworkin, M., "Recommendation for Block Cipher Modes of

              Operation: The CMAC Mode for Authentication", May 2005, <h

              ttp://csrc.nist.gov/CryptoToolkit/modes/

              800-38_Series_Publications/SP800-38B.pdf>.
3. Definitions

Insert the following definition in Clause 3:

Robust Management Frame
A management frame that is eligible for protection by the protected management traffic service

4. Abbreviations and acronyms

Insert the following new abbreviations and acronyms in alphabetical order::

BIP
AES Broadcast Integrity Protocol
BMF
Broadcast Management Frame
BMFWP
Broadcast Management Frame Waiting Period
CGTK
Commit GTK

CV
Commit Value 

HCIE
Header Clone Information Element

IGTK
Integrity GTK
IPP
Insider Protection Protocol
MBWP
Maintenance Beacon Waiting Period
MMIE
Management MIC information element

MUP
Multiple Unicast Protocol

5. General description

5.2.3.2 RSNA

Change Clause 5.2.3.2 as follows:

An RSNA defines a number of security features in addition to wired equivalent privacy (WEP) and IEEE 802.11 authentication. These features include the following:

—
Enhanced authentication mechanisms for STAs

—
Key management algorithms

—
Cryptographic key establishment

—
An enhanced data cryptographic encapsulation mechanism, called Counter mode with Cipher-block chaining with Message authentication code Protocol (CCMP), and, optionally, Temporal Key Integrity Protocol (TKIP).

—
Protection mechanisms for unicast and broadcast management frames
5.3 Logical Service Interfaces

Insert an item to the list of architectural services in Clause 5.3:

a)
Authentication

b)
Association

c)
Deauthentication

d)
Disassociation

e)
Distribution

f)
Integration

g)
Data confidentiality

h)
Reassociation

i)
MSDU delivery

j)
DFS

k)
TPC

l)
Unicast management frame confidentiality 

m)
Broadcast management frame integrity

5.3.1 Station Services (SS)

Insert an item to the list of station  services in Clause 5.3.1:

a)
Authentication

b)
Deauthentication

c)
Data confidentiality

d)
MSDU delivery

e)
DFS

f)
TPC

g)
Unicast management frame confidentiality 

h)
Broadcast management frame integrity

5.4.3.2 Deauthentication

Change the text of Clause 5.4.3.2 as follows:

In an ESS, because authentication is a prerequisite for association, the act of deauthentication shall cause the station to be disassociated. The deauthentication service may be invoked by either authenticated party AP STA or AP). Deauthentication is not a request; it is a notification. Deauthentication shall not be refused by either party except when management frame protection is enabled and the frame fails the integrity check.. When an AP sends a deauthentication notice to an associated STA, the association shall also be terminated.

5.4.3.5 Data origin authenticity

Change the text of Clause 5.4.3.5 as follows:

The data origin authenticity mechanism defines a means by which a STA that receives a data or management frame can determine which STA transmitted the MAC protocol data unit (MPDU) or MAC management protocol data unit (MMPDU). This feature is required in an RSNA to prevent one STA from masquerading as a different STA. This mechanism is provided for STAs that use CCMP or TKIP.

Data origin authenticity is only applicable to unicast data frames or unicast Robust management frames. The protocols do not guarantee data origin authenticity for broadcast/multicast data frames, as this cannot be accomplished using symmetric keys and public key methods are too computationally expensive.
5.4.3.6 Replay detection

Change the text of Clause 5.4.3.6 as follows:

The replay detection mechanism defines a means by which a STA that receives a data frame from another STA can detect whether the data frame or management frame is an unauthorized retransmission. This mechanism is provided for STAs that use CCMP or TKIP.

Insert a new Clause 5.4.3.7 as follows:

5.4.3.7 Management frame protection

The management frame protection mechanism defines the means by which a STA may provide confidentiality and integrity services to certain “Robust” 802.11 management frames. Only management frames within an infrastructure BSS sent in State 3 shall be deemed Robust and are limited to the following frames:

· Deauthentication

· Action with category:
· Spectrum management

· QoS

· DLP

· Block Ack

· Dissassociation

{edNOTE: If TGk and TGr ratify before TGw, then the following action management frame subtypes shall also be included:

· Radio Measurement

· Fast BSS Transition}

Management frame protection is required in an RSNA to protect against forgery, eavesdropping, and unauthorized disclosure attacks on selected unicast management frames, and to protect against forgery attacks on selected broadcast management frames.

Management frame protection uniformly extends the negotiated RSNA data frame protection protocol (CCMP or TKIP) to provide data confidentiality, replay protection, and data origin authenticity for selected unicast management frames traffic, including action frames, disassociate and deauthenticate frames.  

Forgery protection for broadcast/multicast management action frames is provided through the Insider Protection Protocol (IPP) or through the Broadcast IntegrityProtocol (BIP), using AES-128-CMAC for message integrity.  For broadcast management action frames the BIP enables replay protection, and specifies an enhanced option for providing protection against insider attacks.  Broadcast disassociate and deauthenticate management frames are protected by one-way key chains. IPP provides replay protection and data origin authenticity.
Management frame protection protocols shall apply to the selected management frames subtypes after the RSNA PTK key establishment for unicast is completed and after the management keys for broadcast have been delivered.   All management frames sent or received by a STA before  session keys are derived are unprotected.

5.8.2.1 AKM operations with AS

Change the text following Figure 13 as follows:

· A 4-Way Handshake utilizing EAPOL-Key frames is initiated by the Authenticator to do the following:

· Confirm that a live peer holds the PMK.

· Confirm that the PMK is current.

· Derive a fresh pairwise transient key (PTK) from the PMK.

· Install the pairwise encryption and integrity keys into IEEE 802.11.

· Transport the group temporal key (GTK) and GTK sequence number from Authenticator to Supplicant and install the GTK and GTK sequence number in the STA and, if not already installed, in the AP.

· If protection for management frames is negotiated, transport the integrity GTK (IGTK), the IGTK sequence number and the Commit Value (CV) from Authenticator to the Supplicant and install these values in the STA and also in the AP.

—
Confirm the RSN capabilities

—
Confirm the cipher suite selection.

Insert text immediately prior to Figure 14 as follows:

If the Authenticator later changes the IGTK or GTK, the supplicant shall be updated using the Group Key Handshake.  The IGTK and CV values are encrypted in EAPOL-Key frames in a manner similar to the GTK as described in Clause 8.5. .

Change Figure 14 by replacing with the following figure
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Figure 14 – Establishing pairwise and groupwise keys

Change Figure 15 by replacing with the following figure
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Figure 15. – Delivery of subsequent group keys

5.8.2.2 Operations with PSK

Change the third item in Clause 5.8.2.2 as follows;

The GTK, IGTK GTK associated sequence numbers and per STA CV are sent from the Authenticator to the Supplicant just as in the AS case. See Figure 14 and Figure 15.

Insert new Clause 5.8.6 as follows:

5.8.6 Protection of broadcast management action frames
If protected management frame support has been negotiated then all broadcast Robust management action frames that are transmitted shall be protected by Broadcast Integrity Protocol (BIP) or Insider Protection Protocol (IPP).
As a policy option, the AP may be configured to convert broadcast Robust management action frames to unicast frames using the MUP mechanism. When MUP mechanism is used, Robust management action frames are never transmitted as broadcast frames. The policy mechanism is selected by the setting of the MIB variable Dot11RSNAProtectedManagementBroadcastPolicy.

When protected management frame support has been negotiated all Robust broadcast management action frames shall be submitted for encapsulation to the action frame broadcast protection service as described in Clause 11.7. This service shall either convert the frame to unicast using the MUP mechanism or transmit the frame protected by BIP or IPP.

6.1.2 Security services

Change the text of Clause 6.1.2 as follows:

Security services in IEEE 802.11 are provided by the authentication service and the WEP, TKIP, and CCMP, BIP and IPP mechanisms. The scope of the security services provided is limited to station-to-station data exchange and certain management frame exchanges. The data confidentiality service offered by an IEEE 802.11 WEP, TKIP, and CCMP implementation is the protection of the MSDU or MMPDU. For the purposes of this standard, WEP, TKIP, and CCMP, BIP and IPP are viewed as logical services located within the MAC sublayer as shown in the reference model, Figure 11 (See Clause 5.9). Actual implementations of the WEP, TKIP, and CCMP, BIP and IPP services are transparent to the LLC and other layers above the MAC sublayer.

The security services provided by WEP, TKIP, and CCMP, BIP and IPP in IEEE 802.11 are as follows:

· Data Confidentiality;

· Unicast management frame confidentiality

· Authentication; and

· Access control in conjunction with layer management.

During the authentication exchange, both parties exchange authentication information as described in Clause 8.

The MAC sublayer security services provided by WEP, TKIP, and CCMP, BIP and IPP rely on information from nonlayer-2 management or system entities. Management entities communicate information to WEP through a set of MIB attributes. Management entities communicate information to TKIP and CCMP, BIP and IPP through a set of MAC sublayer management entity (MLME) interfaces and MIB attributes; in particular, the decision tree for TKIP and CCMP, BIP and IPP defined in Clause 8.7 is driven by MIB attributes.
7.1.3.1.9 Protected Frame field

Change the text of Clause 7.1.3.1.9 as follows:

· The Protected Frame field is 1 bit in length. The Protected Frame field is set to 1 if the Frame Body field contains information that has been processed by a cryptographic encapsulation algorithm. The Protected Frame field shall be set to 1 only within data frames and within management frames of subtype Authentication and within Robust management frames

The Protected Frame field shall be set to 0 in all other frames. When the Protected Frame field is set to 1 in a data frame or Robust management frame, the Frame Body field is protected utilizing the cryptographic encapsulation algorithm and expanded as defined in Clause 8. Only WEP is allowed as the cryptographic encapsulation algorithm for management frames of subtype Authentication.
Insert new subclause 7.2.3.11 as follows:

7.2.3.11 Maintainance Beacon frame format
The frame body of a management frame of subtype Maintainance Beacon contains the information shown in Table ?.
Table ? – Maintainance Beacon frame body

	Order
	Information
	Notes

	1
	Previous Key
	

	2
	Beacon MIC
	

	3
	BMFs Number
	

	4
	BMFs MIC
	

	5
	IPP MIC Information Element
	


7.3.1.4 Capability Information Field

Change the paragraph after Table 18 as follows:

APs set the Privacy subfield to 1 within transmitted Beacon, Probe Response, Association Response, and Reassociation Response management frames:

(i)
if data confidentiality is required for all data type frames exchanged within the BSS (If data confidentiality is not required, the Privacy subfield is set to 0.)

(ii)
if Robust management frame protection is required (If Robust management frame protection is not required, the Privacy subfield is set to 0.)

7.3.1.7 Reason Code field

Change Table 19 as follows (note change to Reason code 18):

	Reason code
	Meaning

	0
	Reserved

	1
	Unspecified reason

	2
	Previous authentication no longer valid

	3
	Deauthenticated because sending station is leaving (or has left) IBSS or ESS

	4
	Disassociated due to inactivity

	5
	Disassociated because AP is unable to handle all currently associated stations

	6
	Class 2 frame received from nonauthenticated station

	7
	Class 3 frame received from nonassociated station

	8
	Disassociated because sending station is leaving (or has left) BSS

	9
	Station requesting (re)association is not authenticated with responding station

	10
	Disassociated because the information in the Power Capability element is unacceptable

	11
	Disassociated because the information in the Supported Channels element is unacceptable

	12
	Reserved

	13
	Invalid information element

	14
	Message integrity code (MIC)

	15
	4-Way Handshake timeout

	16
	Group Key Handshake timeout

	17
	Information element in 4-Way Handshake different from (Re)Association Request/Probe Response/Beacon frame

	18
	Invalid group data cipher

	19
	Invalid pairwise cipher

	20
	Invalid AKMP

	21
	Unsupported RSN information

	22
	Invalid RSN information

	23
	IEEE 802.1X authentication

	24
	Cipher suite rejected because

	TBS by ANA
	Invalid management group cipher

	TBS by ANA–65 535
	Reserved


Insert the following subclauses after 7.3.1.?:

7.3.1.? Previous Key field

The Previous Key field contains the key which was used in previous beacon interval. The length of the Previous Key field is 16 octets.

7.3.1.? Beacon MIC field
The Beacon MIC field shall contain a message integrity code calculated over the beacon frame as specified in Clause 8.3.5.

7.3.1.? BMFs Number field

The BMFs Number field is used to indicate to the STAs the number of broadcast management frames, which will be sent in current beacon interval. The length of the BMFs Number field is 1 octets.

7.3.1.? BMFs MIC field

The BMFs MIC field shall contain a message integrity code calculated over the concatenated broadcast management frames which will be sent in current beacon interval as specified in Clause 8.3.5.
7.3.1.? IPP MIC IE field
The IPP MIC IE field shall contain the MIC from MMIE that is calculated over IGTK.
7.3.2 Information Elements
7.3.2.25 RSN Information element

Change the first paragraph of Clause 7.3.2.25 and replace Figure 77 as follows:

The RSN information element contains authentication and pairwise cipher suite selectors, a single group data cipher suite selector, an RSN Capabilities field, the PMK identifier (PMKID) count, and PMKID list, and a single management group cipher suite selector.  See Figure 77.  All STAs implementing RSNA shall support this element.  The size of the RSN information element is limited by the size of an information element, which is 255 octets.  Therefore, the number of Pairwise cipher suites, AKM suites, and PMKIDs is limited.

	Element ID
	Length
	Version
	Data Group Cipher Suite
	Pairwise Cipher Suite
	Pairwise Cipher Suite List
	AKM Suite Count
	AKM Suite List


Octets:
1
1
2
4
2
4*m
2
4*n

	RSN Capabilities
	PMKID Count
	PMKID List
	Management Group Cipher Suite


Octets:
2
2
16*s
4

Figure 77 RSN information element format

Insert the following text the end of Clause  7.3.2.25:

802.1X authentication, CCMP pairwise and group key cipher suites (WEP-40, WEP-104, and TKIP not allowed), management frame protection allowed and enforced with AES-128-CMAC as the broadcast management suite selector.

30, // information element id, 48 expressed as Hex value

14,  // length in octets, 20 expressed as Hex value

01 00, // Version 1

00 0F AC 04, // CCMP as the data group key cipher suite

01 00, // pairwise key cipher suite count

00 0F AC 04, // CCMP as pairwise key cipher suite

01 00, // authentication count

00 00 00 01 // 802.1X authentication

03 40 // Management frame protection is enabled and enforced

00 00 // No PMKIDs

00 0F AC 06, // AES-128-CMAC as the broadcast management cipher suite

7.3.2.25.1 Cipher suites

Change the first paragraph of Clause 7.3.2.25.1 as follows:

The Group Data Cipher Suite field contains the cipher suite selector used by the BSS to protect broadcast/multicast data traffic.

Change  the third paragraph of Clause 7.3.2.25.1 as follows:

The Pairwise Cipher Suite List field contains a series of cipher suite selectors that indicate the pairwise

cipher suites contained in the RSN information element. The Management Cipher Suite field contains the cipher suite selector used by the BSS to protect broadcast/multicast management traffic.
Change Table 28 as follows:

	OUI
	Suite type
	Meaning

	00-0F-AC
	0
	Use group cipher suite

	00-0F-AC
	1
	WEP-40

	00-0F-AC
	2
	TKIP

	00-0F-AC
	3
	Reserved

	00-0F-AC
	4
	CCMP – default in an RSNA

	00-0F-AC
	5
	WEP-104

	00-0F-AC
	6
	AES-128-CMAC – default in a BIP or IPP enabled RSNA

	00-0F-AC
	67–255
	Reserved

	Vendor OUI
	Other Vendor
	Specific

	Other
	Any
	Reserved


Change the two paragraphs following Table 28 as follows:

The cipher suite selector 00-0F-AC:4 (CCMP) shall be the default cipher suite value.

The cipher suite selectors 00-0F-AC:1 (WEP-40) and 00-0F-AC:5 (WEP-104) are only valid as a group cipher suite in a transition security network (TSN) to allow pre-RSNA devices to join the BSS. Protection of management frames shall not be supported when these cipher suite selectors are negotiated.
Change Table 29 and the line immediately prior to Table 29 as follows:

When protection of Robust management frames is enabled, Pairwise cipher suite shall be used to protect the unicast management Robust frames while the management group cipher suite shall be used to protect the broadcast management Robust frames.

Use of AES-128-CMAC is only valid as a management group cipher suite.

Table 29 indicates the circumstances under which each cipher suite shall be used.

	Cipher Suite Selector
	GTK
	PTK
	Enabled Management Frame Protection

	
	
	
	Unicast Robust management frames
	Broadcast/Multicast Robust management frames

	Use group key
	No
	Yes
	No
	No

	WEP-40
	Yes
	No
	No
	No

	WEP-104
	Yes
	No
	No
	No

	TKIP
	Yes
	Yes
	Yes
	No

	CCMP
	Yes
	Yes
	Yes
	No

	AES-128-CMAC
	No
	No
	No
	Yes


7.3.2.25.3 RSN capabilities

Change figure 79, replacing as follows:


B0
B1
B2 B3
B4 B5
B6
B7
B8-9
B10-B15

	Pre-Auth
	No Pairwise
	PTKSA Replay Counter
	GTKSA Replay Counter
	Robust management frame protection supported
	Robust management frame protection enabled
	Robust management broadcast protection scheme
	Reserved


Figure 79  RSN Capabilities field  format

Change the last paragraph of Clause 7.3.2.25.3 as follows:

—
Bit 6: Robust management frame protection supported.  A STA sets the Robust management frame protection support bit to 1 if it can support protection of Robust management frames as defined in Clause 7.1.3.1.9; otherwise the STA shall set this bit to 0.  

—
Bit 7: Robust management frame protection enabled.  A STA sets the Robust management frame protection enabled bit to 1 if protection of Robust management frames is required; otherwise the STA shall set this bit to 0.  If this bit is set to 1, Bit 6 (Robust management frame protection support) must also be set to 1.  An AP advertises optional support for Robust management protection by setting the Robust management frame protection support (Bit 6) to 1 and sets the Robust management frame protection enabled (Bit 7) to 0.

—
Bits 8-9: Robust action management broadcast protection scheme.  An AP sets the Robust action management broadcast protection bits 0 to 01 if it transmits Robust broadcast action management frames protected using BIP. An AP sets the these bits to 11 if it transmits Robust broadcast action management frames protected using IPP.  Alternately, the AP prevents transmission of any Robust broadcast action management frames if the Robust action management broadcast protection bits are set to 00.  A STA sets the Robust action management broadcast protection bits to 01 if it accepts Robust broadcast action management frames protected by BIP, or sets bits to 11 if it accepts Robust broadcast action management frames protected by IPP; otherwise, if the Robust action management broadcast protection bits are set to 00, the STA shall discard the received Robust broadcast action management frames.

—
Bits 610–15: Reserved. The remaining subfields of the RSN Capabilities field are reserved and shall be set to 0 on transmission and ignored on reception.

Insert the following text and Table to the end of Clause 7.3.2.25.3:

Table 79-B defines the valid Bit 6 and 7 settings and the circumstances in which they are used:

Table 79-B Use of management frame protection capability bits

	Bit Setting
	Advertisement in Beacon, Probe Response and 3rd message of the 4-way handshake Description
	Negotiation in (Re)association request and 2nd message of the 4-way handshake Description

	Robust management frame protection supported
	Robust management frame protection enabled
	
	

	Bit 6
	Bit 7
	
	

	0
	0
	No support for Robust management frame protection is provided.
	No support for Robust management frame protection is negotiated.

	0
	0
	Invalid
	Invalid

	0
	1
	Invalid
	Invalid

	0
	1
	Invalid
	Invalid

	1
	0
	Support for Robust management frame protection is optional; if used, Robust action management broadcast frames are disabled.
	Support for Robust management frame protection is disabled.

	1
	0
	Support for Robust management frame protection is optional; if used, protection and transmission of action management broadcast frames are enabled.
	Support for Robust management frame protection is disabled.

	1
	1
	Support for Robust management frame protection is required; Robust action management broadcast frames are disabled.
	Support for Robust management frame protection is enabled with Robust action management frames being disabled.

	1
	1
	Support for Robust management frame protection is required; Robust action management broadcast frames are protected and transmitted.
	Support for Robust management frame protection is enabled with protection of Robust action management frames being enabled.


Insert new subclause 7.3.2.27 as follows:

7.3.2.27 Management MIC information element (MMIE)
The Management MIC information element (MMIE) protects the broadcast management frame from forgery and replay. It also provides data origin authenticity in the case of a broadcast Deauthenticate or Disassociate Frame.  Figure 80a depicts the MMIE format.

	
	Element ID
	Length
	Key ID
	Replay
	MIC

	Octets
	1
	1
	2
	6 or 16
	8


Figure 80a(Management MIC IE (MMIE)

The value of the Element ID field shall be TBD{edNOTE}.

The Length field denotes the number of octets in the information element and shall have a value of either 16 or 26. Length 26 shall be used with protected Broadcast Disassociate frames and protected Broadcast Deauthenticate frames. Length 16 shall be used with other protected broadcast management frames.

The Key ID field identifies the broadcast key used to compute the MIC. Bits 0-11 of the Key ID shall be significant and define a value in the range 0-4096. Bits 12, 13, 14, and 15 of the Key ID shall be reserved and set to 0 on transmit and ignored on receipt. By convention, the current CGTK shall use Key ID 0.

When the Length field is 16, the Replay field value shall be 6 octets, interpreted as a 48-bit unsigned integer and used as a sequence number. The Replay field length of 16 shall only be used within broadcast Disassociation or Deauthentication frames. When the Length value is 26, the Replay field value shall be 16 octets interpreted as a 128 bit key.  
The MIC field shall contain a message integrity code calculated over the management frame as specified in Clause 8.3.4.

Insert a new Clause 7.3.2.28 as follows:

7.3.2.28 Management Frame Header Clone information element (HC)
The IEEE 802.11 Management Frame Header Clone information element (HC) contains the management header information to be protected  whenTKIP encapsulation is used for management frame protection.  The HC information element contains the Frame Control, Address1, Address2 and Address3 fields of the management frame header corresponding to the first fragment of the MMPDU.  The HC information element field format is shown in Figure 80b.

	
	Element ID)
	Length
	FC
	Addr1
	Addr2
	Addr3

	Octets
	1
	1
	2
	6
	6
	6


Figure 80b Management Frame Header Clone information element format

All fields use the bit convention from Clause 7.1.1.  

The Element ID shall be TBD decimal (TBD hex)[edNote].

The Length shall be set to 20.

FC represents the Frame Control field.  The Retry (bit 11), Power management (bit 12) and More Data (bit 13) subfields are muted to 0 and the Protected subfield (bit 14) must be set to 1.

Addr1 corresponds to the Address 1 field of the management frame header.  This field indicates the destination MAC address.

Addr2 corresponds to the Address 1 field of the management frame header.  This field indicates the source MAC address.

Addr3 corresponds to the Address 1 field of the management frame header.  This field indicates the BSSID.
Insert a new Clause 7.3.2.29 as follows:

7.3.2.29 IPP Management MIC information element (IPP MMIE)
The IPP Management MIC information element (IPP MMIE) protects the broadcast management frame from forgery, replay and provides data origin authenticity.  Figure 81 depicts the IPP MMIE format.

	
	Element ID
	Length
	Key
	SN
	Key ID
	MIC

	Octets
	1
	1
	0 or 16
	6 
	2
	8


Figure 80a(Management MIC IE (MMIE)

The value of the Element ID field shall be TBD {edNOTE}.

The Length field denotes the number of octets in the information element and shall have a value of either 16 or 32. Length 32 shall be used with protected broadcast management frames. Length 16 shall be used with protected Maintenance Beacon.

The Key filed shall contain the current key from hash chain.

The Key ID field identifies the broadcast key used to compute the MIC. Bits 0-11 of the Key ID shall be significant and define a value in the range 0-4096. Bits 12, 13, 14, and 15 of the Key ID shall be reserved and set to 0 on transmit and ignored on receipt. By convention, the current IGTK shall use Key ID 0.

The SN field is interpreted as a 48-bit unsigned integer and used as a sequence number.
The MIC field shall contain a message integrity code calculated over the management frame as specified in Clause  8.3.5.
8.1 Framework

8.1.1 Security Methods

Insert the following sub items at the end of Clause 8.1.1:

—
BIP , described in Clause 8.3.4
—
IPP , described in Clause 8.3.5

8.1.3 RSNA establishment

Insert sub item 7 to the first item as follows:

7.
If protection of management frames is enabled, it programs the agreed upon key (TK) and pairwise cipher suite into the MAC for protection of unicast management frames.  It also installs the IGTK, IGTK sequence counter and the CV (for a non-AP STA) or the CGTK (for the AP) into the MAC for protection of broadcast management frames.
Insert sub item 6  to the second item as follows:

6.
If protection of management frames is enabled, it protects the Robust management frames by programming the negotiated pairwise cipher suite and established PTK to protect the unicast management frames and the IGTK, IGTK sequence counter and the CV (for a non-AP STA) or the CGTK (for the AP) into the MAC for protection of broadcast management frames.

Insert a new Clause 8.1.5. as follows:

8.1.5 Multiple Unicast Protocol (MUP)

Broadcast Robust action management frames are protected using BIP in conjunction with the IGTK key. The IGTK key is known to all authenticated stations in a BSS and thus may be susceptible to forgery by an authenticated station. This is known as insider attack. Deauthenticate and disassociate messages are protected against insider attack because the CGTK is known only to the AP. For cases where such an attack against Robust action management frames is considered an unacceptable threat, the Protected Management Frame services support a policy mode by which broadcast action management frames are sent as unicast messages. Unicast messages are protected against insider attack. This mechanism is called “Multiple Unicast Protocol (MUP).” When the MUP policy is selected, the protected management frames services implement the following procedure for transmitting a broadcast Robust action management frame:

· An MMPDU with broadcast destination address is submitted to the encapsulation service

· The encapsulation service determines the number of STAs ‘N’ that are associated and have a current PTKSA.

· The encapsulation service makes ‘N’ copies of the MMPDU and inserts the MAC address of each STA into the corresponding copy

· The encapsulation service then protects and transmits each frame using pairwise keys as for a unicast Robust action management frame.

MUP performs no actions on receptions and each received (unicast) copy of a broadcast is handled as for other unicast Robust action management frames.
8.3 RSNA data confidentiality protocols

Change the title of Clause 8.3 as follows:

8.3 RSNA data confidentiality and integrity protocols

Change the text of Clause 8.3.1 as follows:

8.3.1 Overview

This standard defines two four RSNA data confidentiality and integrity protocols: TKIP, and CCMP, BIP and IPP. Implementation of CCMP shall be mandatory in all IEEE 802.11 devices claiming RSNA compliance. Implementation of TKIP is optional for an RSNA. A design aim for TKIP was that the algorithm should be implementable within the capabilities of most devices supporting only WEP, so that many such devices would be fieldupgradeable by the supplier to support TKIP.

BIP and IPP are mechanisms used only when protection of management frames is enabled and is used to protect Robust broadcast management frames. 
NOTE—Use of any of the data confidentiality algorithms depends on local policies. The data confidentiality and integrity mechanisms of TKIP are not as robust as those of CCMP. TKIP is designed to operate within the hardware limitations of a broad class of pre-RSNA devices. TKIP is suitable for firmware-only, hardware-compatible upgrade of fielded equipment. RSNA devices should only use TKIP when communicating with devices that are unable or not configured to communicate using CCMP.
8.3.2.1 TKIP overview

Change the first list item in Clause 8.3.2.1 as follows:

A transmitter calculates a keyed cryptographic message integrity code (MIC) over the MSDU SA and DA (Address 1 and Address 2 of an MMPDU), the MSDU priority (see 8.3.2.3) or 0xff as the MMPDU priority, and the MSDU or MMPDU plaintext data. TKIP appends the computed MIC to the MSDU or MMPDU data prior to fragmentation into MPDUs. The receiver verifies the MIC after decryption, ICV checking, and defragmentation of the MPDUs into an MSDU or MMPDU and discards any received MSDUs or MMPDUs with invalid MICs. TKIP’s MIC provides a defense against forgery attacks.

Insert the following text to the end of Clause 8.3.2.1:

The TKIP is applied to MSDUs or if management frame protection is enabled, to MMPDUs. 

8.3.2.1.1 TKIP encapsulation

Insert the following text to the end of Clause 8.3.2.1.1:

Unicast management frames may be protected by TKIP, with the MMPDU plus an HC information element replacing the MSDU data field in this description, and by taking the Priority as the octet with value 255 (0xff).  The HC information element is concatenated to the MMPDU data prior to application of TKIP.To protect a management frame with TKIP, the transmitter shall do the following:

1.
The MMPDU data field may exceed one MPDU, and thus multiple IEEE 802.11 frame headers may be required to transfer the entire MMPDU. First, the transmitter shall extract the IEEE 802.11 frame header corresponding to the first MPDU that will be produced for this MMPDU,using the following header bit muting rules: 

· The Frame Control field Type subfield shall be set to Management.

· The Frame Control field Subtype subfield shall be a valid management frame type.

· The Frame Control field bits 11 (Retry), 12 (Power Mgmt), and 13 (More Data) shall be set to 0

· Frame Control field bit 14 (Protected) shall be set to 1

· The Sequence Control field shall be set to 0

2.
The transmitter shall create the HC information element with the modified frame header  extracted as above, and append this information element to the MMPDU data. 

3.
The transmitter shall insert A1 from the first frame header as the TKIP DA, A2 from the first frame header as the TKIP SA, 255 (0xff) as the TKIP priority, and the data plus the appended information element constructed in step 2 as the TKIP MSDU data. 

If the TKIP encapsulated payload exceeds a single MPDU, the TKIP transmitter shall transmit the fragments in order, from first to last.

A MAC implementation may support TKIP protection of Robust Management Frames if it supports both TKIP and Protected Management Frames and TKIP is negotiated as the pairwise cipher.

8.3.2.1.2 TKIP decapsulation

Insert the following sentence at the end of list item 5 of Clause 8.3.2.1.2:

When the received frame is a TKIP protected unicast Management Frame, the contents of the Management Frame after decapsulation shall be delivered to the SME via the MLME SAP rather than through the MA-UNITDATA.indication primitive.

Insert the following text at the end of Clause 8.3.2.1.2:

The receiver shall save a copy of the first frame header and use the TKIP receive algorithm to unwrap the message, producing the DA, SA, priority, and Data fields or a failure. If no failure occurs, the receiver shall detach the HC information element from the data and compare the received header with the transported HC information element, applying the muting rules 1(a)-(d) from Clause 8.3.2.1.1. If the two headers match, the receiver shall verify the priority. If all of these checks verify, the receiver shall treat the decapsulate MMPDU data as valid. If a check fails, the receiver shall silently discard the frame and increment the appropriate MIC counter. {edNote – need to define new MIB counter for header mis-match}. Any detected TKIP MIC failure will count toward the TKIP countermeasures invocation 

8.3.2.2 TKIP MPDU formats

Insert the following sentence at the end of Clause 8.3.2.2:

When management frame protection is negotiated (See Clause 8.4.3) with TKIP as the pairwise cipher, TKIP shall use the same Temporal Key for Management Frames and for Data Frames.

8.3.2.6 TKIP replay protection procedures

Change item 7 of Clause 8.3.2.6 as follows:

For each PTKSA, GTKSA, and STAKeySA, the receiver shall maintain a separate replay counter for each frame priority, and, if unicast Management Frames have been negotiated, it shall maintain a separate counter for TKIP-protected management frames of type Action. The receiver shall use the TSC recovered from a received frame to detect replayed frames, subject to the limitations on the number of replay counters supported, as advertised in the RSN information element Capabilities subfield, as described in Clause 8.4.3. A replayed frame occurs when the TSC extracted from a received frame is less than or equal to the current replay counter value for the frame’s priority or frame type. A transmitter shall not reorder frames with different priorities without ensuring that the receiver supports the required number of replay counters. The transmitter shall not reorder frames within a replay counter, but may reorder frames across replay counters. One possible reason for reordering frames is the IEEE 802.11 MSDU priority.

8.3.3.1 CCMP overview

Insert the following paragraph at the end of Clause 8.3.3.1:

Unicast Management Frames may be protected with CCMP by taking the Priority as the octet with value 255 (0xff). A MAC implementation shall support CCMP for protecting Action Frames if CCMP and Protected Management Frames are both supported. In the following clauses,  use of CCMP for protection of management frames is specified by replacing the word MPDU with MMPDU.

8.3.3.3.2 Construct AAD

Change the text immediately following Figure 102 as follows:

The AAD shall be constructed from the MPDU Header. The AAD shall not include the header Duration field, because the Duration field value can change due to normal IEEE 802.11 operation (e.g. a rate change during retransmission). For similar reasons, several sub-fields in the Frame Control field are masked to zero. AAD construction is performed as follows:

a)
FC – MPDU Frame Control field, with:

1.
Subtype bits (bits 4 5 6) bits masked to 0 in a Data MPDU;

2.
Retry bit (bit11) masked to 0;

3.
PwrMgt bit (bit 12) masked to 0;

4.
MoreData bit (bit 13) masked to 0 in a Data MPDU
5.
The Protected Frame bit (bit 14) always set to 1.

b)
A1 – MPDU Address 1field

c)
A2 – MPDU Address 2 field

d)
A3 – MPDU Address 3 field

e)
SC – MPDU Sequence Control field, with the Sequence Number subfield (bits 4–15 of the Sequence Control field) masked to 0. The Fragment Number subfield is not modified.

8.3.3.3.5 CCM originator processing

Insert the following at the end of Clause 8.3.3.3.5:

A CCMP protected unicast management frame uses the same TK as a Data MPDU.

Insert a new Clause 8.3.4 as follows:

8.3.3.4 CCMP decapsulation

Insert the following sentence at the end Clause 8.3.3.4:

Note that when the received frame is a CCMP protected unicast management frame, contents of the MMPDU body after protection is removed shall be delivered to the SME rather than through the MA-UNITDATA.indication primitive.

8.3.3.4.1 CCM recipient processing

Insert the following at the end of Clause 8.3.3.4.1:

A CCMP protected unicast management frame uses the same TK as a Data MPDU.

8.3.3.4.3 PN and replay detection

Change item 5 of Clause 8.3.3.4.3 as follows:

For each PTKSA, GTKSA, IGTKSA and STAKeySA, the recipient shall maintain a separate replay counter for each IEEE 802.11 MSDU priority and, if management frame protection is enabled, it shall maintain a separate counter for CCMP protected management frames. The receiver shall use the PN recovered from a received frame to detect replayed frames, subject to the limitation of the number of supported replay counters indicated in the RSN Capabilities field (see 7.3.2.25). A replayed frame occurs when the PN extracted from a received frame is less that or equal to the current replay counter value for the frame’s MSDU priority or frame type. A transmitter shall not use IEEE 802.11 MSDU priorities without ensuring that the receiver supports the required number of replay counters. The transmitter shall not reorder frames within a replay counter, but may reorder frames across replay counters. One possible reason for reordering frames is the IEEE 802.11 MSDU priority.

8.3.4 The Broadcast Integrity Protocol (BIP)

BIP provides data integrity and replay protection for broadcast management frames. It also provides source authentication for broadcast Disassociate and Deauthentication frames.

8.3.4.1 BIP Overview

BIP provides data integrity and replay protection, using AES-128 in CMAC Mode. FIPS PUB 197 defines the AES algorithm, and FIPS SP 800-38B defines the CMAC algorithm. All BIP processing uses AES with a 128-bit integrity key and a 128-bit block size, and a CMAC TLen Value of 8 (64 bits).

BIP uses a new key, called the Integrity GTK (IGTK) to compute the MIC in broadcast MMPDUs. The Authenticator distributes a new IGTK and the IGTK sequence number whenever it distributes a new GTK. The IGTK is identified by the MAC address of the STA transmitting with it, plus a non-zero 13-bit key identifier that is encoded in the MMIE Key ID field. 

BIP also distributes a per-supplicant CV computed from a per BSSID one-time CGTK at the beginning of each new security association. BIP uses the CGKT only for broadcast Disassociate and Deauthenticate messages. The CGTK is identified by the MAC address of the STA transmitting Disassociate and Deauthenticate messages protected by the key.

8.3.4.2 BIP MMPDU Format

Figure 104a depicts the BIP MMPDU..
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Figure 104a (BIP Base Mode Encapsulation

8.3.4.3 BIP AAD Construction

BIP uses an AAD, like AES-CCMP. The AAD shall be constructed from the IEEE 802.11 MMPDU header.  The Duration field in the AAD shall be masked to 0. The AAD construction shall use a copy of the IEEE 802.11 header for the MMPDU, with the following exceptions:

1) FC – MMPDU Frame Control field, with:

a. Retry bit (bit 11) masked to zero;

b. PwrMgt bit (bit 12) masked to zero;

c. MoreData bit (bit 13) masked to zero;

d. The Protected Frame bit (bit 14) set to 1

2) A1 – MMPDU Address 1

3) A2 – MMPDU Address 2

4) A3 – MMPDU Address 3

5) SC – MMPDU Sequence Control field, with the sequence number field (bits 4-15 of the Sequence Control field) masked to zero. The Fragment number bits are not modified.

Figure 104b depicts the format of the AAD. The length of the AAD is 22 octets.

	
	FC

(bits 11, 12, 13 = 0, bit 14 = 1)
	A1
	A2
	A3
	SC
(Bits 4-15 = 0)

	Octets:
	2
	6
	6
	6
	2


Figure 104b(AAD Construction

8.3.4.4 BIP Replay Protection

BIP uses different a different replay protection scheme, depending on the management frame type and format of the MMIE.

8.3.4.4.1 MMIE Replay field as sequence number

When the MMIE Length field is 16, the MMIE Replay field represents a sequence number. An MMIE of length 16 shall only be used with broadcast action management frames.

When the MMIE Length field is 16, the transmitter shall insert a monotonically increasing value into the MMIE Replay field. 

The receiver shall maintain a 48-bit replay counter for each IGTK. The replay counter shall be set to the value provided by the Authenticator. When a broadcast protected management frame subsequently arrives, if the MMIE Length field is 16, the receiver shall interpret the MMIE Replay field as a 48 bit integer. It shall then compare this integer value against the replay counter for the IGTK identified by the MMIE Key ID field. If the integer value from the received MMIE Replay Field is less than or equal to the replay counter value for the OGTK, the receiver shall silently discard the frame and increment a MIB counter. 

8.3.4.4.2 MMIE Replay field as current CGTK

When the MMIE Length field is 26, the MMIE Replay field contains the current CGTK of its sender. The transmitter shall insert the CGTK into the MMIE Replay field. An MMIE of length 26 shall only be used with broadcast disassociation or deauthentication frames.

Each receiver shall maintain its own 128-bit CV.. The transmitter distributes the CV when the pairwise security association is established. The transmitter establishes the CV by selecting a random 128-bit key CGTK and then when establishing subsequent pairwise security associations, by computing

CV := Truncate-128(SHA-256(AA || SA || CGTK) 

where 

· Truncate-128(.) returns the left-most 128 bits of its argument

· SHA-256(.) returns the SHA-256 digest of its argument

· TA is the transmitter’s own MAC address

· RA is the MAC address of the STAreceiving this CV.  Inclusion of the RA makes the CV unique per receiving STA.

· CGTK is the 128-bit key the transmitter has selected.

The receiver identifies the CGTK and CV using the transmitter's TA MAC address.

Upon receipt of a protected broadcast Disassociate or Deauthenticate management frame , indicated by an MMIE Length field of 26, the receiver shall interpret the MMIE Replay field value as the CGTK. To determine if the received protected broadcast frame is a replay or forgery, the receiver shall compute

C( := Truncate-128(SHA-256(TA || RA || CGTK))

and bitwise compare C( with the CV for the TA in the received frame. If the two are not identical, the receiver shall silently discard the frame and increment a MIB counter. If the two values are identical, the replay protection algorithm succeeds.

8.3.4.5 BIP Transmission

When a STA wishes to transmit a protected broadcast management frame it shall:

1.
Select the appropriate key (IGTK or CGTK) for the frame and construct the MMIE. Clause 7.3.2.26 defines the MMIE, with the MIC field muted to zero

2.
Compute AAD for this management frame, as specified in 8.3.4.3.

3.
Compute AES-CMAC-64 over the concatenation of (AAD||Management Frame Body||MMIE)

4.
Insert the left-most 64-bits of the result into the MMIE MIC field.

5.
Compose the broadcast protected management frame as the 802.11 header, Management Frame Body, and MMIE

6.
Transmit the broadcast management frame.

8.3.4.6 BIP-Reception

When a STA receives a broadcast management frame protected by BIP, it shall

1.
Identify the appropriate key and associated state based on the MMIE Length field.

2.
Execute the appropriate replay filtering scheme defined in 8.3.4.4.

3.
If the replay filtering scheme succeeds, the receiver shall compute AAD for this management frame, as specified in 8.3.4.3 and compute the AES-CMAC-64 over the concatenation of  (AAD|| Management Frame Body|| MMIE)

If the left-most 64-bits of the result do not bitwise match the value in the MMIE, then the receiver silently discards the frame and increments a MIB counter.
If MMIE Length = 16, the receiver shall increment the replay counter for the IGTK and process the frame. If the MMIE Lenth = 26, the receiver shall destroy the CV, CGTK, and associated state and process the frame.
Insert  new Clauses 8.3.5 and 8.3.5.1-9 as follows:
8.3.5 The Insider Protection Protocol (IPP)

IPP provides data integrity and replay protection for broadcast management frames. 

8.3.5.1 IPP Overview

IPP provides data integrity and replay protection, using AES-128 in CMAC Mode. FIPS PUB 197 defines the AES algorithm, and FIPS SP 800-38B defines the CMAC algorithm. All IPP processing uses AES with a 128-bit integrity key and a 128-bit block size, and a CMAC TLen Value of 8 (64 bits).

In IPP beacon interval is divided into two successive waiting periods, Maintenance Beacon Waiting Period (MBWP) and Broadcast Management Frames Waiting Period (BMFWP). During MBWP Beacon and Maintenance Beacon (MB) are transmited. During BMFWP Broadcast Management Frames (BMFs) are transmited. 

To compute the MIC for broadcast MMPDUs IPP uses a new key Ki for each Beacon interval. These keys form hash chain: Ki-1=Truncate-128(SHA-256(Ki)). K0 is called PVK and the Authenticator distributes a PVK and the PVK sequence number whenever it distributes a new GTK. This chain is used for protection against inside adversaries. For protection against outside adversaries IGTK key is used. It is also distributed by Authenticator (with appropriate sequence number) during GTK distribution.

BMFs are protected in the following way. The MIC is calculated from the concatenation of the BMFs to be transmitted in this Beacon interval. This MIC is calculated using the current key Ki and is included into the MB, which is sent in the MBWP, i.e. before any BMFs.  The key Ki is disclosed only in BMFs, .i.e. when all STAs have already received appropriate MIC. Such order guarantes the origin authenticity.
IPP requires that each STA knows what period of time, MBWP or BMFWP, is currently going. This requires that time information transmitted in Beacon shall be protected. For this purpose MIC for Beacon calculated using key for current Beacon interval is added to MB.

8.3.5.2 IPP MMPDU Format

Figure 104c depicts the IPP MMPDU.
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Figure 104c (IPP Base Mode Encapsulation

8.3.5.3 IPP AAD Construction

IPP uses an AAD, like AES-CCMP. The AAD shall be constructed from the IEEE 802.11 MMPDU header.  The Duration field in the AAD shall be masked to 0. The AAD construction shall use a copy of the IEEE 802.11 header for the MMPDU, with the following exceptions:

6) FC – MMPDU Frame Control field, with:

a. Retry bit (bit 11) masked to zero;

b. PwrMgt bit (bit 12) masked to zero;

c. MoreData bit (bit 13) masked to zero;

d. The Protected Frame bit (bit 14) set to 1

7) A1 – MMPDU Address 1

8) A2 – MMPDU Address 2

9) A3 – MMPDU Address 3

10) SC – MMPDU Sequence Control field, with the sequence number field (bits 4-15 of the Sequence Control field) masked to zero. The Fragment number bits are not modified.

Figure 104b depicts the format of the AAD. The length of the AAD is 22 octets.

	
	FC

(bits 11, 12, 13 = 0, bit 14 = 1)
	A1
	A2
	A3
	SC
(Bits 4-15 = 0)

	Octets:
	2
	6
	6
	6
	2


Figure 104d(AAD Construction

8.3.5.4 Maintainance Beacon Waiting Period

Start point of MBWP is determined as nominal Beacon transmission time. 

The duration of MBWP is calculated as sum of following times: maximum delay before Beacon transmittion, PIFS, transmittion time of Beacon with maximum length, SIFS and МВ transmittion time. Maximum delay before Beacon transmittion is determined as sum of following times: time needed to transmit RTS, CTS, MPDU of maximum length, ACK and three SIFS.

8.3.5.5 BMFs Waiting Period
BMFs Waiting Period starts after MBWP finishing and follows till the end of beacon interval.

8.3.5.6 IPP Replay Protection

When a BMF subsequently arrives the receiver shall interpret the MMIE SN field as a 48 bit integer. It shall then compare this integer value against the replay counter for the IGTK identified by the MMIE Key ID field. If the integer value from the received MMIE Replay Field is less than or equal to the replay counter value for the IGTK, the receiver shall silently discard the frame and increment a MIB counter.
8.3.5.7 Key Verification
To verify that received key Ki is valid, i.e. belongs to used hash chain and has number i, the following equation should be checked: 

Kj=(Truncate-128(SHA-256(Ki)))i-j
where 

· j is the number of the last received key from hash chain

· (.)i-j means i-j recursive executions of the function in the brackets

· Truncate-128(.) returns the left-most 128 bits of its argument

· SHA-256(.) returns the SHA-256 digest of its argument.

8.3.5.8 IPP Transmission

When a AP wiches to transmit a Beacon it shall:

1. Calculate key for the current interval 

2. Create Maintenance Beacon (MB) frame 

3. Include key from the previous interval into the MB frame (Previous Key field)

4. Calculate MIC for the Beacon using current key and include this MIC into the MB (Beacon MIC field)

5. Calculate number of BMFs to be transmitted in this Beacon interval and include this value into the MB frame (BMFs Number field)

6. If number of BMFs is not equal to zero, calculate MIC on the concatenation of BMFs using current key and include this MIC into the MB (BMFs MIC)

7. Send  Beacon and MB

8. Waits till the beginning of the Broadcast Managament Frame Waiting Period

9. Transmit the Broadcat Management Frames if exist any

8.3.5.9 IPP Reception
When a STA receives a Beacon, it shall:

1. Save time of Beacon reception. Time should be obtained from the security timer. 

2. Save received Beacon into the buffer.

When a STA receives a Maintenance Beacon (MB) frame protected by IPP, it shall:

1. Check using security timer, if MB frame was received during Maintenance Beacon Waiting Period  (see 8.3.5.4)

2. Execute the appropriate replay filtering scheme defined in 8.3.5.6.
3. Check MIC of the MB frame using IGTK

4. Save recieved MB frame into the buffer

5. If during previous Beacon Interval time synchronization was not performed, then

a. Extract value of Previous Key field and check If it belongs to the hash chain and corresponds to the previous Beacon Interval

b. Perform time synchronization

When a STA receives a BMF, it shall:

1. Check using security timer, if BMS was received during Broadcast Management Frame waiting period (see 8.3.5.5)

2. Execute the appropriate replay filtering scheme defined in 8.3.5.6.
3. Check BMF MIC using IGTK

4. Increase number of received BMFs

5. If number of received BMFs is equal to BMFs Number field from the buffered Maintenance Beacon, then

a. Extract current key from the MMIE of the first BMF

b. Check if extracted key belongs to the hash chain and corresponds to the previous Beacon Interval

c. Check Beacon MIC (extracted from the buffered Maintenance Beacon) using key verified on the previous step
d. Perform time synchronization of the security timer using information from the Beacon
e. Checks if MIC calculated on the concatenation of the received BMFs is equal to the BMFs MIC field from the buffered maintenance beacon 
8.4.1.1 Security association definitions

Change the second paragraph as follows:

A security association is a set of policy(ies) and key(s) used to protect information. The information in the security association is stored by each party of the security association, must be consistent among all parties, and must have an identity. The identity is a compact name of the key and other bits of security association information to fit into a table index or an MPDU. There are four types of security associations supported by an RSN STA:

—
PMKSA: A result of a successful IEEE 802.lX exchange, preshared PMK information, or PMK

cached via some other mechanism.

—
PTKSA: A result of a successful 4-Way Handshake.

· GTKSA: A result of a successful Group Key Handshake or successful 4-Way Handshake.

· IGTKSA: A result of a successful Group Key Handshake or successful 4-way Handshake
—
STAKeySA: A result of a successful STAKey Handshake.

8.4.1.1.4 STAKeySA

Insert a new Clause 8.4.1.1.4 as follows, renumbering the existing Clause 8.4.1.1.4 and subsequent Clauses as appropriate:8.4.1.1.4 IGTKSA

The IGTKSA is a result of the 4-way Handshake or the Group Key Handshake and is unidirectional. In an ESS, there is one IGTKSA, used exclusively for providing integrity/source authentication for MMPDUs that are transmitted by the AP. An IGTKSA is created by the Supplicant’s SME when Message 3 of the 4-Way Handshake is received or when Message 1 of the Group Key Handshake is received. The IGTKSA is created by the Authenticator’s SME when the Authenticator SME changes the IGTK and has sent the IGTK to all STAs with which it has a PTKSA.

An IGTKSA comprises the following elements:

· Direction vector (whether the IGTK is used for transmit or receive)

· For the Authenticator, the IGTK

· For each Supplicant, the supplicant-specific CV

· Authenticator MAC address

8.4.1.2.1 Security association in an ESS

Change note (d) as follows:

The last step is key management. The authentication process creates cryptographic keys shared between the IEEE 802.1X AS and the STA. The AS transfers these keys to the AP, and the AP and STA use one key confirmation handshake, called the 4-Way Handshake, to complete security association establishment. The key confirmation handshake indicates when the link has been secured by the keys and is ready to allow normal data traffic and protected management frames.

Change the last paragraph as follows:

The MLME-DELETEKEYS.request primitive destroys the temporal keys established for the security association so that they cannot be used to protect subsequent IEEE 802.11 traffic. A STA’s SME uses this primitive when it deletes a PTKSA or ,GTKSA or IGTKSA.

8.4.3 RSNA policy selection in an ESS

Insert the following text at the end of Clause 8.4.3:

An RSNA-capable AP may choose to accept RSNA STAs with or without support for management frame protection.  A STA may choose not to associate with an AP that does not fully enforce protection of management frames.

Local security policy may require mitigation of insider attack against any broadcast management frame by prohibiting the use of broadcast action management frames, requiring that all action management frames  be transmitted as unicast frames (MUP)

Insert a new Clause 8.4.11 as follows:

8.4.11 Protection of broadcast management action frames

When management frame protection is enabled, all transmissions of Robust management action frames shall be protected. Unicast action frames shall have integrity and confidentiality protection using pairwise keys. Multicast and broadcast action frames (sent by the access point) shall be integrity protected using BIP or IPP. Broadcast action frames (sent by the access point) may be converted to unicast frames by the MUP mechanism according to the policy selected in the AP.

Notes:

1) BIP does not provide protection against forgery by associated and authenticated non-AP STAs

2) Use of MUP provides integrity and confidentiality services but is inefficient in spectrum usage for large numbers of associated STAs.
3) IPP provides  protection against forgery.
Protection of broadcast management action frames shall be provided by a service in the MLME as described in Clause 11.7

8.5.1 Key hierarchy

Change the first paragraph as follows:

RSNA defines two the following key hierarchies:

a) Pairwise key hierarchy, to protect unicast traffic

b) GTK, a hierarchy consisting of a single key to protect multicast and broadcast traffic

c)
Integrity GTK (IGTK), a hierarchy consisting of a single key to provide integrity protection for broadcast and multicast management frames

d)
CGTK, a hierarchy consisting of a single key to provide source authentication for broadcast and multicast de-authenticate and disassociate management frames. 

Insert a new Clause after 8.5.1.3 as follows:

8.5.1.4 Integrity Group Key Hierarchy in BIP and IPP
The IGTK shall be a random, unpredictable number.

An IGTK may be re-initialized at a time interval configured into the AP to reduce the forgery of data if the IGTK is ever compropomised. 

The Authenticator may update the IGTK for a number of reasons:

1.
The Authenticator may change the IGTK on Disassociation or Deauthenication of a STA.

2.
An event within the STA’s SME can trigger a Group Key Handshake.

The EAPOL-Key state machines (Clause 8.5.6 and Clause 8.5.7) configure the IGTK into IEEE 802.11 via the MLME-SETKEYS.request primitive, and IEEE 802.11 uses the IGTK..

8.5.1. 5 Commit Group Key Hierarchy

The CV and CGTK shall be random, unpredictable numbers.

Any Commit Group Transient Key (CGTK) may be re-initialized at a time interval configured into the AP to reduce the risk of data forgery if the CGTK is ever compromised. 

The Commit Group Key Hierarchy uses SHA-256 to derive the CV from the CGTK, as shown in figure 106b. The CGTK is used to provide source authentication for broadcast and multicast Deauthenticate and Disassociate management frames.  
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Figure 106b - Commit Group Key Hierarchy

· The CGTK shall be a random or pseudo-random value contributed by the IEEE 802.1X Authenticator

· AA and SA are MAC addresses of the AP and the STA, respectively

· The Commit Value (CV) shall be derived from the CGTK.

Note that the AP only needs to maintain the CGTK to generate the unique per STA CV.  The IGTK is used to provide integrity services to selected broadcast management frames, The IGTK sequence counter is used to provide replay protection and the CGTK is used to providing data origin authentication and integrity services for broadcast disassociate and deauthenticate management frames.

Insert a new Clause 8.5.1.6 as follows:
8.5.1.6 Public Verification Key Hierarchy in IPP

The PVK is equal to Knout(0). Knout(0) is generated in the following manner: Knout(i-1)=Truncate-128(SHA-256(Knout(i))) where Knout(m) shall be the nth value from the seek chain Kin and m is the number of the keys in the vefification key chain Knout.  The seed chain Kin is in the following manner: Kin(n) = Truncate -128(SHA-256 (IGTK,n)).















Figure 106c – Public Verification Key Hierarchy in IPP

PVK should be re-initialized to another seed from the seed chain and the verification key chain Kout generated, after the last key in the key chain Knout(m) is disclosed.

8.5.2 EAPOL-Key frames

Change table 35 as follows:

	OUI
	Data type
	Meaning

	00-0F-AC
	0
	Reserved

	00-0F-AC
	1
	GTK KDE

	00-0F-AC
	2
	STAKey KDE

	00-0F-AC
	3
	MAC address KDE

	00-0F-AC
	4
	PMKID KDE

	00-0F-AC
	5
	CV KDE

	00-0F-AC
	6
	IGTK KDE

	00-0F-AC
	57–255
	Reserved

	Vendor OUI
	Any
	Vendor specific

	Other
	Any
	Reserved


8.5.4 Group Key Handshake

Change the first sentence as follows:

The Authenticator uses the Group Key Handshake to send a new GTK, IGTK, and CV to the Supplicant.  In this Clause, the description for GTK also applies to the IGTK and CV.

8.6 Mapping EAPOL Keys to IEEE 802.11 keys

Change the 3rd and 4th paragraphs  of  Clause 8.6.1 as follows:

A STA shall use bits 128-191 of the temporal key as the Michael key for MSDUs or MMPDUs from the Authenticator’s STA to the Supplicant’s STA or from the initiating STA to the peer STA for STAKeys.

A STA shall use bits 192-255 of the temporal key as the Michael key for MSDUs or MMPDUs from the Supplicant’s STA to the Authenticator’s STA or from the peer STA to the initiating  STA for STAKeys.

11.7 Broadcast Frame Procedures

When protected management frame support is enabled, the MLME shall provide an encapsulation service for broadcast management frames. All Robust management frames shall be submitted to this service for encapsulation and transmission.

The broadcast frame protection service shall take the following actions:

· All broadcast deauthenticate and disassociate frames shall be protected using BIP with the commit value mechanism or using IPP.

· For Robust broadcast action management frames when the MUP mechanism is selected, one copy of the broadcast frame shall be made for each associated station and the MAC address of each station shall be inserted into the DA field of the corresponding frame copy. Each of the unicast frames thus produced shall be protected using pairwise keys as for normal unicast frames and shall be queued in an arbitrary order for transmission.

· For Robust broadcast action management frames when the MUP mechanism is not selected, the broadcast management frame shall be encapsulated and protected according to the BIP or IPP mechanism. After applying the BIP or IPP mechanism, the frame shall be queued for transmission

Informational note: When MUP is selected the receiver will be unable to determine whether a received unicast management frame was originally part of a broadcast transmission.

The broadcast frame protection service shall be used by other services internal to the MLME layer and shall take as an input the body of the frame as described in Clause 7.2.3.12. The destination address is assumed to be the broadcast address. The service shall return a status result indicating acceptance of the frame for processing or rejection of the frame.
Insert a new row to Annex A (the PICS) as follows:
	PCX 1.10
	Protection  Management  Frame
	7.3.1.11, 7.4.2, 7.1.3.1.9, 7.3.2.25.3, 8.3.2.1.1, 8.3.2.1.2, 8.3.2.2, 8.3.2.3.4, 8.3.3.3.2, 8.3.3.3.5, 8.3.3.4.1, 8.3.3.4.3, 8.4.3
8.3.5

8.5.1.5
	PCX.1:O
	Yes   No


Insert the following at the end of the Dot11StationConfigEntry  appearing in Annex D:

dot11RSNAProtectedManagementFramesEnabled
TruthValue

dot11RSNABcastProtectedManagementFramesEnabled
TruthValue

Insert the following in Annex D:

dot11RSNAProtectedManagementFramesEnabled
OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION



"This variable indicates whether or not this STA

Protects unicast Management Frames."



DEFAULT { TRUE }



::= { dot11StationConfigEntry 27 }

dot11RSNABcastProtectedManagementFramesEnabled
OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION



"This variable indicates whether or not this STA protects broadcast/multicast management Frames. 



DEFAULT { TRUE }



::= { dot11StationConfigEntry 28 }

Dot11RSNAProtectedManagementBroadcastPolicy
OBJECT_TYPE


SYNTAX INTEGER { bip(1), mut(2) }


MAX-ACCESS read-write


STATUS current


DESCRIPTION



"This variable sets the policy of an access point for the transmission of broadcast management action frames. The variable is disregarded in non-AP stations andIBSS stations"

References:

11-05-0894-01-000w-broadcast-and-unicast-management-protection-bump.ppt
11-05-0718-02-000w-requirements-management-protection.doc
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