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Monday, March 6, 2006
Call to Order & Agreement on Agenda
Meeting called to order on Monday, March 6, 2006 by Jesse Walker at 4.00 pm MST.

Chair:  Jesse Walker

Secretary:  Sandy Turner


Chair:  Agenda discussion

Proposed Agenda
Chair:  The chair reviewed the following slides:

· Attendance recording

· Membership & Anti-Trust

· IEEE-SA Standards Board Bylaws on Patents in Standards

· Inappropriate Topics for IEEE WG Meetings

· Copyright

· Equipment

· Agenda 

· Goals

· Elect/reaffirm officers

· Hear proposals addressing comments received on internal review

· Resolve comments received on internal review

· Empowerment motions for teleconferences, ad hocs, etc., as needed

Chair:  Are there any letters of assurance coming forward?  

None
Chair’s status:  There was a TGw Ad Hoc Monday morning to review the comment spreadsheet (06/271r1) and discuss how to resolve comments.

Chair:  Are there any issues with the January minutes (06/136r0)?

None

Chair:  Are there any objections to approving the minutes by unanimous consent?

None

Chair:  The minutes are approved.

Officer Elections

Candidates for TGw Offices

· Chair:

· Jesse Walker

· Secretary:

· Sandy Turner

· Editor

· Marcus Wong

· Nancy Cam-Winget

Chair:  Jon Edney has personal conflicts with staying in the position of Editor.  Jon will run the meeting during election of the Chair.

JE:  Are there any other nominations for chair?

None

Motion 
Move that IEEE 802.11 Task Group w recommend to the IEEE 802.11 Working Chair that he appoint Jesse Walker as chair of IEEE 802.11 Task Group w.
Moved:  Nancy Cam-Winget

Second:  Donald Eastlake III

Vote: Passed by unanimous Consent
Jon Edney returned control of the meeting to Jesse Walker.
Chair:  This is the only one we have to report upward.  There is one candidate for secretary.  Are there any other candidates?
None

Chair:  The call for candidates is closed.  With only one candidate, is there any objection to declaring Sandy Turner secretary by acclimation?

None

Chair:  Seeing no objection, Sandy is secretary by acclimation.  Are there any other candidates or nominations for Editor?
None

Chair:  The call for candidates is closed.  The final position is for editor to continue Jon’s fine work.  We need to hear from both candidates why they’re the right candidate for this position.
Marcus Wong and Nancy Cam-Winget each gave brief reasons why they felt they were best for the job.

Chair:  Any questions or feedback?
Comment:  Marcus, were you editor of the IMS security document?

Marcus:  Yes

Chair:  Any other questions for the candidates?

None

Chair:  Any further discussion?
None
Chair:  This is for voting members.
Marcus Wong: 4

Nancy Cam-Winget:  19

Abstain: 1

Chair:  I thank both candidates.

Motion

Moved that IEEE 802.11 Task Group w cite Jon Edney for serving as editor from its beginning until January 2006 and commend him for the leadership and standard of excellence he has provided.

Moved: Kapil Sood

Second: Henry Ptasinkski

Vote: By acclaimation
Formal Business
Key Points
· Jon Edney brought forth a motion to make changes to draft 0.02 based on editorial comment resolutions.  He removed the numbers that required further discussion based on the TGw Ad Hoc review.
Motion

Move to adopt the resolutions listed in 11-06-0271-01-000w-d0-00-review-comments.xls for comments:  1, 2, 3, 4, 18, 19, 20, 22, 25, 26, 27, 29, 30, 31, 33, 34, 35, 36, 37, 38, 44, 45, 46, 47, 60, 62, 65, 66, 73, 75, 82, 85, 86, 88, 91, 92, 93 ,94 ,96, 99, 104, 105, 106, 107, 109, 110, 114, 116, 119, 120, 121, 122, 123, 124, 131, 132, 133, 135, 140, 141, 142, 145, 146, 152, 153, 156, 158, 159, 163, 164, 168, 172, 177, 183, 184, 185, 186, 187, 189, 190, 191, 194, 195, 196, 197, 198, 199, 202

Moved:  Jon Edney
Second:  Kapil Sood

Vote: passes 21-0-1

· After discussion, the group decided to break into ad hoc groups and assign an accountable party and clause to the group.  We would reconvene at the beginning of the Wednesday 4 pm sessions to see if anyone had resolutions to propose.  If so we would debate, adopt resolutions and if some had not completed, we would go back into ad hoc session and continue until all comments were resolved.  An hour would be required for empowerments (e.g. conference calls).  Groups and responsible parties included:

· Clause 7 – Nancy Cam-Winget

· Clause 8 – Jesse Walker

· All other clauses – Kapil Sood

Chair:  Any objection to recessing until Wednesday at 4pm?

None

Recess 4:37 pm
Call to Order
Meeting called to order on Wednesday, March 8, 2006 by Jesse Walker at 4.00 pm MST.

Key Points

· None of the groups had any proposals to present to the group.
· Since many regular attendees were attending TGr, the following actions were delayed until Thursday

· 11-06-121r1 Marcus Wong, Broadcast Frame Management Protection
· 11-06-496r0 Nancy Cam-Winget, Normative Text for BUMP Proposal
· Ad Hoc comment resolutions

· Empower teleconferences and a possible Ad Hoc meeting
Motion
Move to reopen comment 60 and to resolve comment 188 as per 11-06-0271-01-000w-d0-00-review-comments.xls

Moved: Nancy Cam-Winget

Second: Suman Sharma

Vote: by unanimous consent
Motion
Move to resolve comment 57 as per 11-06-0271-01-000w-d0-00-review-comments.xls

Moved: Nancy Cam-Winget

Second: Jon Edney

Vote: by unanimous consent
Chair:  Any objection to recessing until Thursday at 8 am?
None

Recess 4:17pm
Call to Order
Meeting called to order on Thursday, March 9, 2006 by Jesse Walker at 8:04 am MST.

Document 06/492r0 Capability Advertisements for 11w, Kapil Sood

· Slide 3 typo when 11w AP Set Bit =1 and Legacy STA Sets bit=0.  Instead of “If legacy AP”, it should be “If 11w AP”.
· Normative text and a motion will happen in May, 2006.
Chair:  All are eligible to vote on a poll.

Straw Poll
Does the approach described in 11-06-0492-00 meet the needs of TGw?

Yes:  16
No:    0
Document 06/121r1 Broadcast Management Frame Protection, Marcus Wong
· This will leave the original beacon alone, but add an additional maintenance beacon.
· The management MIC IE in the maintenance beacon format is the same as the MIC in the broadcast management frames management MIC information element.  Multiple broadcast frames would mean the MMIE in the maintenance beacon would have all the MICS of the BMFs.

· If there are additional broadcast management frames, the transmitter (AP) will need to buffer and order them.  This will require additional memory.

· Someone had a conversation with an AP vendor who said memory is an expensive commodity.

· If memory is not a concern, one could embed one MIC per management frame in the beacon.

· If one broadcast management frame is lost, everything is thrown out.

· There was a question on how power save mode would affect this scheme.  Marcus did not think it would be a problem since when the STA wakes up and receives the next beacon, it can recover by regenerating and verifying that the key disclosed is indeed part of the hash chain.
· There was a request for more details to properly study how time synchronization worked and how much was needed.  Marcus said there was normative text in 11-06-0496-00.  A comment was made that an alternative would be to use a request/response.  The round trip time would then be bounded, which would make it easier to do an analysis.

· It’s unclear what would happen if an attacker generated some noise for the STA and sent two consecutive maintenance beacons from the AP.  The attacker would have the IGTK (insider attack).
Document 06/503r0 Clause 7 Comment Resolutions, Nancy Cam-Winget
	Slide
	Comment ID
	Resolution
	Comment

	2
	58,59,60,61
	Accept in principle.  
	Don’t over load the privacy bit.  Leave it alone to protect data frames. The RSNIE Robust management frame protection bit(s) will protect management frames.

	3
	63,64
	Reject
	The enhancement to the Table 18 reason code 18 will only distinguish it from the new reason code added for management frames.  Legacy station operation will not be affected.
A comment was made to change the latter’s syntax to “Invalid group management cipher” to make it more consistent with the previous reason code.  That will be covered with some other process.

	4
	67
	Open
	Although 802.11i says this field is variable length, it does not explicitly say whether other fields can be included in the IE.  This needs to be made clear.
Someone said this would cause one product to crash with a buffer overflow.

The RSN IE and WPA IE may parse this differently.

People need to do their homework to see which option makes sense:  

· Leave it as is

· Version the RSN IE – this may require new fields to be added
· Create a new TGw IE

	5
	71
	Open - Jesse Walker will work on this
	Since even cryptographers can argue this issue for years (authenticity vs authenticity + confidentiality), IT departments should have some guidance – since as use for management only. 
FIPS says this is a cryptographic algorithm.  It doesn’t specify whether it should be used for data vs management. 

	6
	72
	Open
	Current management frames are not encrypted due to the information conveyed in them.
TGu and TG v may put location information in these frames, which may require confidentiality for privacy reasons.

What are the affects on mixed mode environments?

	7
	74
	Accept
	WEP provides no integrity protection, which does not meet our data integrity requirements.
802.11w has text that restricts a TSN more than 802.11i.  Unicast has to be TKIP of CCMP.  Unicast is AES, whereas broadcast may be WEP.
The sentence can be removed since it is left over from the original BUMP proposal.

	8
	76,77,78,79,81
	Open
	This will be addressed at the May meeting when there is normative text for the 11-06-492-00, Capability Advertisements for 11w, Kapil Sood proposal.

	9
	95
	Accept
	What happens if an attacker modifies the SA or DA of a fragment?


Motion

Moved to accept resolutions for comments 58, 59, 60, 61, 63, 64, 95 as per submission 11-06-0503r0

Moved: Nancy Cam-Winget

Second: Jon Edney

Vote: by unanimous consent

Motion

Moved to accept commenter’s resolution for comment 74

Moved: Nancy Cam-Winget

Second: Jouni Malinen

Vote: by unanimous consent

Document 06/512r0 Review Comments Other Groups, Kapil Sood
	CID
	Resolution
	Comment

	5
	Accept
	Multicast management frames are not defined in the base specification

Still working through the document

	7
	Open
	Other groups (e.g. TGu, TGv, TGs) are planning on using IBSS management frame protection.

A task force of interested parties need to go through the draft and identify all places that relate to IBSS and come back with a proposal with a consistent view and description.

Nancy Cam-Winget will add this to the list of technical issues.

	8
	No change
	A pre-draft had both BIP and MUP listed as protocols.  Since MUP converts broadcast to unicast, it was modified to a service.

	9
	Accept

Dorothy will have a submission
	Check all references to “management frames” vs “robust management frames”

	10
	Open – Jessie Walker
	Use acronyms more discriminately.

Identify areas of the draft where acronym overuse negatively affects readability.

	11-14, 16-17
	Accepted
	Update all Section 5.3 and subsections to add “integrity” to “unicast management frame confidentiality”.


Chair:  Any other business to transact?
None

Recess 9:59 am
Call to Order
Meeting called to order on Thursday, March 9, 2006 by Jesse Walker at 10:30 am MST.

Document 06/512r0 Review Comments Other Groups, Kapil Sood
	CID
	Resolution
	Comment

	21
	Open – 
Kapil Sood, Journi Malinen
	The Association and Re-association carry the client RSN in message 2 of the 4-way handshake.  What does the AP do with unprotected robust management frames it receives in that window?

TGr does not protect message 2.

Make sure the resolution applies to IBSS.



	23
	Accept
	Add in the 4th paragraph from 802.11ma 5.4.3.2.


Motion
Move to request that the IEEE 802.11 WG authorize TGw monthly teleconferences at 11:00 ET on March 23, April 27, May 25, and June 22.

· Moved: Clint Chaplin

· Second: Suman Sharma

· Vote: adopted by unanimous consent

Straw Poll  

Monthly or bi-weekly teleconferences?

Monthly: 5

Bi-weekly: 4

Motion

Moved to request the IEEE 802.11 WG to empower a TGw ad hoc to meet June 19-21, 2006.

Moved: Kapil Sood

Second: Suman Sharma

Vote: adopted by unanimous consent

Motion
Moved to direct the editor to create P802.11w D0.02 by incorporating the comment resolutions and motions adopted that amend the draft

Moved: Donald Eastlake III

Second: Clint Chaplin

Vote: adopted by unanimous consent

Chair:  Any further business to transact?

None

Chair:  Any objection to adjourning?

None

Adjourn 11:15 am
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Abstract


Minutes of the 802.11 TGw Task Group Plenary meeting held during the IEEE 802 March 2006 Plenary Session in Denver, CO from March 5th – 10th, 2006.
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