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Abstract

This document contains a normative text proposal in support of a Diagnostics protocol in accordance with REQ20370.
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TGv Editor: Replace section 7.3.2.38 with the following section in the next TGv draft.

7.3.2.38 Diagnostic Request element
The Diagnostic Request element contains a request that the receiving STA undertake the specified diagnostics action. The format of Diagnostic Request element is shown in Figure v5.

	
	
	
	
	
	

	
	Element ID

	Length

	Diagnostic  Token
	Diagnostic  Request Type
	Diagnostic Request

	Octets:
	1
	1
	1
	1
	variable


Figure v5—Diagnostic Request element format
The Element ID field is equal to the Diagnostic Request value in Table 26.

The value of the Length field is variable and depends on the length of the Diagnostic Request field. The minimum value of the Length field is 2 (based on a minimum length for the Diagnostic Request field of 0 octets).

The Diagnostic Token is set to a number that is unique among the Diagnostic Request elements sent to each destination MAC address for which a corresponding Diagnostic Report element has not been received.

The Diagnostic Request Type is set to a number that identifies a type of diagnostic request. The defined Diagnostic Request Types are shown in Table v4. 

Table v4—Diagnostic Request Type definitions
	Name
	Request Type Value

	Client Report
	0

	802.11 Authentication
	1

	Association
	2

	802.1X Authentication
	3

	Reserved
	4 – 255


The Diagnostic Request field contains zero or more Diagnostic Information Elements depending on the specific Diagnostic Request Type.

The Diagnostic Request element is included in a Diagnostic Request frame as described in 7.4.6.3. The use of Diagnostic Request element and frames is described in 11.15.3
TGv Editor: Insert the following sections after section 7.3.2.38
7.3.2.38.1 Client Report request

The Diagnostic Request element corresponding to a Client Report Diagnostic Request Type is shown in Table v8
Table v8—Client Report request contents

	Order
	Information

	1
	Client Report Group Type


7.3.2.38.2 802.11 Authentication request

The Diagnostic Request element corresponding to an 802.11 Authentication Request Type is shown in Table v9
Table v9—802.11 Authentication request contents

	Order
	Information

	1
	AP Descriptor

	2
	Profile ID


7.3.2.38.3 Association request

The Diagnostic Request element corresponding to an Association Request Type is shown in Table v10.

Table v10—Association request contents

	Order
	Information

	1
	AP Descriptor

	2
	Profile ID


7.3.2.38.4 802.1X Authentication request

The Diagnostic Request element corresponding to an 802.1X Authentication Request Type is shown in Table v11.

Table v11—Authentication request contents

	Order
	Information

	1
	AP Descriptor

	2
	EAP Method

	3
	802.1X credentials

	4
	Profile ID


7.3.2.38.5 Diagnostic Information Element descriptions

The following sections describe the various Diagnostic Information Elements that may be included in Diagnostic Elements field of a Diagnostic Request element or a Diagnostic Report element. The format of a Diagnostic Information element is shown in Figure v29.
	
	
	
	

	
	Diagnostic Information Element ID
	Length
	Diagnostic Information Element Contents

	Octets:
	2
	2
	Variable


Figure v29—Diagnostic Information Element format
The Diagnostic Information Element ID field indicates the Diagnostic Information Element type and shall be set to any allocated value in Table v12.

The Length field shall be set to total length of the element minus Element ID and Length fields.
The Diagnostic Information Element Contents field carries the content specifics of an individual element type and is described in the subsections that follow.  

Table v12—Diagnostic Information Element ID Values 

	Value
	Description

	0
	AP descriptor

	1
	802.1X credentials

	2
	Abort reason

	3
	Profile ID

	4
	Manufacturer OUI

	5
	Manufacturer ID string

	6
	Manufacturer model string

	7
	Manufacturer serial number string

	8
	Radio type

	9
	Firmware Version

	10
	MAC address

	11
	Antenna Type

	12
	Antenna gain

	13
	Radio channels

	14
	Data Rates

	15
	SSID

	16
	Tx power

	17
	Data rates  

	18
	Cipher Suite

	19
	AKM Suite

	20
	EAP Method

	21
	Power Save Mode

	22
	Status Code

	23-65355
	Reserved


7.3.2.38.5.1 AP Descriptor

The format of the AP descriptor is described in Figure v30.
	
	
	
	

	
	BSSID
	Channel Number
	Regulatory Class

	Octets:
	6
	1
	1


Figure v30—AP descriptor 

The BSSID field is a 6-byte field as described in 7.1.3.3.3 that identifies the BSS of the AP Descriptor.

The Channel Number field indicates the current operating channel of the AP represented by the BSSID in the AP Descriptor.

The Regulatory Class field contains an enumerated value from Annex J specifying the frequency band in which the Channel Number is valid.
7.3.2.38.5.2 802.1X Credentials

The format for the 802.1X credentials is shown in Figure v31.
	
	

	
	Credentials

	Octets:
	1


Figure v31—802.11 credentials format

The Credentials field indicates the type of credential. The valid values for this field are shown in Table v13.

Table v13—802.1X Credential Type Values

	Value
	Description

	0
	Pre-shared key

	1
	Username and password

	2
	X.509 certificate

	3
	Other certificate

	4
	One time password

	5
	SecurID token

	6–254
	Reserved

	255
	None


7.3.2.38.5.3 Abort Reason

The format for Abort Reason is shown in Figure v32.
	
	

	
	Abort Reason

	Octets:
	1


Figure v32 - Abort Reason format

The values for the abort reason are shown in Table v14.

Table v14—Abort Reason

	Value
	Description

	0
	Reserved

	1
	Timeout waiting for response from client

	2
	Cancelled by operator

	3-255
	Reserved


7.3.2.38.5.4 Profile ID

The format for the Profile ID is shown in Figure v33.
	
	

	
	Profile ID

	Octets:
	1


Figure v33—Current Profile Indication format

The Profile ID field contains a unique identifier for referencing a configuration profile available on a device.

7.3.2.38.5.5 Client Report Group Type

The format for the Client Report Group Type is shown in Figure v34.
	
	

	
	Group Type

	Octets:
	1


Figure v34—Client Report Group Type format

The Client Report Group Type is a one byte field that indicates the type of information to be reported in the Client Report and shall be set to any of the allocated values in Table v15.

Table v15—Client Report Group Type definitions

	Client Report Group Type
	Value

	Manufacturer Information
	0

	Operating Parameters
	1

	Capabilities
	2

	Configuration Profile
	3

	Reserved
	4 – 255


7.3.2.38.5.6 Manufacturer OUI

The format for the Manufacturer OUI is shown in Figure v35.
	
	

	
	OUI

	Octets:
	3


Figure v35—Manufacturer OUI format

The OUI field contains an Organizational Unique Identification, the first 24-bits of the network connected device, which indicate the specific vendor for that device.

7.3.2.38.5.7 Manufacturer ID String 

The format for the Manufacturer ID string is shown in Figure v36.
	
	

	
	ID

	Octets:
	variable


Figure v36—Manufacturer ID string format

The ID field contains an ASCII string indicating the manufacturer identifier of the wireless network adaptor.

7.3.2.38.5.8 Manufacturer Model String 

The format for the Manufacturer model string is shown in Figure v37.
	
	

	
	Model

	Octets:
	variable


Figure v37—Manufacturer model string format
The Model field contains an ASCII string indicating the model of the wireless network adaptor.

7.3.2.38.5.9 Manufacturer Serial Number String

The format for the Manufacturer serial number string is shown in Figure v38.
	
	

	
	Serial Number

	Octets:
	variable


Figure v38—Manufacturer ID string format

The Serial Number field contains an ASCII string indicating the serial number of the wireless network adaptor.

7.3.2.38.5.10 Radio Type

The format for the Radio Type is shown in Figure v39.
	
	

	
	Radio Type

	Octets:
	1


Figure v39—Radio Type format
The Radio Type field contains the type of radio in use by the wireless network adaptor and shall be set to one of the values defined in dot11PHYType.
7.3.2.38.5.11 Firmware Version

The format for the Firmware Version is shown in Figure v40.
	
	

	
	Firmware Version

	Octets:
	variable


Figure v40—Firmware Version format
This Firmware Version field contains an ASCII string identifying the version of firmware currently installed on the wireless network adaptor.
7.3.2.38.5.12 MAC Address

The format for the MAC address is shown in Figure v41.
	
	

	
	MAC Address

	Octets:
	6


Figure v41—MAC address format
This MAC Address field contains the 48-bit IEEE 802 MAC address of the wireless client adaptor.
7.3.2.38.5.13 Antenna Type

The format for the Antenna Type is shown in Figure v42.
	
	

	
	Antenna Type

	Octets:
	1


Figure v42—Antenna Type format

The Antenna Type field contains the type of antenna connected to the wireless network adaptor and shall be set to one of the values in Table v17.
Table v17—Antenna Types
	Antenna Type
	Value

	Omni-directional collinear
	0

	Omni-directional diversity
	1

	Omni-directional other
	2

	Directional yagi
	3

	Directional panel
	4

	Directional sector
	5

	Directional other
	6

	Unknown
	7

	Reserved
	8-255


7.3.2.38.5.14 Antenna Gain

The format for the Antenna gain is shown in Figure v43.
	
	

	
	Antenna Gain

	Octets:
	1


Figure v43—Antenna gain format
The Antenna Gain field contains the peak gain in dBi of the antenna for directional antennas and the average gain in dBi for omni-directional antennas connected to the wireless network adaptor.
7.3.2.38.5.15 Radio Channels

The format for the Radio channels is shown in Figure v44.
	
	

	
	Radio Channels

	Octets:
	variable


Figure v44—Radio channels format

The Radio Channels field contains a list of one or more radio channel numbers. Each byte in the Radio Channels field represents an individual channel number.
7.3.2.38.5.16 TX Power
The format for the Tx Power is shown in Figure v45.
	
	
	

	
	Tx Power Mode
	Tx Power

	Octets:
	1
	variable


Figure v45—Tx Power format
Tx Power Mode: This field identifies the transmit power mode of the client STA and shall be set to one of the values in Table v18.

Table v18—Tx Power Modes
	Tx Power Mode
	Value

	Fixed
	0

	Automatic
	1

	Reserved
	2-32


If the Tx Power Mode field is set to be Fixed then this field contains one or more Tx Power values where each byte in the Tx Power field contains a 2’s complement value indicating a Tx Power level in dBm. If the Tx Power Mode field is not set to Fixed then this field shall be omitted.

7.3.2.38.5.17 Data Rates

The format for the Data Rates is shown in Figure v46.
	
	

	
	Data Rates

	Octets:
	variable


Figure v46—Data Rates format

The Data Rates field contains one or more Data Rate value. Each byte in the Data Rate field is encoded with an MSB set to a 1 to indicate that the data rate is in the basic rate set and the remaining 6 bit value multiplied by 0.5 Mbit/s to indicate the data rate.
7.3.2.38.5.18 Cipher Suite
The format for the Cipher Suite is shown in Figure v47.

	
	
	

	
	OUI
	Suite Type

	Octets:
	3
	1


Figure v47—Cipher Suite format

The OUI and Suite Type fields identify the cipher suite and shall be set to one of the values in Table 32.
7.3.2.38.5.19 AKM Suite
The format for the AKM Suite is shown in Figure v48.
	
	
	

	
	OUI
	AKM Suite

	Octets:
	3
	1


Figure v48—AKM Suite format

The OUI and AKM Suite fields identify the authentication method and shall be set to one of the values in Table 34.
7.3.2.38.5.20 EAP Method

The format for the EAP method is shown in Figure v49.
	
	

	
	EAP method

	Octets:
	1


Figure v49—EAP method format

The EAP Method field contains a value that identifies a particular EAP method and shall be set to any valid IANA assigned EAP type defined at http://www.iana.org/assignments/eap-numbers.
7.3.2.38.5.21 Power Save Mode

The format for the Power Save Mode is shown in Figure v50.
	
	

	
	Power Save Mode

	Octets:
	1


Figure v50—Power Save Mode format

The Power Save Mode field indicates the type of power save configured on the wireless network adaptor and shall be set to one of the values in Table v22.

Table v22—Power Save Mode definition
	Power Save Mode
	Value

	Constantly Awake
	0

	Normal Power Save 
	1

	U-APSD
	2

	S-APSD
	3

	Reserved
	4–254

	Unknown
	255


7.3.2.38.5.22 Status Code

The format for the Status Code is shown in Figure v50.
	
	

	
	Status Code

	Octets:
	1


Figure v51—Status Code format

The Status Code field shall contain the final 802.11 Status code, as defined in Table 23, received at the end of the applicable operation.

7.3.2.39 Diagnostic Report element
The Diagnostic Report element contains a Diagnostic report. The format of the Diagnostic Report element is shown in Figure v6.

	
	
	
	
	
	
	

	
	Element ID

	Length

	Diagnostic Token
	Diagnostic Report Type
	Diagnostic Status
	Diagnostic Report

	Octets:
	1
	1
	1
	1
	1
	variable


Figure v6—Diagnostic Report element format
The Element ID field is equal to the Diagnostic Report value in Table 26.

The value of the Length field is variable and depends on the length of the Diagnostic Report field. The minimum value of the Length field is 3 (based on a minimum length for the Diagnostic Report field of 0 octets).

The Diagnostic Token field is set to the Diagnostic Token in the corresponding Diagnostic Request element.

The Diagnostic Report Type field is set to a number that identifies the Diagnostic report. Those Diagnostic Report Types that have been allocated are shown in Table v5.

Table v5—Diagnostic Report Type Definitions for Diagnostic Report Request
	Name
	Report Type Value

	Client Report
	0

	802.11 Authentication
	1

	Association
	2

	802.1X Authentication
	3

	Reserved
	4 – 255


The Diagnostic Status field is set to a value in Table v6, indicating the client’s response to the Diagnostic Request indicated by the Dialog Token.

Table v6—Diagnostic Status values
	Status Value
	Description

	0
	Successful

	1
	Fail

	2
	Refused

	3
	Incapable

	4-255
	Reserved


The Diagnostic Report field contains the results of the diagnostic request.

The Diagnostic Report element is included in a Diagnostic Report frame as described in 7.4.6.4. The use of Diagnostic Report element and frames is described in 11.15.3.

TGv Editor: Insert the following sections after section 7.3.2.39 in the current TGv draft.
7.3.2.39.1 Client Report 

The Diagnostic IEs field corresponding to a Client Report is populated differently depending on the Client Report Group Type element that was included in the Client Report Diagnostic Request element.

The Diagnostic IEs field corresponding to a Diagnostic Report element of type Client Report with a Client Report Group Type of Manufacturer Information is shown in Table v26.

Table v26—Client Report for Group Type Manufacturer Information contents

	Order
	Information

	1
	Manufacturer OUI

	2
	Manufacturer ID string

	3
	Manufacturer model string

	4
	Manufacturer serial number string

	5
	Radio type

	6
	Firmware Version

	7
	MAC address

	8
	Antenna Type

	9
	Antenna gain


The Diagnostic IEs field corresponding to a Diagnostic Report element of type Client Report with a Client Report Group Type of Operating Parameters is shown in Table v27.

Table v27—Client Report for Group Type Operating Parameters contents

	Order
	Information

	1
	MAC Address

	2
	Radio channels

	3
	Tx Power

	4
	Data Rates

	5
	SSID

	6
	Cipher Suite

	7
	AKM Suite

	8
	EAP Method

	9
	Profile ID


The Diagnostic IEs field corresponding to a Diagnostic Report element of type Client Report with a Client Report Group Type of Capabilities is shown in Table v28.

Table v28—Client Report for Group Type Capabilities contents

	Order
	Information

	1
	Radio channels

	2
	Tx Power

	3
	Data Rates

	4
	Cipher Suite

	5
	AKM Suite

	6
	EAP Method


The Diagnostic IEs field corresponding to a Diagnostic Report element of type Client Report with a Client Report Group Type of Configuration Profile is shown in Table v29.

Table v29—Client Report for Group Type Configuration Profile contents

	Order
	Information

	1
	Profile ID

	2
	Radio channels

	3
	Tx Power

	4
	Data Rates

	5
	Cipher Suite

	6
	AKM Suite

	7
	EAP Method

	8
	SSID


7.3.2.39.2 802.11 Authentication Report

The Diagnostic IEs field corresponding to a Diagnostic Report element of type 802.11 Authentication Report is shown in Table v30.

Table v30—802.11 Authentication Report contents

	Order
	Information

	1
	AP Descriptor

	2
	Status Code


7.3.2.39.3 Association Report

The Diagnostic IEs field corresponding to a Diagnostic Report element of type Association Report is shown in Table v31.

Table v31—Association Report contents

	Order
	Information

	1
	AP Descriptor

	2
	Status Code


7.3.2.39.4 802.1X Authentication Report

The Diagnostic IEs field corresponding to a Diagnostic Report element of type 802.1X Authentication Report is shown in Table v32.

Table v32—802.1X Authentication Report contents

	Order
	Information

	1
	AP Descriptor

	2
	EAP Method

	3
	Credential Type

	4
	Status Code


TGv Editor: Insert the following sections after section 11.15.3 in the current TGv draft.
11.15.3.1 Client Report

The Client Report Diagnostic Request is a mechanism used by STA and AP for the purpose of exchanging STA information. An AP may send a Diagnostic Request frame indicating a Client Report request to any STA that has associated and authenticated with the AP. The Client Report Request frame identifies what type of information is desired by selecting an information group. The following groups are available:

· Manufacturer’s Information – for retrieving data about the NIC card in use

· Operating Parameters – for retrieving the details of the STA’s current operational modes

· Capabilities – for retrieving information about the STA’s capabilities

· Configuration Profile – for retrieving information about the configuration of the STA
Upon receipt of the Diagnostic Request frame containing a Client Report Request the STA generates one or more Diagnostic Report elements each containing a Client Report that include the requested information. 

11.15.3.1.1 Client Report Grouping

In order to simplify the information requests from the AP to client STA, various Client Report Group Types are provided.  When an AP sends a Client Report Request to the client STA it shall indicate a single Client Report Group Type.  The receiving client STA shall only send Diagnostic Information elements allowed for the requested group type.  The client STA shall send all available Diagnostic Information elements for the requested group type.  

11.15.3.1.2 Configuration Profile Group

The purpose of the Configuration Profile group is for the AP to discover all the available configuration profiles as well as the current profile in use for an associated device.  Devices that support multiple profiles may include multiple Diagnostic Report elements in a single Diagnostic Report frame (or multiple frames if required).  Each Diagnostic Report element shall contain a Profile ID element that uniquely identifies the configuration profiles available on the device.

11.15.3.1.3 Operating Parameters Group

The purpose of the Operating Parameters Group is for an AP to discover various important operating settings currently in use for an associated device.  A client STA receiving a Client Report request type with a Client Report Group Type set to Operating Parameters shall respond with a Diagnostic Report frame that includes all available Client Diagnostic Information elements allowed for the group.  The client STA shall populate the report frame with the parameters that were in use at the time that the Diagnostic Request frame was received.

11.15.3.1.4 Manufacturer Information Group

The purpose of the Manufacturer Information Group is for an AP to discover all the static manufacturer specific data about an associated device.  A client STA receiving a Client Report request type with a Client Report Group Type equal to Manufacturer Information shall respond with a Diagnostic Report frame that includes all available Diagnostic Information elements allowed for the group.  

11.15.3.1.5 Capabilities Group

The purpose of the Capabilities Group is for an AP to discover the range of capabilities available to an associated device.  A client STA receiving a Client Report request type with a Client Report Group Type set to Client Capability shall respond with a Diagnostic Report frame that includes all available Diagnostic Information elements allowed for the group.  

The Client Report Response elements included should describe the available capabilities and not current settings for the capabilities.  It is important that the AP discover what the client STA is capable of rather than what its current settings.
11.15.3.2 802.11 Authentication

The purpose of the 802.11 Authentication diagnostic is to determine that the STA is able to perform an 802.11 authentication properly with a designated BSS. This test directs an 802.11 authentication to be completed with a specific AP.

To initiate the test, the AP shall send a Diagnostic Request frame containing an 802.11 authentication request to the STA. All parameters required to complete the 802.11 authentication are included in the Diagnostic Request element.
Upon receipt of the Diagnostic Request frame containing a Diagnostic Request element specifying an 802.11 authentication request, the STA shall cause the normally instantiated protocol stack to perform the 802.11 authentication using the requested parameters.
Upon completion of the test, the STA shall go back to the requesting AP and 802.11 authenticate, associate and establish required security association so that it can respond with a Diagnostic Report frame that includes a Diagnostic Report element that describes the result of the operation.

11.15.3.3 Association

The purpose of the Association diagnostic is to determine that the STA is able to associate properly with a designated BSS. This test directs an association to be completed with a specific AP.

To initiate the test, the AP shall send a Diagnostic Request frame containing an Association request to the STA.  All parameters required to complete the association are included in the Diagnostic Request element.  

Upon receipt of the Diagnostic Request frame containing a Diagnostic Request element specifying an Association request, the STA shall cause the normally instantiated protocol stack to perform the association using the requested parameters.
Upon completion of the test, the STA shall go back to the requesting AP and 802.11 authenticate, associate and establish required security association so that it can respond with a Diagnostic Report frame that includes a Diagnostic Report element that describes the result of the operation.

11.15.3.4 802.1X Authentication 

The purpose of the 802.1X Authentication diagnostic is to determine that the STA is able to properly complete an 802.1X authentication with a designated BSS. This test directs an association and 802.1X authentication to be completed with a specific AP.

To initiate the test, the AP shall send a Diagnostic Request frame containing an 802.1X Authentication request to the STA. All parameters required to complete the operation including the association and 802.1X authentication are included in the Diagnostic Request element.
Upon receipt of the Diagnostic Request frame containing a Diagnostic Request element specifying an 802.1X authentication request, the STA shall cause the normally instantiated protocol stack to perform the association and 802.1X authentication using the requested parameters.
Upon completion of the test, the STA shall go back to the requesting AP and 802.11 authenticate, associate and establish required security association so that it can respond with a Diagnostic Report frame that includes a Diagnostic Report element that describes the result of the operation.

TGK Editor: Insert the new rows below into clause A.4.13:

A.4.14 Wireless Network Management extensions

	
	
	
	
	

	Item
	Protocol Capability
	References
	Status
	Support

	RME4.3
	Client Report Diagnostic Type
	7.3.2.38, 7.3.2.38.1, 7.3.2.39, 7.3.2.39.1, 11.15.3.1
	CFv:M
	Yes, No, N/A

	RME4.4
	802.11 Authentication Diagnostic Type
	7.3.2.38, 7.3.2.38.2, 7.3.2.39, 7.3.2.39.2, 11.15.3.2
	CFv:M
	Yes, No, N/A

	RME4.5
	Association Diagnostic Type
	7.3.2.38, 7.3.2.38.3, 7.3.2.39, 7.3.2.39.3, 11.15.3.3
	CFv:M
	Yes, No, N/A

	RME4.6
	802.1X Authentication Diagnostic Type
	7.3.2.38, 7.3.2.38.4, 7.3.2.39, 7.3.2.39.4, 11.15.3.4
	CFv:M
	Yes, No, N/A
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