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Abstract

This submission contains the diagnostic alerts part of 05/1070r3 updated to be consistent with the TGv baseline document (IEEE802.11v D0.01). It is a proposal in support of the TGv Diagnostics and Troubleshooting requirement.


7. Frame formats

7.3 Management Frame Body Components

7.3.2 Information Elements

7.3.2.21 Measurement Request element

Change Table 29 in 7.3.2.21 as follows:

Table 29—Measurement Type definitions for measurement requests

	Name
	Measurement Type
	Measurement Use

	Basic Request
	0
	Spectrum Management

	Clear Channel Assessment (CCA) request
	1
	

	Receive power indication (RPI) histogram request
	2
	

	Channel load request
	3
	Radio Resource Measurement

	Noise histogram request
	4
	

	Beacon request
	5
	

	Frame request
	6
	

	STA statistics request
	7
	Radio Resource Measurement & Wireless Network Management

	LCI request
	8
	Radio Resource Measurement

	QoS metrics request
	9
	Radio Resource Measurement & Wireless Network Management

	Multicast Diagnostics
	10
	Wireless Network Management

	Reserved
	11-254
	N/A

	Measurement Pause request
	255
	Radio Resource Measurement


7.3.2.21.8 STA Statistics Request

Change Figure k11 in 7.3.2.21.8 as follows:

	
	
	
	
	

	
	Randomization Interval
	Measurement Duration
	Group Identity
	Triggered Reporting (optional)

	Octets:
	2
	2
	1
	variable


Figure k11—Measurement Request field format for a STA Statistics Request

Change Table k4 in 7.3.2.21.8 as follows:

Table k4—Group Identity for a STA Statistics Request

	Statistics Group Name
	Group Identity

	STA Counters from dot11CountersTable
	0

	BSS Load as described in 7.3.2.29
	1

	RSNA Counters
	2

	Reserved
	3 – 255


Insert the following at end of subclause 7.3.2.21.8:

The Triggered Reporting field is used to specify trigger conditions and thresholds for triggered STA Statistics measurements. It is only present when setting up triggered reporting for Statistics Groups STA Counters from dot11CountersTable or RSNA Counters. See 11.11.9.5.
The format of Triggered Reporting field for STA Counters is shown in Figure v1.

	
	
	
	
	
	

	
	STA Counter Trigger Condition
	dot11Failed
Threshold
	dot11Retry
Threshold
	dot11Multiple
Retry
Threshold
	dot11Frame
Duplicate
Threshold

	Octets:
	1
	2
	2
	2
	2

	
	
	
	
	
	

	
	dot11RTS
Failure
Threshold
	dot11ACK
Failure
Threshold
	dot11FCS
Error
Threshold
	Measurement Count
	Trigger Timeout

	
	2
	2
	2
	2
	2


Figure v1—Triggered Reporting Field for STA Counters

STA Counter Trigger Condition is a bit-field that specifies reporting triggers when requesting triggered STA Statistics reporting. The format of STA Counter Trigger Condition is shown in Figure v2.

	
	
	
	
	
	
	
	
	

	
	B0
	B1
	B2
	B3
	B4
	B5
	B6
	B7

	
	dot11Failed
	dot11Retry
	dot11Multiple
Retry 
	dot11Frame
Duplicate
	dot11RTS
Failure
	dot11ACK
Failure
	dot11FCS
Error
	Reserved

	Bits
	1
	1
	1
	1
	1
	1
	1
	1


Figure v2 — STA Counter Trigger Condition field
· Each bit in the STA Counter Trigger Condition field is set to 1 to request that a STA Statistics Report be generated when the corresponding STA counter defined in Figure k25 (in 7.3.2.22.8) increases by a value greater than or equal to the value of the corresponding STA counter threshold in Figure v1, within the total number of MSDUs given in Measurement Count. One or more trigger conditions may be set with specified thresholds.
The Trigger Timeout field contains a value in units of 100 TU during which a measuring STA shall not generate further triggered STA Statistics Reports after a trigger condition has been met.

The Measurement Count field contains a number of MSDUs used in determining trigger thresholds as described above.
The format of Triggered Reporting field for RSNA Counters is shown in Figure v3.

	
	
	
	
	
	
	

	
	RSNA Trigger Condition
	dot11RSNAStats
TKIPICVErrors Threshold
	dot11RSNA
StatsTKIPLocal
MICFailures Threshold
	dot11RSNA
StatsTKIPRemote
MICFailures Threshold
	dot11RSNAStats
CCMPReplays Threshold
	dot11RSNA
StatsCCMP
DecryptErrors Threshold

	Octets:
	2
	2
	2
	2
	2
	2

	
	
	
	
	
	
	

	
	dot11RSNAStats
TKIPReplays Threshold
	dot11RSNAStats
Broadcast
MICErrors Threshold
	Measurement Count
	Trigger Timeout
	
	

	Octets:
	2
	2
	2
	2
	
	

	
	
	
	
	
	
	


Figure v3—Triggered Reporting Field for RSNA Counters

RSNA Trigger Condition is a bit-field that specifies reporting triggers when requesting triggered STA Statistics reporting. The format of Trigger Condition is shown in Figure v4.

	
	
	
	
	
	

	
	B0
	B1
	B2
	B3
	B4

	
	RSNAStats
TKIPICV
	RSNA
StatsTKIP
LocalMIC
	RSNA
StatsTKIP
RemoteMIC
	RSNAStats
CCMPReplays
	RSNA
StatsCCMP
Decrypt

	Bits:
	1
	1
	1
	1
	1

	
	
	
	
	
	

	
	B5
	B6
	B7-B15
	
	

	
	RSNAStats
TKIPReplays
	RSNAStats
BroadcastMIC
	Reserved
	
	

	Bits:
	1
	1
	9
	
	

	
	
	
	
	
	


Figure v4— RSNA Trigger Condition field 

· Each bit in the Trigger Condition field is set to 1 to request that a STA Statistics Report be generated when the corresponding RSNA Error or Failure counter defined in Figure v8 (see 7.3.2.22.8) increases by a value grater than or equal to the value of the corresponding RSNA Failure Threshold in Figure v3 within the total number of MSDUs given in Measurement Count. One or more trigger conditions may be set with specified thresholds.
The Trigger Timeout field contains a value in units of 100 TU during which a measuring STA shall not generate further triggered STA Statistics Reports after a trigger condition has been met.

The Measurement Count field contains a number of MSDUs to be used in determining trigger thresholds as described above.

Insert the following clause after 7.3.2.21.10 renumbering subsequent clauses
7.3.2.21.11 Multicast Diagnostics Request

The Measurement Request field corresponding to a Multicast Diagnostics Request is shown in Figure v5. The response to a Multicast Diagnostics Request is a Multicast Diagnostics Report.

	
	
	
	
	

	
	Randomization Interval
	Measurement Duration
	Multicast MAC Address
	Multicast Triggered Reporting (optional)

	Octets:
	2
	2
	6
	3


Figure v5—Measurement Request field format for a 
Multicast Diagnostics Request

Randomization Interval shall be set to the desired maximum random delay in the measurement start time, expressed in TUs. The use of Randomization Interval is described in 11.11.3. Randomization Interval is not used and shall be set to 0 when requesting triggered Multicast diagnostics.

Measurement Duration shall be set equal to the duration of the requested measurement, expressed in TUs. Requested Measurement Duration for a Multicast Diagnostics Report shall always be an integral number of beacon intervals. When setting up a triggered multicast diagnostics alert, Measurement Duration is not used and shall be set to 0.

Multicast MAC Address contains the MAC address of the multicast traffic (the multicast group) to which the request relates. Multicast MAC address may also be set to the broadcast address to request diagnostic reporting on broadcast traffic.

The Multicast Triggered Reporting field is used to specify trigger conditions and thresholds. It is only present when setting up triggered management diagnostic reporting. The Multicast Triggered Reporting field is as shown in Figure v6.

	
	
	
	

	
	Multicast Trigger Condition
	Report Timeout
	Trigger Timeout

	Octets:
	1
	1
	1


Figure v6—Multicast Triggered Reporting field

Multicast Trigger Condition is a bit-field that specifies reporting triggers for triggered management diagnostic reporting. The format of Multicast Trigger Condition is shown in Figure v7.

	
	
	
	

	
	B0
	B1
	B7

	
	Report Timeout
	Reserved

	Bits:
	1
	6


Figure v7 —Multicast Trigger Condition field

· Report Timeout is set to 1 to request that a Multicast Triggered Report be generated when no multicast frames with the monitored multicast or broadcast address are received in a time that equals to value given in Report Timeout Field. 

The Report Timeout field contains a time value in units of 10 TU to be used as the threshold value for the Report Timeout trigger condition.

The Trigger Timeout field contains a value in units of 100 TU during which a measuring STA shall not generate further Multicast Triggered Reports after a trigger condition has been met.

7.3.2.22 Measurement Report element

Change Table 30 in 7.3.2.22 as follows:

Table 30—Measurement Type definitions for measurement reports

	Name
	Measurement Type
	Measurement Use

	Basic report
	0
	Spectrum Management

	Clear Channel Assessment (CCA) report
	1
	

	Receive power indication (RPI) histogram report
	2
	

	Channel load report
	3
	Radio Resource Measurement

	Noise histogram report
	4
	

	Beacon report
	5
	

	Frame report
	6
	

	STA statistics report
	7
	Radio Resource Measurement & Wireless Network Management

	LCI report
	8
	Radio Resource Measurement

	QoS metrics report
	9
	Radio Resource Measurement & Wireless Network Management

	Multicast Diagnostics
	10
	Wireless Network Management

	Reserved
	11-255
	N/A


7.3.2.22.8 STA Statistics Report

Change Figure k24 in 7.3.2.22.8 as follows:

	
	
	
	

	
	Measurement Duration
	Statistics Group Data
	Reporting Reason

	Octets:
	2
	Variable
	Variable


Figure k24—Measurement Report field format for a STA Statistics Report

Insert a new row into table k8 as shown below:
Table k8—Group Identity for a STA Statistics Report

	Group Identity Requested
	Statistics Returned

	2
	dot11RSNAStatsTKIPICVErrors (Counter32)
dot11RSNAStatsTKIPLocalMICFailures (Counter32)
dot11RSNAStatsTKIPRemoteMICFailures (Counter32)
dot11RSNAStatsCCMPReplays (Counter32)
dot11RSNAStatsCCMPDecryptErrors (Counter32)
dot11RSNAStatsTKIPReplays (Counter32)
dot11RSNAStatsBroadcastMICErrors (Counter32)

	3– 255
	None


Insert the following text at the end of 7.3.2.22.8:

The format of the Measurement Report field for RSNA Counters Group is shown in Figure v8
	
	
	
	
	
	

	
	dot11RSNAStats
TKIPICVErrors
	dot11RSNA
StatsTKIPLocal
MICFailures
	dot11RSNA
StatsTKIPRemote
MICFailures
	dot11RSNAStats
CCMPReplays
	dot11RSNA
StatsCCMP
DecryptErrors

	Octets:
	4
	4
	4
	4
	4

	
	
	
	
	
	

	
	dot11RSNAStats
TKIPReplays
	dot11RSNAStats
Broadcast
MICErrors
	
	
	

	Octets:
	4
	4
	
	
	

	
	
	
	
	
	


Figure v8— Measurement Report field format for RSNA Counters Group

The Reporting Reason field is a bit field indicating the reason that the measuring STA sent the STA Statistics report. It is only present if Statistics Group Name is STA Counters from dot11CountersTable or RSNA Counters.

The Reporting Reason field for STA Counters is shown in Figure v9.

	
	
	
	
	
	
	
	
	

	
	B0
	B1
	B2
	B3
	B4
	B5
	B6
	B7

	
	dot11Failed
	dot11Retry
	dot11Multiple
Retry 
	dot11Frame
Duplicate
	dot11RTS
Failure
	dot11ACK
Failure
	dot11FCS
Error
	Reserved


	Bits
	1
	1
	1
	1
	1
	1
	1
	1


Figure v9—Reporting Reason field for STA Counters

The Reporting Reason field for RSNA Counters is shown in Figure v10.

	
	B0
	B1
	B2
	B3
	B4

	
	RSNAStats
TKIPICV
	RSNA
StatsTKIP
LocalMIC
	RSNA
StatsTKIP
RemoteMIC
	RSNAStats
CCMPReplays
	RSNA
StatsCCMP
Decrypt

	Bits:
	1
	1
	1
	1
	1

	
	
	
	
	
	

	
	B5
	B6
	B7-B15
	
	

	
	RSNAStats
TKIPReplays
	RSNAStats
BroadcastMIC
	Reserved
	
	

	Bits:
	1
	1
	9
	
	

	
	
	
	
	
	


Figure v10—Reporting Reason field for RSNA Counters

In a requested STA Statistics Report, all bit fields in the Reporting Reason field are set to 0.

Insert the following clause after 7.3.2.22.10
7.3.2.22.11 Multicast Diagnostics Report

The format of the Measurement Report field of a Multicast Diagnostics report is shown in Figure v11.

	
	
	
	
	
	

	
	Measurement Start Time
	Measurement Duration
	Multicast MAC Address
	Multicast Reporting Reason
	Multicast Received MSDU Count

	Octets:
	1
	2
	6
	1
	4


Figure v11—Measurement Report field 
format for a Multicast Diagnostics Report

The Measurement Start Time shall be set to the value of the STA TSF timer at the time the measurement started. For a triggered Multicast Diagnostics report, this shall be the TSF value at the reporting STA when the trigger condition was met.

Measurement Duration shall be set equal to the duration over which the Multicast Diagnostics Report was measured, expressed in TUs. Reported Measurement Duration for a Multicast Diagnostics Report shall always be an integral number of beacon intervals due to the measurement process. Measurement Duration is not used in triggered diagnostics reporting and shall be set to 0.

Multicast MAC Address contains the MAC address of the multicast traffic (the multicast group) to which the report relates.

The Multicast Reporting Reason field is a bit field indicating the reason that the measuring STA sent the Multicast Diagnostics report. The Multicast Reporting Reason field is shown in Figure v12.

	
	
	
	

	
	B0
	B1
	B7

	
	Report Timeout Trigger
	Reserved

	Bits:
	1
	6


Figure v12—Multicast Reporting Reason field

· The Report Timeout Trigger bit set to 1 indicates that Multicast Diagnostics Report was generated as a triggered report due to the Report Timeout trigger.

The Multicast Received MSDU Count contains the total number of multicast MSDUs for the Multicast MAC Address that were received during the Measurement Duration. For a triggered multicast diagnostics measurement this shall be the total number of frames received with the indicated Multicast MAC Address.

In a requested Multicast STA Performance Report, all bit fields in the Reporting Reason field are set to 0.

Chnage 7.3.2.35 as follows
7.3.2.35 Wireless Network Management Capability Information element

The Wireless Network Management Capability Information element contains information about the wireless network management capabilities of a STA as shown in Figure v1.

	
	
	
	

	
	Element ID
	Length
	Wireless Network Management Capabilities

	Octets:
	1
	1
	2


Figure v1—Wireless Network Management Capability Information element format

The Element ID field is equal to the Wireless Network Management Capability value in Table 26.

The value of the length field is variable and depends on the length of the Wireless Network Management Capabilities field. The minimum value of the length field is 2.

The Wireless Network Management Capabilities field is a bit field indicating the advertised management capabilities of the STA. The Wireless Network Management Capabilities field is shown in Figure v2.

	
	
	
	
	
	

	
	B0
	B1
	B2
	B23
	B15

	
	Event Log
	Diagnostics Channel
	Multicast Alert
	Reserved

	Bits:
	1
	1
	1
	143


Figure v2—Wireless Network Management Capabilities

· The Event Log bit set to 1 indicates the STA supports Event Log diagnostics as described in 11.15.2. The Event Log bit set to 0 indicates that the STA does not support this service.

· The Diagnostics Channel bit set to 1 indicates the STA supports Diagnostics Channel as described in 11.15.3. The Diagnostics Channel bit set to 0 indicates that the STA does not support this service.

· The Multicast Alert bit set to 1 indicates the STA supports Multicast diagnostics as described in 11.15.1.1. The Multicast Alert bit set to 0 indicates that the STA does not support this service.

· All other bits are reserved and shall be set to 0 on transmission and ignored on reception

The lack of a Wireless Network Management Capability element shall be interpreted as the STA having no advertised Wireless Network Management Capabilities.

11. MAC sublayer management entity

11.11 Radio Measurement Procedures

11.11.9 Specific Measurement Usage
11.11.9.5 STA Statistics Report

Insert the following at the end of 11.11.9.5:

A STA may request that a STA Statistics report be sent when statistics of interest reach a defined threshold. This is termed a triggered STA Statistics measurement and shall be requested by setting the Enable and Report bits to 1 within a Measurement Request Element containing the STA Statistics Measurement Type. The Measurement Request field shall contain a STA Statistics Request with the trigger conditions specified in the Triggered Reporting field. One or more trigger conditions may be set with specified thresholds. See 11.11.8.

A STA accepting a triggered STA Statistics measurement shall measure the requested statistics. If a trigger condition occurs, the measuring STA shall send a STA Statistics measurement report to the requesting STA. The measuring STA shall not send further triggered STA Statistics reports until the Trigger Timeout period specified in the request has expired, or new trigger conditions have been requested. Measurement of STA Statistics shall continue during the reporting timeout period.

If a STA receives a requested STA Statistics measurement when triggered STA Statistics measurement is in progress, the triggered measurement shall be suspended for the duration of the requested measurement. When triggered measurement resumes the counted statistics shall be reset.

STA Statistics reported in a triggered STA Statistics report shall be the values accumulated over the number of transmitted MSDUs prior to the trigger event given in the Measurement Count field of the measurement request that established the trigger condition. Measurement duration shall not be used in triggered STA statistics measurement and the Measurement Duration field in both the Measurement Request and any Measurement Report shall be set to 0.

Once accepted by a measuring STA, a triggered STA Statistics measurement continues to be active until:

· The measuring STA disassociates or successfully reassociates, or

· The measurement is terminated by the requesting QSTA. 

All triggered STA Statistics measurements shall be terminated at a measuring STA by receiving a triggered STA Statistics measurement request with the Enable bit set to 1 and the Report bit set to 0. A STA requesting a triggered STA Statistics measurement may update the trigger conditions by sending a triggered STA Statistics measurement request specifying the new trigger conditions.

Insert 11.151.1 as follows:
11.15 Wireless Network Management Procedures

11.15.1 Diagnostic Alerts

11.15.1.1 Multicast Diagnostics Reporting

Multicast Diagnostics reporting allows an AP to receive information concerning the receive statistics of multicast and broadcast traffic at associated STAs. A non-AP STA that supports Multicast Diagnostics Reporting shall set the Multicast capability bit in the Radio Management Capabilities element to 1.

An AP may send a Multicast Diagnostics request to a non-AP STA that has indicated multicast diagnostics capability. If the STA accepts the request it shall count the number of received MSDUs with the specified multicast address during the requested Measurement Duration. This value shall be returned in a Multicast Diagnostics report.

An AP may request that triggered Multicast Diagnostic reporting is enabled at associated non-AP STAs that have indicated multicast diagnostics capability. To enable Multicast Diagnostic reporting, the AP shall send a Measurement Request element containing a Multicast Diagnostics Request Type and with Enable and Report bits set to 1 within a Measurement Request frame. See 11.11.8. The Multicast MAC Address and trigger conditions for diagnostic reporting shall be specified in the request. 

Multicast Diagnostic reporting may be requested for broadcast traffic by setting Multicast MAC address to the broadcast address.
A non-AP STA accepting a request for multicast diagnostic reporting shall send a Multicast Diagnostics Report to the requesting STA if the specified trigger condition occurs. The measuring non-AP STA shall not send further Multicast Diagnostics Reports until the Trigger Timeout period specific in the request has expired, or revised trigger conditions have been requested.

Once accepted, Multicast Diagnostics reporting continues to be active for the specified Multicast MAC address until any of the following occurs:

· Receipt of a Measurement Request element containing a Multicast Diagnostics Request Type and with Enable bit set to 1 and Report bits set to 0 within a Measurement Request frame.

· Receipt of a Measurement Request element containing a Multicast Diagnostics Request Type, with Enable and Report bits set to 1, but with no trigger conditions.

· The STA leaves the Multicast Group or disassociates

Insert A.4.14 into Annex A as follows:

Annex A

A.4 PICS proforma–IEEE Std. 802.11, 2006 Edition

Insert new items RME2.4, RME2.5 and RME2.6 after RME2.3 in A4.14:

A.4.14 Wireless Network Management extensions

	
	
	
	
	

	Item
	Protocol Capability
	References
	Status
	Support

	
	Are the following Wireless Network Management capabilities supported?
	
	
	

	
RME2.4
	
Triggered STA Statistics Reporting
	7.3.2.21.8,
7.3.2.22.8,
11.11.9.5
	CFv:M
	Yes, No, N/A

	
RME2.5
	
Triggered QoS Metrics Reporting
	7.3.2.21.10,
7.3.2.22.10,
11.11.9.8
	 (CFv AND CF12):O
	Yes, No, N/A

	
RME2.6
	
Multicast Diagnostics Reporting
	7.3.2.21.11
7.3.2.22.11,
11.15.1.1
	CFv:M
	Yes, No, N/A
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