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Attendees:

Clint Chaplin,

Bill Marshall,

Jon Edney,

Kapil Sood,

Don Eastlake,

Dorothy Stanley,
Lily Chen,
Henry Ptasinski,

Steve Emeott,

Moussa Barafa,

David Sy,

Takeshi Yamamoto,

Peyush Agarwal
· Call to order

· Review of IEEE Intellectual Property Policy

· Discussion of what needs to be done in this meeting:

Authenticator
Reservations
· Overview of Agenda
Discussion on different reservation presentations

Whether the group wants to go for re-circulation

· Discussion on Authenticator
Role of authenticator in 11i

We have multiple holders in 11r.  11-06-0323 does not touch 11i for changes.  Discussion stated in Chandler.

What and where are the controlled ports in 11r

11r defined specific functions (R0 and R1 key holders).  These key holders should be part of SME.  These could be problems in 11i, and so, not TGr to fix.  The SME tells the authenticator to open the control port.
The term “Authenticator” is overloaded.  The key hierarchy explicitly stated that the key holders were the same.  We need to make the functions explicit.

11-06-0323 is in a standalone draft.  Use this as a starting point for more discussion.  
Tie in the discussion on removing R0 layer, including removing R0KH.
R0 is an inter-mediate value.  No reason why we cannot jump from MSK to R1 keys.
Need to name a higher level root key.  This is needed to request the crypto agent.

If in future, we need EMSK for different applications, then R0KH gets a key from AS.  On terminal, it will be from EMSK to R0 to R1 keys.  R0KH will always do that once.

Today, we get MSK, then for .11, then PMKR1 and PTKs are sufficient.  For roaming across networks, you cold still get obe MSK, and derive multiple key hierarchies.  That is why we need R0 level.  Derive multiple keys for roaming in R0KH.  
MDID is bound at R0 layer.  Roaming across MDs is also another discussion, but not in TGr scope.  Across MDs within an ESS is within scope.
Why can’t we just have the IETF produce application specific keys?  We need to highlight where and how the backends are advertised.
Add to agenda: Do we need R0 level

Kapil and Henry to dicuss the Authenticator submission
· Action Frame versus Authenticator Frames

Moved up in the agenda for Monday afternoon.
· Other issues have not been discussed as different contributions, yet.  People need to bring in contributions.

· RRB – Should be in Annex, as a lot of functions are out of scope of 11r.
· The current draft requires an aweful lot of changes as more changes are made.

· Interface between SME and Authenticator.  Conrolled and un-controlled ports.  Do we have a submission?

A lot of the discussion was pushed out of the reflector.
Use existing 802.11i state machines to control the 802.1X control port.

Does 802.1X exist when we do a FT transition.
· Any ideas on Group 16 changes?  Ask people to read those changes now.
· Plumbing the R1 keys.  In pull and push models, we have the risk of delaying PMK delivery.  The key transfer protocol is out of TGr scope, but requirements are added.  Does the STA have a need to verify the PMK-R1 key is present at next R1 keys.
The Auth Request/Response are used for this purpose

Using Confirm and Ack to ensure the keys are there.  The STA needs assurance that the keys are in place before the STA re-associates.
The RICs are optional in FT mechanisms.

· Adjourn until the meeting on March 6th.
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