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· This is a TGr Adhoc Session

· The minutes for this session have been captured in document submission 11-06/418r0.

Monday March 6, 2006

4:00pm

Call to order

· Agenda – document 11-06/0408r4

· Review operating rules for a Task Group.

· Review IEEE 802 policies and procedures for Intellectual Property.

Chair asked for information on any Patents or Patent Applications that are applicable to the subject discussed during this meeting – None were given.

· Approve minutes from the January session – document 11-05/0044r4

Minutes are approved unanimously.

· Approve minutes from the Teleconference sessions – document 11-06/233r4

Minutes are approved unanimously.

· Approve minutes from the TGr February Adhoc meeting – document 11-06/266r1

Minutes are approved unanimously.

· Discussion on the agenda – document 11-06/0408r4

The results of the discussion will be captured in document 11-06/0408r5.

Documents 11-06/372r0 and 11-06/373r0 are on the server; they will be presented during the Thursday session at 1:30pm.

· TGr officer Elections

All TGr officers have agreed to continue in their position.

Clint Chaplin is unanimously affirmed as the Chair of TGr.

Michael Montemurro is unanimously affirmed as Secretary of TGr.

Bill Marshall is unanimously affirmed as Editor of TGr.

There are approximately 14 voters in this TGr session.

· Discussion as PAR change to TGr – document 11-06/0396r0

The only update to the TGr PAR is that the amendment is based on IEEE 802.11 rather than IEEE 802.11 (2003).

MOTION: Believing that the PAR contained in the document below meets IEEE-SA guidelines, the task group requests that the PAR contained in document 11-06/396r0 be posted for ExCom approval (and subsequent submission to NesCom).

By: Bill Marshall

Second: Michael Montemurro

Discussion:

· None.

Result: 12 – Yes; 0 – No; 2 – Abstain. Motion Passes.

· Discussion of comment resolutions posted in document 11-06/1285r25 by Bill Marshall

The letter ballot comment resolutions identified in group 16 were a result of discussions between the January and March sessions that were identified as non-contraversial.

Comments in group 16 also include non-contraversial comment resolutions discussed at the adhoc meeting in Febuary.

MOTION: To accept the letter ballot comment resolutions in group 16 of the comment resolution spreadsheet in document 11-06/1284r25.

By: Bill Marshall

Second:  Michael Montemurro

Discussion:

· None.

Result: 8 – Yes; 0 – No; 4 – Abstain. Motion Passes.

· There are now 66 comments to be resolved.

· Discussion of Fast BSS-Transition in a non-RSN by Bill Marshall in document 11-06/251r5

This proposal opens up a new denial of service attack.

It is possible today to for a STA to associate with multiple access point and reserve resources at those access points. Therefore there is no additional risk of a TGr denial of service attack compared with the current IEEE 802.11 methods today.

MOTION: To accept the submission contained in document 11-06/251r5 and to instruct the editor to incorporate them into the draft. These changes will address comments 19/298, 85/443, 694/319, 716/322, 729/323, 877/329, 881/330, 900/332, 907/333, 1000/337, 1181/508, and 1182/1190.

By: Bill Marshall

Second:  Michael Montemurro

Discussion:

· None.

Result: 5 – Yes; 3 – No; 5 – Abstain. Motion Fails.

The comments that would have been accepted by this submission will now be rejected. The record of this motion and its vote should be included as part of the comment resolution.

· Discussion on the MIC calculation by Bill Marshall in document 11-06/165r2

None.

MOTION: To accept the submission contained in document 11-06/165r2 and to instruct the editor to incorporate them into the draft. These changes will address comments 692/994, 696/939, 697/940, 710/941, 718/942, 731/943, 735/921, 736/705, 737/1271, 740/578, 742/735, 744/805, 745/822, 746/832, and 747/1147.

By: Bill Marshall

Second:  Suman Sharma

Discussion:

· None.

Result: Motion passes unanimously.

· Discussion on the Remote Request Broker Error Handling by Michael Montemurro in document 11-06/308r3

None.

MOTION: To accept the submission contained in document 11-06/308r3 and to instruct the editor to incorporate them into the draft. These changes will address comments 556/610, 1170/118, 1172/507, 1173/1064, 1174/1150, and 1178/694.

By: Michael Montemurro

Second:  Bill Marshall

Discussion:

· None.

Result: Motion passes unanimously.

· Discussion on Beacon Bloat in document 11-06/235r2 by Bill Marshall

The STA does not require the R1KeyHolder name to be included in beacon and probe response frames to complete a FT security association.

The R1KeyHolder name is included in the FT Authentication frame. The AP does not have to transmit this information in the Beacon and Probe Response frames.

The only information a STA needs to complete a fast BSS-transition is the R0KeyHolder Name (the NAS ID).

MOTION: To accept the submission contained in document 11-06/235r2 and to instruct the editor to incorporate them into the draft. These changes will address comments 16/295, 26/424, 439/636, 440/747, 461/147, 532/647, 585/984, 586/986, 587/1068, 596/842, 598/987, 600/990, 822/1048, 838/1050, 966/336, and 1047/341.

By: Michael Montemurro

Second:  Fred Haisch

Discussion:

· None.

Result: 4 – Yes; 2 – No; 7 – Abstain. Motion Fails.

The comments that would have been accepted by this submission will now be rejected. The record of this motion and its vote should be included as part of the comment resolution.

· Discussion on “no change after reservation” in document 11-06/336r0 by Jon Edney

 None.

MOTION: To accept the submission contained in document 11-06/336r0 and to instruct the editor to incorporate them into the draft. 

By: John Edney

Second:  Michael Montemurro

Discussion:

· None.

Result: Motion Passes Unanimously. 

· Discussion on PTKSA generation and deletion in document 11-06/325r1 by Jon Edney

 When STA and AP derive the new PTK – it will not become active until you have successfully completed the PTK derivation

MOTION: To accept the submission contained in document 11-06/325r1 and to instruct the editor to incorporate them into the draft. This submission will address comments 13/151, 104/360, and 165/306.

By: John Edney

Second:  Bill Marshall

Discussion:

· None.

Result: Motion Passes Unanimously. 

· Discussion on the use of Authentication Frames versus Action frames by Clint Chaplin

This comment resolution is for 985/105.

MOTION: To accept the comment resolution for comment 105 as given in the comment resolution spreadsheet 11-06/1284r25.

By: Bill Marshall

Second:  Jon Edney

Discussion:

· None.

Result: Motion Passes Unanimously.

· Recess until Tuesday at 8:00am.

Tuesday March 7, 2006

8:00am

· Call to order

· The latest version of the agenda has been updated in document 11-06/0408r5.

Discussion on the resolution of comment 1126 by Bill Marshall

The comment resolution is recorded in document 11-06/1284r25

MOTION: To accept the proposed comment resolution for comment 1126 as contained in the comment resolution spreadsheet document 11-06/1284r25.

By: Bill Marshall

Second:  Frank Ciotti

Discussion:

· None.

Result: Motion Passes Unanimously.


· Discussion on the reservation concept

Presentation of document 11-06/400r0 by Jesse Walker

There is an implicit assumption that the QBSS load is updated every beacon interval.

The beacon interval is a critical system parameter for modelling BSS transitions.

The data used in this analysis is the number associated stations at an AP over five minute intervals.

The average number of associated stations at an AP was likely calculated over the workday time period, not over a 24hour period.

There is no information about on the geographical placement of AP’s or the algorithm that was used by the clients for roaming.

There was no information on whether a client load balancing feature was used.

It would be beneficial to request that similar network data be collected from the network at this meeting.

The number of transitions per second is measured over the infrastructure.

The beacon interval is 100 ms.

The assumption of uniform client motion is unrealistic. In the real situation, the client motion is bursty.

You may want to consider more complex fluid models for transitions. The client motion should be modelled as a compressible fluid.

Typically, supersonic fluid mechanics equations are used to model traffic motion.

There is an assumption that the density is uniform. However WLAN client are not uniformly distributed across the coverage area. 

A voice terminal occupies approximately 1.4 Mb/s of bandwidth when it is active on a call. 

A call that drops over a transition in refered to as a defect. The defect rate is a metric measured by a carrier. An acceptable defect rate threshold for a carrier as specified by the FCC is approximately 50 per million. An association collision rate of one per 833 represents a defect rate is approximatedly 1200 rate per million.

We need to do some scientific analysis in TGr to determine whether we need reservation prior to association.

This work is based on an average number of clients per AP. However the TGr design should account for peak conditions. The engineering needs to be done to make sure that the system can operate effectively under extreme conditions. The system needs to be designed for peak loads.

The only average metric used for this analysis was STA density. Peak values were used for all other metrics in the analysis.

There is a statement made that reservations are absolutely needed. However nobody has presented model or empirical evidence to prove that reservations are needed.

There is no evidence to support whether reservations are needed or not.

Past history of the behaviour of cellular networks show that reservations are needed.

The association collision rate is based on the number of associated STA’s,  not associated STA’s on active calls. The effective defect rate needs to be calculated for STA’s that are transistioning while on active calls.

In the wireline telecom industry, 60000 phone lines generate 1000000 busy hour calls for a carrier.

Another case to consider for Fast Transition is a power failure.

We do not have a basis to make the right decision because we do not have enough model or data to prove whether reservations are needed.

Presentation of document 11-06/362r0 by Jon Edney

The calculation of a probability for transition could be inaccurate because it is based on the roaming algorithm of the client.

Under normal conditions, the amount of bandwidth reservation will be very low.

The probability distribution used for this analysis is a normal distribution.

The Poisson distribution could be used for this analysis. It might be useful to use a Poisson versus Normal distribution because it accounts for different rates of transition.

The Poisson distribution should be used to model cases where there is a rate of STA’s transitioning will vary.

This presentation illustrates that we need a model for the admission control process for Transition.

We are moving forward on trying to understand the overall transition process.

We still need to address comments that suggest we remove “reservation” from TGr.

Our current comment resolution is to reject requests to remove reservation prior to re-association.

At this time, we should reject these comments on the grounds that we do not have enough information to determine whether reservations are required.

Currently there is no data to support or reject the removal of reservation.

It is possible for this group to arrive at the model to determine whether reservation is required.

If we cannot determine whether reservation is needed, then we have not spent enough time in consideration of our design.

We could go to letter ballot re-circulation without resolving all the comments.

MOTION: To accept the resolution to comment 1015 as “Rejected. The Task Group does not have enough data to make a determination that reservation be removed.”

By: Michael Montemurro

Second:  Jesse Walker

Discussion:

· This motion states that the Task Group will do more work on this issue.

Result: Motion passes unanimously.

· Recess until the 10:30am session.

Tuesday March 7, 2006

10:30am

· Call to order

· Discussion on Resource Query by Steve Emeott on Resource Query from document 11-06/447r0.

The proposed text for this submission is given in document 11-06/245r0.

We are working towards deciding whether reservation is required for TGr. Perhaps we could also look at whether “query” should be required as well.

If reservation mechanism described by TGR is open to interpretation, we should tighten the normative text that describes reservation..

If this query feature is accepted, we would have to add an additional bit to the FT Policy. The Beacon Bloat submission uses all bits in the FT Policy field.

A reservation uses an identifier to match the resource request with a resource response. A new response to a resource request will override all previous resource responses.

The reservation mechanism as specified today allows a STA to resource request and the AP to reject the request if it cannot satisfy the resource request.

The draft today states that the AP must free any allocated resouces up to the point that a resource allocation fails.

This specification relies on exception behaviour to make the query process work. 

MOTION: To accept the submission of document 11-06/245r0 and to instruct the editor to incorporate it into the draft. This submission addresses comments 74/1255 and 75/1259.

By: Steve Emeott

Second:  Frank Ciotti

Discussion:

· Currently we are working to determine whether reservation is required or not in TGr. We should postpone the modification of reservation procedures until we have determined whether reservation is required.

· This mechanism does not require much implementation. It should be included as an option in the draft.

Result: 7 – Yes; 5 – No; 9 – Abstain. Motion Fails

The comments that would have been accepted by this submission will now be rejected. The record of this motion and its vote will be included as part of the comment resolution.

· Discussion on the use of IEEE 802.1X control port mechanism in TGr.

There is a question of the existence and behaviour of the IEEE 802.1X control port for TGr procedures.

If the AP supports RSNA, then there is an IEEE 802.1X port for every STA and the procedures in Clause 8 state that there exists an IEEE 802.1X port exists on every AP.

If the AP does not support TGr, then clause 8 states that the IEEE 802.1X port is over-rided.

There are three different authentication techniques: legacy WEP/802.11, IEEE 802.11i, and IEEE 802.11r. Clause 8 would still apply all these cases.

Clause 8.4.3.1 of IEEE 802.11i only applies to the WEP case. The proposed text in the comment resolution extends the wording in clause 8.4.3.1 to address IEEE 802.11r.

There is value in referring to a mechanism that already exists.

The case for TGr is exactly the same as the WEP case. We should apply the clause 8 statements for WEP to TGr.

MOTION: To accept the comment resolution to comment 858 as “Accepted. Change the first sentence of “Accepted. Change first sentence of penultimate paragraph of clause 8A.3.3 from "Upon a successful (re)association, the 802.1X controlled port shall be opened on both the TSTA and he target TAP..." to "Upon a successful (re)association the SME of the AP shall unblock the IEEE 802.1X Controlled Port, using the mechanism described in clause 8.4.3.1."”

By: Bill Marshall

Second:  Michael Montemurro

Discussion:

· None

Result: Motion passes unanimously.

· Discussion of the necessity of the PMK-R0

This issue was discussed both at the Adhoc meeting in February as well as the Adhoc session on Monday.

There was an observation that the PMK-R0, which took the MSK as input and produced the PMK-R1 as output. However, we’ve defined an intermediate value called the PMK-R0 which is used in other calculations. There is no way of testing the PMK-R0.

The question is “should we remove the PMK-R0 from the specification?” The only reason to keep it is to make the specification of the security easier.

The purpose of the PMK-R0 was to address a NIST requirement that application-specific key needs to be derived based on the MSK.

The EAP methods group in the IETF is working to define application specific keys for EAP. However the work is not complete so TGr could not use the results of their work.

· The submission of 11-06/245r0 contained changes to the PICS to address the more data bit. We should make a motion to add an entry for the more data bit in the PICS.

This text should have been added as part of the More Data bit submission.

MOTION: To add a row to the PICS containing: PC 34.2.14: Use of the More Data Bit during Fast Transition: 7.3.1.1.8 and 9.14: PC34.2:O 

By: Bill Marshall

Second:  Michael Montemurro

Discussion:

· None

Result: Motion passes unanimously.

· There is a working draft of TGr that has been placed on the document server in the TGr area on Monday.  Everyone should look through the document and report any issues to Bill Marshall.

· Recess until the 7:30pm session.

Tuesday March 7, 2006

7:30pm

· Call to order

· Discussion on Fast BSS-Transition in a non-RSN in document 11-06/251r5

MOTION TO RECONSIDER: To accept the submission contained in document 11-06/251r5 and to instruct the editor to incorporate them into the draft. These changes will address comments 19/298, 85/443, 694/319, 716/322, 729/323, 877/329, 881/330, 900/332, 907/333, 1000/337, 1181/508, and 1182/1190

By: Fred Haisch

Second:  Nancy Cam-Winget

Discussion:

· Fred Haisch had voted against this motion in the Monday 4:00pm session. The motion was defeated.

Result: Motion passes unanimously

MOTION: To accept the submission contained in document 11-06/251r5 and to instruct the editor to incorporate them into the draft. These changes will address comments 19/298, 85/443, 694/319, 716/322, 729/323, 877/329, 881/330, 900/332, 907/333, 1000/337, 1181/508, and 1182/1190

Discussion:

· None.

Result: 11 – Yes; 0 – No; 4 – Abstain. Motion Passes.

· Discussion on Beacon Bloat in document 11-06/235r2

MOTION TO RECONSIDER: To accept the submission contained in document 11-06/235r2 and to instruct the editor to incorporate them into the draft. These changes will address comments 16/295, 26/424, 439/636, 440/747, 461/147, 532/647, 585/984, 586/986, 587/1068, 596/842, 598/987, 600/990, 822/1048, 838/1050, 966/336, and 1047/341.

By: Johnny Zweig

Second:  Chris Durand

Discussion:

· Johnny Zweig had voted against the motion during the Monday 4:00pm session. The motion was defeated.

Result: Motion passes unanimously.

MOTION: To accept the submission contained in document 11-06/235r2 and to instruct the editor to incorporate them into the draft. These changes will address comments 16/295, 26/424, 439/636, 440/747, 461/147, 532/647, 585/984, 586/986, 587/1068, 596/842, 598/987, 600/990, 822/1048, 838/1050, 966/336, and 1047/341.

Discussion:

· None.

Result: 10 – Yes; 0 – No; 5 – Abstain. Motion passes.

· Discussion on the usage of the term Authenticator by Henry Ptasinski in document 11-06/323r0

The FT 4-way handshake refers to the TGr First Contact 4-way handshake.

The first update included in this submission involves changing the MSK definition. This change should be dropped from the submission.

The MSK definition should be handled by TGm, not TGr. The first change in this document should be dropped.

The R0KeyHolder and the R1KeyHolder provide the functions of the IEEE 802.1X Authenticator.

The R1KeyHolder does not need to implement IEEE 802.1X functionality. Depending on the Architecture, the R0KeyHolder could be located in a separate network element from the R1KeyHolder. However, it’s possible that the R0KeyHolder and the R1KeyHolder could be co-located.

This submission clarifies the terminology used in TGr.

If the R0KeyHolder is logically separated from the IEEE 802.1X Authenticator. However it is implied that that R0KeyHolder is co-located with the IEEE 802.1X Authenticator.

This submission clarifies “who holds what security information at what point in the TGr process”.

The IEEE 802.1X Authenticator is the entity that receives the key from the AS. The R0KeyHolder needs to be co-located with the IEEE 802.1X Authenticator to receive an MSK.

TGr is splitting the “IEEE 802.1X functionality” into 3 entities. 

The FT-Auth sequence and PTK derivation take place between the R1KeyHolder and the STA.

The R1KeyHolder could be located on a different network component depending on the architecture of the infrastructure.

Each R0KeyHolder and R1KeyHolder is an Authenticator.

IEEE 802.11i did not explicitly define the Authenticator. 

IEEE 802.11r was designed so that the R0KeyHolder could be physically separated from the R1KeyHolder.

The Authenticator, the R0KeyHolder, and the R1KeyHolder need to be co-located for initial association.

In draft 1.0 there is ambiguity in the use of the “Authenticator” term. It is used it to describe different logical functions of TGr.

Who authorizes the IEEE 802.1X Authenticator to deliver the PMK-R0 to the R0KeyHolder? There is ambiguity in this how this process will work.

This submission cleans up the use of the terms Authenticator, R0KeyHolder, and R1KeyHolder. With these changes, inconsistencies in the TGr mechanisms will be easier to identify.

MOTION: To accept the submission contained in document 11-06/323r0 with the exception of the change to Page 4, Line 10 and to instruct the editor to incorporate them into the draft. These changes will address comments 14/152, 163/1089, 827/129, 829/99, 832/100, 833/1049, 1041/132, 1044/131.

By: Henry Ptasinski

Second:  Kapil Sood

Discussion:

· None.

Result: Motion passes unanimously.

· This change will bring out the ambiguities in the draft.

· The last submission addressed the remaining comments in the TGr draft.

MOTION: To request the technical editor to create an update draft 1.3 incorporating all changes.

By: Bill Marshall

Second:  Nancy Cam-Winget

Discussion:

· None.

Result: Motion passes unanimously.

· Recess until the Wednesday 4:00pm session.

Wednesday March 8, 2006

4:00pm

· Call to order

· Discussion on state of the latest IEEE 802.11r draft preparation

Draft 1.3 is complete and will be posted today on the local server for this meeting. 

A preliminary copy of Draft 1.3 has been posted in the temporary directory for TGr.

The latest comment resolution spreadsheet has been posted to the document server as document 11-06/1284r29. Document 11-06/1284r28 has been also been posted and contains the work that has been done to address letter ballot comments.

Discussion on document 11-06/1284r28 and draft 1.3:

Comment 1049: There is no link in the specification between the R0KHID field and the mib variable that contains the R0KHID. A sentence was added to Clause 8A.2 in the (re-)association response field to address this relationship.

There were no objections to this change in the body to draft 1.3.

Part of the FT in a Non-RSN describes re-association behaviour in a non-RSN case. The description did not include text to open the IEEE 802.1X control port.  Clause 8A.3.6 adds a new paragraph that describes the IEEE 802.1X control port behaviour in the non-RSN case for FT.

There were no objections to this change in the body to draft 1.3.

We need to decide which version of the comment resolution spreadsheet should be included with the draft in the re-circulation ballot package.

We will make a motion to create version 2.0 during the session tomorrow.

We will make a motion to decide which version of the comment resolution spreadsheet will go into recirculation ballot package during the session tomorrow.

We also need to decide what we will include as change bar files in the recirculation ballot package.

· Discussion on TGr modifications to the neighbour report by Kapil Sood – document 11-06/282r0.

TGk cannot include a TGr function when the TGr amendment will follow TGk.

TGr should incorporate and maintain the neighbour list in its amendment, based on what is included in TGk.

Once the text in the neighbour report is stable in TGk; TGr could include that text as a submission and insert it into the TGr amendment.

· The TGr adhoc is scheduled for April 18, 19, and 20; we need to decide on the location. Currently, we have two locations: New Jersey and Toronto.

The stake holders are not present in the room. We will decide tomorrow.

We need to decide on the logistics for an adhoc meeting in June. We need to define the date a location.

· Discussion on authorization of teleconferences

MOTION: Hold weekly IEEE 802.11 TGr teleconferences for one hour duration starting April 5th, 2006 at 11:00 ET and continuing through the end of July 2006.

By: Kapil Sood

Second:  Bill Marshall

Discussion:

· None.

Result: Motion passes unanimously.

· Recess until the Thursday 1:30 pm session.

Thursday March 9, 2006

1:30pm

· Call to order

MOTION: Instruct the technical editor to rename IEEE 802.11r draft 1.3 as IEEE 802.11r draft 2.0. Believing the draft to be complete and free of unresolved technical issues, Task group r resolves to forward IEEE 802.11r draft 2.0 to the working group for the purpose of conducting a 20-day working group recirculation ballot. The purpose of the working group recirculation letter ballot is to forward the draft to sponsor ballot. The text of the motion to be presented to the working group will be “Move to authorize a 20-day Working Group Recirculation Letter Ballot of IEEE 802.11r draft 2.0 to start no later than 03/15/2006, asking the question “Should the IEEE 802.11r draft 2.0 be forwarded to the sponsor ballot?”

By: Bill Marshall

Second:  Jon Edney

Discussion:

· The comments that were rejected on Beacon Bloat should be addressed before TGr goes to re-circulation ballot.

· There is a disagreement on whether the movers who “moved to reconsider” we actually on the winning side of the original motion.

· According to Roberts Rules, anyone can recind a previous action. In that case, a vote result with a 2/3 majority would be required to recind the previous motion.

· A number of people have done considerable effort in preparing the latest draft and addressing the letter ballot comments.

· This motion closes off the comment resolution spreadsheet. Maintaining the comment resolution spreadsheet is a considerable effort at this point.

REQUEST A ROLL CALL by Jon Edney

· The chair has requested roll call vote.

· Proper procedure has not been followed so Jon Edney wants his vote recorded.

Roll Call Request Vote results: 7 – Yes; 11 – No; 5 – Abstain. Motion Passes.

ROLL CALL VOTE RESULTS – For details, see the “Roll Call Vote Results” section at end of Meeting Minutes

Result: 23 – Yes; 7 – No; 9 – Abstain. Motion Passes.

· It would be good to hear comments about why people voted no.

The motion was worded “to believe that there were no unresolved issues” which was not true.

Due process was not followed. The draft is not ready.

There are still some open issues that could be closed without a re-circulation ballot.

· The chair recommends that the Comment Resolution Spreadsheet document 11-06/1284r29 be included with the letter ballot package.

MOTION: Motion to accept document 11-06/1284r29 as the comment resolution of LB79 comments.

By: Bill Marshall

Second:  Kapil Sood

Discussion:

· None.

Result: Motion passes unanimously.

· Discussion on the location of the April adhoc

STRAWPOLL: Location for the TGr Adhoc meeting

Result: Toronto – 4; New Jersey – 3.

The adhoc meeting will take place in Toronto.

· Discussion of the June adhoc

The dates would be June 20th to 22nd.

The location would be determined at a later date.

MOTION: To hold an IEEE 802.11 TGr adhoc meeting June 20-22, 2006.

By: Henry Ptasinski

Second:  Jesse Walker

Discussion:

· None.

Result: Motion passes unanimously.

· Presentation of document 11-06/372r1 by Zhibin Lin on refreshing the TGr key hierarchy.

The method to determine a key compromise is already described in the TGr draft amendment.

When the MSK lifetime expires, then the STA must re-authenticate.

Currently there is no method to derive multiple PMK-R0 from the MSK, so the session timeout of the PMK-R0 is bound to the MSK.

The Anonce value is bound to the PMK-R0 name. Putting the Anonce at the R0 layer would refresh the R0 Key Hierarchy.

The Anonce needs to be used for the key hierarchy derivation.

· Presentation of document 11-06/373r0 by Zhibin Lin on avoiding packet loss during transition.

In order to avoid re-ordering of packets, the target AP needs to deliver buffered frames prior to transmitting a new frame to the AP. 

· Adjourn for the March plenary meeting.

Roll Call Vote Results for Recirculation Ballot Motion

TGr Roll Call Vote
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