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Changes to TGr Draft

3.75 pairwise transient key (PTK): A concatenation of session keys for the current security association, derived from the pairwise master key (PMK) or from the PMK-R1 value. Its components include a key con-firmation key (KCK), a key encryption key (KEK), and one or more temporal keys that are used to protect information exchanged over the link. The derivation includes various binding and liveliness values such as Authenticator Address (AA), Supplicant address (SPA), Authenticator nonce (ANonce), and Supplicant nonce (SNonce).

3.187 Pairwise Master Key R1 (PMK-R1): The second level of the FT key hierarchy; the PMK-R1 key is known to both the STA and the R1 key holder and is used to derive the PTKs. 

5.4.8.1 General concepts 

Insert new 4th paragraph:

A PTK may be in an active state or an inactive state. When a PTK is first computed it shall be in inactive state. It shall be changed to active state prior to use for protecting data transmission. Once activated, a PTK may be deleted but it shall never change back to inactive state. A PTKSA may include two PTKs where one is active and the other is inactive. However, it shall not include two PTKs that are in the same state. Therefore changing the state of a PTK from inactive to active requires prior deletion of any existing active PTK.
8.4.2.1 Security association definitions
Change the bulleted list at the end of the clause as follows:

— PMKSA: A result of a successful IEEE 802.lX exchange, preshared PMK information, or PMK

cached via some other mechanism.

— PTKSA: A result of a successful 4-Way Handshake or FT Authentication.

— GTKSA: A result of a successful Group Key Handshake or successful 4-Way Handshake or FT Authentication.

— STAKeySA: A result of a successful STAKey Handshake.

8.4.1.1.2 PTKSA

Change the Clause as follows:

The PTKSA is a result of the 4-Way Handshake or FT Authentication. This security association is also bidirectional. The PTKSA is used to create the key hierarchy. PTKSAs are cached for the life of the PMKSA. Because the PTKSA is tied to the PMKSA, it only has the additional information from the 4-Way Handshake. There shall be only one PTKSA with the same Supplicant and Authenticator MAC addresses. There is state created between Message 1 and Message 3 of a 4-Way Handshake. This does not create a PTKSA until Message 3 is validated on the Supplicant and Message 4 is validated by the Authenticator. The PTKSA consists of the following elements:

— PTK (inactive or active)

— inactive PTK (only allowed if primary PTK is active)

— Pairwise cipher suite selector

— Supplicant MAC address

— Authenticator MAC address

8.4.10 RSNA security association termination

Change the 1st paragraph as follows:

When a non-AP STA SME receives a successful MLME association or reassociation confirm primitive that is not part of a Fast Transition or receives or invokes an MLME disassociation or deauthentication primitive, it will delete some security associations. Similarly, when an AP SME receives an MLME association or reassociation indication primitive that is not part of a Fast Transition, or receives or invokes an MLME disassociation or deauthentication primitive it will delete some security associations. 

8.5A.2 Key Hierarchy

Change the following paragraph:

While FT defines a three level key hierarchy, the last level ultimately results in a PTK which, when activated, to be is consumed in the same manner as defined by Clause 8.5. The key hierarchy supports zero or one active PTKs and zero or one inactive PTKs.
8.5A.7 PTK

Change the following paragraph:

The third level of the key hierarchy is the PTK. This key is mutually derived by the Supplicant and the target AP with the key length being a function of the negotiated cipher suites as defined by Table 33 in clause 8.5.2. The key hierarchy supports up to two instances of PTK concurrently each separately named. Each instance may be either in active or inactive state. If two instances are present they shall not be in the same state. The PTK must be in active state prior to use in protecting data frames.

Using the KDF construction defined in Clause 8.5A.3, the PTK derivation for a new inactive PTK is as follows: 

Insert after the first bulleted list:

Each PTK has two associated keys KCK and KEK derived as follows:

Insert in front of the line “The temporal key (TK) shall be computed …”

When a new PTK is derived it is in inactive state. Prior to use in protecting data the PTK must be changed to the active state. In the case of [first contact] procedures, the PTK is changed to the active state immediately after derivation. In the case of Fast Transition the PTK is changed to active state immediately after a successful (re)association.
When a PTK is changed into active state temporal keys (TK) shall be derived as follows:

8A.3.3 Fast BSS transition base mechanism (re)association

Change paragraph:

Upon a successful (re)association, the IEEE 802.1X controlled port shall be opened on both the STA and the target AP and the STA shall make a transition to State 3 (as defined in clause 5.6). In addition, any active PTK shall be deleted, the inactive PTK shall be transitioned to active state and the key lifetime timer shall be initiated to ensure that the life time of the PTKSA is no longer than the value provided in the (re)association response's Key Lifetime TIE. 

11.3.1 Authentication-originating STA

Change last paragraph as follows:

The If the requested authentication mechanism is other than Fast Transition, the STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) before invoking MLME-AUTHENTICATE.request primitive.

11.3.2 Authentication-desitnation STA

Change penultimate paragraph as follows:

The If the requested authentication mechanism is other than Fast Transition, the STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA

by using the MLME-DELETEKEYS.request primitive (see 8.4.10) upon receiving a MLME-AUTHENTICATE.

indication primitive.

11.4.1 STA association procedures

Change the paragraph after the bulleted list as follows:
Except when the association is part of a Fast Transition, tThe STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) before invoking MLME-ASSOCIATE. request primitive.

11.4.2 AP association procedures

Change the paragraph after the bulleted list as follows:
Except when the association is part of a Fast Transition, tThe STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) upon receiving a MLME-ASSOCIATE.indication primitive.

11.4.3 STA reassociation procedures

Change the paragraph after the bulleted list as follows:
Except when the association is part of a Fast Transition, tThe STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) before invoking MLME-REASSOCIATE. request primitive.

11.4.2 AP reassociation procedures

Change the paragraph after the bulleted list as follows:
Except when the association is part of a Fast Transition, tThe STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) upon receiving a MLME-REASSOCIATE. indication primitive.
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Abstract


This submission provides updated text for TGr draft for the following issues:





In a number of places in the 802.11ma base standard it specifies that the PTKSA should be deleted prior to or upon receipt of a (re)association request. Since Fast Transition provides a mechanism to create the PTKSA in advance this text must be fixed


The submission provides for “double buffering” of the PTK to allow a station to reassociate to its current AP without loss of connectivity





Rationale: This submission removes the requirement that an existing PTKSA shall be deleted prior to a transition. We assert that this is acceptable as the PTKSA can remain valid for the lifetime initially established. There is still a requirement to compute a new PTK on every transition so that the PTKSA is effectively refreshed each time.











Submission
page 3
John Doe, Some Company

