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Use of the term “Authenticator”
In 802.11i, the “authenticator” is a single logical entity that implements multiple functions.  These functions include acting as the IEEE 802.1X Authenticator, receiving the MSK from the Authentication Server, deriving the PMK from the MSK, performing the 4-way handshake with the Supplicant, and generating the PTK from the PMK.

In TGr, these functions are now separated across multiple logical entities, and the logical entities may be implemented in different physical devices. The three main logical entities that exist in TGr are:

IEEE 802.1X Authenticator (NAS)
· Forwards the EAP exchanges between the Supplicant and the Authentication Server

· Receives the MSK from the AS

· Derives the PMK-R0 from the MSK

· Transfers the PMK-R0 to the R0KH

· Is identified by the NAS-ID

PMK-R0 Key Holder (R0KH)

· Receives the PMK-R0 from the NAS

· Derives the PMK-R1

· Transfers the PMK-R1 to the R1KH

· Is identified by the R0KH-ID

PMK-R1 Key Holder (R1KH)

· Receives the PMK-R1 from the R0KH

· Performs the 4-way handshake with the Supplicant

· Derives the PTKs

· Is identified by the R1KH-ID

TGr’s current use of the term “authenticator” is often unclear about which of these entities is meant.
Proposed changes

All changes are vs. P802.11r-D1.1.pdf.
Page 4, line 10: Change "Authenticator" to "IEEE 802.1X Authenticator"

Page 4, line 45: Change "holder, or authenticator, that derived the PMK-R0 Key" to "holder of the PMK-R0 Key."

Page 24, line 25 Change "AP Authenticator" to "PMK-R0 Key Holder (R0KH)".
Page 39, line 24: Change "chosen by the 802.1X Authenticator (R0KH)" to "chosen by the R0KH".
Page 39, line 33:  Delete the entire paragraph “R0KH-ID is the value … in the FTIE.”
Page 40, line 9: Change


The PMK-R1 key holder (R1KH) shall be the Authenticator used by the target AP.  R1KH-ID represents the identity of the R1KH, and is represented by the MIB variable dot11FTR1KeyHolderID.

to


R1KH-ID represents the identity of the R1KH used by the target AP, and shall be the value of the MIB variable dot11FTR1KeyHolderID.

Page 41, line 8: Change


This key is mutually derived by the Supplicant and the target AP

to


This key is mutually derived by the Supplicant and the R1KH used by the target AP

Page 41, line 12: Change


PTK = KDF-PTKLen(PMK-R1, "PTK Key derivation", SNonce || ANonce || R0KH-ID || R1KH-ID || AA || SPA)
to


PTK = KDF-PTKLen(PMK-R1, "PTK Key derivation", SNonce || ANonce || R0KH-ID || R1KH-ID || BSSID || SPA)
Page 41, line 22: change


PMK-R1 is the key that is shared between the Supplicant and the Authenticator

to 


PMK-R1 is the key that is shared between the Supplicant and the R1KH

Page 41, line 26: change


ANonce is a 256 bit random string contributed by the Authenticator

to


ANonce is a 256 bit random string contributed by the R1KH

Page 41, line 29: change


AA is the Authenticator's (AP's) MAC Address (BSSID).

to


BSSID is the BSSID of the target AP.
Page 55, line 7: change


It then generates ANonce and calculates the PMK-R0

to


It then calculates the PMK-R0

Page 55, line 19: change


The authenticator then generates a PMK-R1 for the AP (as a PMK-R1 Key Holder in the Mobilty Domain).  The AP and STA then perform an FT 4-way handshake.

to


The R0KH then generates a PMK-R1 for the R1KH.  The R1KH and STA then perform an FT 4-way handshake.

Page 55, lines 24-32: change all instances of "Authenticator" to "R1KH"

Page 57, line 52: change


The Authenticator shall increment the key replay counter on each successive EAPOL Key frame transmitted as an IEEE 802.11 data frame.

to


The R1KH shall increment the key replay counter on each successive EAPOL Key frame that it transmits.

Notice: This document has been prepared to assist IEEE 802.11. It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s).   The material in this document is subject to change in form and content after further study.  The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.





Release: The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication.  The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.11.





Patent Policy and Procedures: The contributor is familiar with the IEEE 802 Patent Policy and Procedures <�HYPERLINK "http:// ieee802.org/guides/bylaws/sb-bylaws.pdf"��http:// ieee802.org/guides/bylaws/sb-bylaws.pdf�>, including the statement "IEEE standards may include the known use of patent(s), including patent applications, provided the IEEE receives assurance from the patent holder or applicant with respect to patents essential for compliance with both mandatory and optional portions of the standard."  Early disclosure to the Working Group of patent information that might be relevant to the standard is essential to reduce the possibility for delays in the development process and increase the likelihood that the draft publication will be approved for publication.  Please notify the Chair <�HYPERLINK "mailto:stuart.kerry@philips.com"��stuart.kerry@philips.com�> as early as possible, in written or electronic form, if patented technology (or technology under patent application) might be incorporated into a draft standard being developed within the IEEE 802.11 Working Group.  If you have questions, contact the IEEE Patent Committee Administrator at <�HYPERLINK "mailto:patcom@ieee.org"��patcom@ieee.org�>.







































































Abstract


The term “authenticator” is used within TGr to mean several different entities.  This document proposes changes to clarify which entity is meant in each instance in the TGr draft.
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