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7.3.1.9 Remote request/response message definition

Modify the status code table as follows:

	Status 
	Code Meaning 

	52
	Invalid Fast BSS Transition Action Frame Count

	53
	Expected a reservation to precede Fast BSS Transition

	54
	Invalid PMKID

	55
	Invalid EAPKIE

	56
	Invalid MDIE

	57
	Target AP Unreachable Remote Request Timeout

	58
	Request Denied for Policy Reasons

	59-65535
	Reserved


Table 14—Presence of challenge text information elements
Modify clause 7.4.6 as follows:
7.4.6 Fast BSS transition action details 

Five Action frame formats are defined to support Fast BSS Transitions initiated through the currently associated AP (e.g., over-the-DS). The action field values associated with each frame format within the Fast BSS Transition category are defined in Table 32O:

Table 32O—Fast BSS transition action field values Action field value Description 

	Action Field Value
	Description

	0 
	Reserved Fast BSS Transition Remote Request Error

	1 
	Fast BSS Transition Request 

	2 
	Fast BSS Transition Response 

	3 
	Fast BSS Transition Confirm 

	4 
	Fast BSS Transition Acknowledge-ment 

	5-255 
	Reserved


Add the following clause after 7.4.6.4

7.4.6.5 Fast BSS Transition Remote Request Error

The FT Remote Request Error action frame is transmitted by the current associated AP as a response to the STA’s Fast BSS Transition Request or Fast BSS Transition Confirm when an error occurs in Remote Request processing at the current AP. The contents FT Remote Request Error action frame is given as: 

	
	
	
	
	
	

	
	Category
	Action
	STA Address
	Target AP Address
	Status Code

	Octets:
	1
	1
	6
	6
	2


Figure 85L – Fast BSS-Transition remote request error action frame

The Category field shall be set to the value given in clause 7.3.1.11 for Fast BSS Transition Action Frames.

The Action field shall be set to 0.

The STA Address shall be set to the STA’s Supplicant’s MAC address.

The Target AP Address field shall be set to the BSSID value of the target AP.

The Status Code field shall be a value from those listed in 7.3.1.9.

8A.5.2 Remote Request Broker (RRB)

Change the paragraphs following Table 35B as follows:

The Remote Request Broker resides on the AP, and has two functions depending on its mode of operation: 

1) Respond to Remote Requests targeted to itself; 

2) Forward Remote Requests to the target AP across the DS. 

If the Remote Request Broker at the target AP receives a remote request frame directed to itself from the current  AP, it will interact with the MAC SME to process the request and respond with a remote response frame, through the Remote Request Broker on the current AP, back to the requesting STA. 

If the Remote Request Broker at the current AP receives a request from a STA directed to another AP in the same Mobility Domain (and therefore supporting "over-the-DS" communications) the AP will forward the Request to that target AP. 
The target AP and the current AP need to reside in the same mobility domain to successfully exchange Remote Request frames. The RRB on the current AP shall transmit Remote Request frames to the target AP based on the BSSID of the target AP supplied in the FT Action frames using the same procedures as pre-authentication, as described in clause 8.4.6.1. 

The AP will track the Request until it receives a Response. The AP will maintain a timer while it waits for the Response. If no response is received in the dot11FTRemoteRequestTimeout period, the AP shall respond with an FT Remote Request Error Action frame to the STA with the status code “Remote Request Timeout” (see clause 7.3.1.9), indicating that the remote request has timed out with no response from the target AP.
If the Remote Request Broker receives a request from a STA that is directed to a target AP that is not part of the Mobility Domain, the Remote Request Broker shall respond with an FT Remote Request Error Action frame response with the status code set to the value "Request Denied for Policy Reasons" (see clause 7.3.1.9).

If the Remote Request Broker is enforcing the Remote Request Limit, and determines that the STA has exceeded the dot11FTPending- RemoteRequestLimit, the Remote Request Broker shall respond with an FT Remote Request Error Action frame response with the status code set to the value "Request Denied for Policy Reasons" (see clause 7.3.1.9).

If the Remote Request Broker receives a Remote Response message that does not have a valid request identifier, or that  is in response to a Remote Request where the dot11FTRemoteRequestTimeout has expired, the Remote Request Broker shall discard the message.
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Abstract


This document updates the text in clause 7.3.1.9 and clause 8A.5 of IEEE 802.11r draft 1.1 with information on remote request broker error handling.
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