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1 Introduction

This document describes a proposal to satisfy the IEEE 802.21 MIH (Media Independent Handover) requirements for 802.11 access technology. The document includes a brief overview of the IEEE 802.21 technology, key requirements for supporting 802.21 over 802.11 and the various elements of the proposed solution.
1.1 Overview of IEEE 802.21
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The IEEE 802.21 (Media Independent Handover) standard supports handovers across heterogeneous networks. The key elements of this standard are as follows.

· The standard defines a framework that enables transparent service continuity when a mobile node (MN) switches between heterogeneous link-layer technologies. The framework relies on the identification of a mobility-management protocol stack within the network elements that support the handover. The standard defines a set of handover-enabling functions within the protocol stacks of the network elements and the cre​ation therein of a new entity called the MIH Function. A media independent Service Access Point (called the MIH_SAP) and associated primitives are defined to provide MIH users with access to the services of the MIH Function. The MIH Function provides the following services.

· The Media Independent Event service detects events and delivers event messages from both local as well as remote interfaces. In case of 802.11 networks, events can originate both at the STA and the AP. Events can be delivered both from STA to AP and vice versa in State 3 only.
· The Media independent Command service provides a set of commands for the MIH users to control handover related link states. In case of 802.11 networks, these commands can originate both at the STA and the AP. Commands can be delivered both from STA to AP and vice versa in State 3 only.
· The Media Independent Information service provides an informa​tion repository, for query and response, thus enabling the making of more effective handover deci​sions across different heteroeneous networks. 802.11 STAs can query for information both in State 1 and State 3.

1.2 IEEE 802.21 Requirements

This section identifies specific 802.21 requirements that need to be satisfied by the 802.11 specification.

1.2.1 General Requirements

1.0. The 802.11 Reference Model shall support Media Independent Handover (MIH) Function services. The 802.11 specification shall define appropriate SAPs, primitives and information elements to support IEEE 802.21 MIH functionalities.
2.0. The IEEE 802.11 specification shall provide a means for APs to indicate support for the 802.21 specification.  This shall be in the form of a Media Independent Handover capability indication that shall be made available before the STA attaches to the network.
1.2.2 SAP Requirements
3.0. The IEEE 802.11 specification shall support link layer events as specified in the 802.21 specification. For each link layer event, this may result in definition of a new primitive, or change in semantics of an existing primitive or just identification of an existing primitive with appropriate semantics in the 802.11 specification.  

4.0. The 802.11 specification shall support link layer commands as specified in the 802.21 specification. For each link layer command this may result in definition of a new primitive, or change in semantics of an existing primitive or just identification of an existing primitive with appropriate semantics in the 802.11 specification.
5.0. The 802.11 specification shall support primitives to query values of different Information Elements at L2.
1.2.3 Transport Requirements
6.0. The 802.11 specification shall support a L2 transport for transferring remote events and remote command messages (only in state 3 and not in any other state) over the air interface between the MIH function on the STA and the MIH Function on the PoA (AP).  The L2 transport shall need to support integrity, fragmentation and re-assembly of packets.
7.0. The STA shall be able to use the Information Service and query specific IEs. The 802.11 specification shall provide a suitable L2 transport that allows the STA to query the values of different Information Elements in State 1 and State 3 phases. The L2 transport shall need to support integrity, fragmentation and re-assembly of packets. 

8.0. During state 3, the 802.11 specification shall support a new ether type for supporting MIH functionality over the data plane during the post-authentication phase. This has no additional requirements on 802.11.
2 Proposed Solution
2.1 Reference Diagram

The 802.11 Reference Diagram shall be updated as per Figure 1. 
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MIH Reference Diagram for 802.11

2.2 SAP Updates
The following events need to be added to the MLME_SAP.
2.2.1 Link Up
2.2.1.1 Function

Link Up is a L2 event which indicates that L3 can now send packets over the link. All L2 activities required for configuring the link are expected to be completed at this point. Thus in case of 802.11 network with 802.11i security it would mean that not only has station associated with an AP, but the 4 way handshake is also complete.

2.2.1.2 Semantics of the service primitive

MLME-LinkUp.indication
(

MacMobileTerminal,
LinkIdentifier,





MacNewAP





)

	Name
	Type
	Valid Range
	Description



	MacMobileTerminal


	 MAC Address
	Any valid individual MAC Address
	MAC Address of STA

	LinkIdentifier
	String
	N/A
	Unique 802.11 link identifier (SSID + BSSID)



	MacNewAP
	MAC Address
	Any valid individual MAC Address
	MAC Address of AP to which the STA is attached




2.2.1.3 When Generated

Generated by MLME when all L2 connection set up activities are completed.
2.2.1.4 Effect on Receipt

Higher layers may initiate a new connection, router discovery, IP configuration, etc.

2.2.2 Link Down

2.2.2.1 Function

This notification is delivered when a layer 2 connection is broken on the specified link and when no more packets can be sent on the link.
2.2.2.2 Semantics of the service primitive

MLME-LinkDown.indication
(

MacMobileTerminal,





MacOldAP,




ReasonCode




)

	Name
	Type
	Valid Range
	Description


	MacMobileTerminal


	 MAC Address
	Any valid individual MAC Address
	MAC Address of STA

	MacOldAP
	MAC Address
	Any valid individual MAC Address
	MAC Address of AP to which the STA was attached before the link went down


	ReasonCode


	UNSIGNED BYTE
	0-255
	Reason for why the link went down.

1: Explicit Disconnnect

2:Packet Timeout

3:No resources

4:No broadcast reception

5-127: Reserved

128-255: Vendor Specific




2.2.2.3 When Generated

This notification is generated when layer 2 connectivity is lost. For example, Layer 2 connectivity may be lost explicitly in cases where a STA initiates disassociate type procedures or is disassociated by a peer STA. 

2.2.2.4 Effect on Receipt

Higher layers may take different actions on this notification. The handover policy may eliminate this link from list of active links for routing connections and may consider handing over any potential active connec​tions to other more suitable links.

2.2.3 Link Going Down

2.2.3.1 Function

This notification is delivered when a Layer 2 connection is expected (predicted) to go down (Link Down) within a certain time interval. Link Going Down event may be the indication to initiate handover proce​dures. Different applications may have different requirements with respect to the time interval required to anticipate in advance a link going down and make adequate a priori preparation to handover a connection depending on Application Class. Hence upper layers such as a L3 mobility protocol may actually configure the time interval in which a Link Going Down event may be delivered. This would allow the flexibility for the time interval to be in msecs, 100s of msecs or even seconds.
2.2.3.2 Semantics of the service primitive

MLME-LinkGoingDown.indication
(

MacMobileTerminal,










TimeInterval,






ConfidenceLevel,






UniqueEventIdentifier





)

	Name
	Type
	Valid Range
	Description


	MacMobileTerminal


	 MAC Address
	Any valid individual MAC Address
	MAC Address of STA

	TimeInterval (msecs)

	UNSIGNED INTEGER
	
	Time Interval in msecs which the link is expected to go down. The link connectivity is expected to be available at least for time specified by TimeInterval


	ConfidenceLevel (%)
	UNSIGNED BYTE
	0-100
	The confidence level for link to go down within the specified time interval



	UniqueEventIdentifier
	UNSIGNED INTEGER
	
	Used to uniquely identify the event. To be used in case of event rollback




2.2.3.3 When Generated

A Link Going Down event implies that a Link_Down is imminent within a certain time interval. If Link Down is NOT received within specified time interval then actions due to previous Link Going Down may be rejected. 

A 100% confidence would indicate certainty that the link is definitely going down within the specified time interval. For example a BS that may have decided to shut down for administrative reasons may send down a Link Going Down trigger with 100% confidence level. Predictions based on changes in link parameters such as signal strength values would typically have a lower confidence level. Different links would typically use implementation specific methods to predict future loss in link connectivity. For example, a STA may infer loss of link connectivity due to successive timeouts for acknowledgements of retransmitted packets along with loss of reception of broadcast frames.
2.2.3.4 Effect on Receipt

Higher layers may take different actions on this notification. Upper layers may prepare to initiate handovers based on the confidence level reported as part of the event.

2.2.4 Link Event Rollback

2.2.4.1 Function

Link_Event_Rollback is used in conjunction with Link_Going_Down. In case of Link_Going_Down if the link is no longer expected to go down in the specified time interval, then a Link_Event_Rollback message is sent to the Event destination. The destination should disregard or rollback the changes associated with the event identifier in such cases.

2.2.4.2 Semantics of the service primitive

MLME-LinkEventRollback.indication
(

MacMobileTerminal,










UniqueEventIdentifier





)

	Name
	Type
	Valid Range
	Description


	MacMobileTerminal


	 MAC Address
	Any valid individual MAC Address
	MAC Address of STA

	UniqueEventIdentifier
	UNSIGNED INTEGER
	
	Used to uniquely identify the event, obtained from Link Going Down. To be used to rollback the predictive event that did not occur.



2.2.4.3 When Generated

This notification is generated when a predictive even expected to occur within a certain time interval is no longer expected to occur before the expiry of the indicated time interval.

2.2.4.4 Effect on Receipt

Higher layers may reevaluate the link under consideration by retrieving other link quality related parame​ters. Any handover procedures that may have already been initiated may need to be rescinded.

2.2.5 MLME-SCAN.confirm
[One more resultcode is recommended to be added to the existing result code] 

	Name 
	Type 
	Valid range 
	Description 

	ResultCode 
	Enumeration 
	SUCCESS, 
	Indicates the result of the MLME-

	
	
	INVALID_ PARAMETERS
	SCAN.confirm 

	
	
	NO AVAIABLE AP
	


2.2.6 Link Parameters Change

2.2.6.1 Function

Link Parameters Change indicates changes in link parameters have crossed specified threshold levels. This may include link layer parameters such as Speed of the link, QoS, BER, etc. The threshold level for each such parameter may have to be configured through a separate command to link layer.

2.2.6.2 Semantics of the service primitive

MLME-LinkParametersChange.indication
(

MacMobileTerminal,







LinkParameterType,







OldValueOfLinkParameter,







NewValueofLinkParameter






)

	Name
	Type
	Valid Range
	Description


	MacMobileTerminal


	 MAC Address
	Any valid individual MAC Address
	MAC Address of STA

	LinkParameterType
	
	
	Media specific parameter types that have crossed thresholds



	oldValueOfLinkParameter


	
	
	Old values of link parameters



	newValueOfLinkParameter


	
	
	New values of link parameters that have crossed thresholds



Examples of link layer parameters that could trigger this event include:

· Link Speed
· Link Bit Error Rate
· Link Frame Loss Rate before Retransmission
· Link Received Signal Strength

2.2.6.3 When Generated

This notification is generated when a link layer parameter crosses a configured threshold.

2.2.6.4 Effect on Receipt

Higher layers may take different actions on this notification. If parameters related to link quality cross a cer​tain threshold then that link may need to be evaluated for handing over current connections. The MIH Func​tion may collectively evaluate different parameters and give appropriate indications to higher layers regarding suitability of different links.
2.2.7 Link Handover Imminent

2.2.7.1 Function

Link Handover Imminent is generated when a native link layer handover or switching decision has been made and its execution is imminent (as opposed to Link Going Down which only indicates that a link is los​ing connectivity due to a change in certain link condition such as signal strength, but does not guarantee that an autonomous link switchover has been decided by the link layer). It contains information about the new point of attachment of the mobile node. It also contains information about any application specific data that might be useful for the application running on the mobile node. Link Handover Imminent can be used by upper layers (e.g., transport ) to initiate handover specific adaptation and as an enabler for initiating effective make-before-break handovers thereby reducing packet loss due to link layer handovers. This is a link layer event that exists for intra-technology handovers defined in many media types (e.g., cellular, 802.16e). MIH can receive the Link Handover Imminent events from the link layer and pass them to upper layer as MIH events for both inter-technology and intra-technology handover cases.

2.2.7.2 Semantics of the service primitive

MLME-LinkhandoverImminent.indication
(

MacMobileTerminal,






MacNewAP






)

	Name
	Type
	Valid Range
	Description


	MacMobileTerminal


	 MAC Address
	Any valid individual MAC Address
	MAC Address of STA

	MacNewAP
	MAC Address
	Any valid individual MAC Address
	MAC Address of candidate AP to which the STA may consider attaching 




2.2.7.3 When Generated

Depending on whether it is the Mobile node or the Network, it is generated when a native link layer han​dover or switching decision has been made and its execution is imminent.
2.2.7.4 Effect on Receipt

Application may take necessary actions to minimize the effect of the pending native link layer handover or switching on user data transfer. For example, to cover the handover period (when packets cannot be trans​ferred), the network can proactively start sending the additional data as soon as it has received indication about the event and should expect a request from the mobile specifying how much data it needs to cover the handover period. This event may also be used as an indication to start buffering packets. 

2.2.8 Link Handover Complete

2.2.8.1 Function

Link Handover Complete event is generated whenever a native link layer handover/switching has just been completed (as opposed to Link Up which only indicates that a link has been brought up for L2 connectivity, but does not indicate that a native link handover/switchover has just been completed by the link layer). Noti​fying the upper layer of this event can improve transport, session and application layer responsiveness to autonomous link changes. They can better adapt their data flows by resuming flows upon receiving this indi​cation. The upper layer can also use this event to check whether its IP configuration needs to be updated. This is a link layer event that exists for intra-technology handovers defined in many media types (e.g., cellu​lar, 802.16e). This event is applicable for terminal side only and is valid only for intra-technology han​dovers. MIH Function can receive the Link Handover Complete events from the link layer and pass them to upper layer as MIH events.

2.2.8.2 Semantics of the service primitive

MLME-LinkHandoverComplete.indication
(

MacMobileTerminal,







MacNewAP







)

	Name
	Type
	Valid Range
	Description


	MacMobileTerminal


	 MAC Address
	Any valid individual MAC Address
	MAC Address of STA

	MacNewAP
	MAC Address
	Any valid individual MAC Address
	MAC Address of candidate AP to which the STA may consider attaching 




2.2.8.3 When Generated

This is generated whenever a L2 link layer handover or switching has just been completed.
2.2.8.4 Effect on Receipt

Upon reception of this event, an upper layer (e.g., transport) can stop any handover adaptation that it has engaged to cope with the just completed native link layer handover/switching and resume normal data trans​fer. This event may also be used as an indication that a re-verification of the IP parameter should be consid​ered.

[Ronny] IMO,
 these primitives are really necessary. Current proposal just suggests to include MIHF frame in MIH protocol action frame. However, without knowing or having information about MIH protocol action frame, how 802.11 MAC can make MIHF frame and put that in MIH protocol action frame. If there is alternative way of making MIHF frame, I am open to hear it.
2.2.9 MLME-MIHProtocol.request
2.2.9.1 Function
This primitive is used to transfer MIH frame to MAC layer. 
2.2.9.2 Semantics of the service primitive

MLME-MIHProtocol.request
(





STA Address, 





Destination Address, 





Service ID 





MIHF Frame




)

	Name
	Type
	Valid Range
	Description


	STA Address
	MAC Address
	N/A
	The value of STA MAC Address

	Destination Address
	MAC Address
	N/A
	The value of MIHF-AP MAC Address. 

	Service ID
	Enumeration
	System Management, 

Event / Command Service, 

Information Service
	Service ID indicates kinds of services included in MIHF Frame

	MIHF Frame
	N/A
	N/A
	MIH Protocol Frame as specified by the 802.21 specification.  For more details, refer to section 8.3.1.3 MIHF Frame format in P802-21-D00-05.


Table 1 MLME-MIHProtocol.request
2.2.9.3 When Generated

This primitive is generated by MIH Function of the STA or MIHF-AP when the MIH Function needs to deliver MIHF Frame to MAC layer. 
2.2.9.4 Effect On Receipt

MAC layer of the STA or MIHF-AP generates MIH Protocol Action frame including MIH frame in order to transmit MIH Frame remotely. 
2.2.10 MLME-MIHProtocol.indication
2.2.10.1 Function

This primitive is used for MAC layer to notify MIH function of MIH Protcol Action frame delivery.
2.2.10.2 Semantics of the service primitive

MLME-MIHProtocol.indication
(





STA Address, 





Destination Address, 




Service ID,




MIHF Frame




)

	Name
	Type
	Valid Range
	Description


	STA Address
	MAC Address
	N/A
	The value of STA MAC Address

	Destination Address
	MAC Address
	N/A
	The value of MIHF-AP MAC Address. 

	Service ID
	Enumeration
	System Management, 

Event / Command Service, 

Information Service
	Service ID indicates kinds of services included in MIHF Frame

	MIHF Frame
	N/A
	N/A
	MIH Protocol Frame as specified by the 802.21 specification. For more details, refer to section 8.3.1.3 MIHF Frame format in P802-21-D00-05.


Table 2 MLME-MIHProtocol.indication
2.2.10.3 When Generated

This primitive is generated by MAC layer of the STA or MIHF-AP when MIH Protocol Action Frame is received.

2.2.10.4 Effect On Receipt

MIH Function of the STA or MIHF-AP receives MIHF Frame transmitted remotely.

2.3 MIH Capability Indication
2.3.1 Beacon, Probe Request and Response, (Re-)Association Request and Reponse frames
Given the fact that spare bits are scarce in the current fixed 2-byte legacy Capability IE (see Annex A), we propose to take an approach similar to the released 11e QoS amendment and the draft 11r Fast BSS transition amendment, i.e. the introduction of a new IE dedicated to the purpose of TGu capability advertisement to be used in Beacons, Probe Request / Reponse and (Re-)Association Request and Response frames. 
Similar to the existing QoS Capbility IE and the Fast BSS Transition Information IE, a reasonable approach could be to introduce a TGu Interworking Capabilities IE that amongst others, would contain several bits indicating specific MIH capability sets and/or availability of particular MIH services in the DS. It is noted that by taking this approach we do not expect to significantly increase the overhead particularly on the Association Requests and Probe Responses compared to their overall contents already today and we avoid articifial limitations for the future TGu capability signalling.

Amongst the MIH capabilities advertised through this TGu Interworking Capability IE would be indications about availability to Information, Command and Event Services, details to the MIH protocol transport (L2 vs. L3) implemented supported in the DS and the MIHF contact address for further MIH protocol exchanges following the basic capability exchange with the AP.
As an alternative, MIH capability could also be contained in a stand-alone IE.

2.3.2 Information Element
A new Information Element Interworking Capability shall be defined to indicate more detailed support for MIH services in the network. 
Information Element IDs
	Information Element
	Element ID

	Interworking Capability IE
	

	Reserved
	


The format for this Interworking Capability IE is defined as follows.
	Order
	Size (octets)
	Description

	1
	1
	TBD Element ID (to be assigned by the IEEE Assigned Numbers Authority): defines the Extended Capability IE

	2
	1
	Length 

	3
	1
	MIH Capabilities

	4
	6
	MIHF-AP MAC Address (optional- if any)


The currently defined MIH Services are as follows:

	Byte 0
	Bit 0
	MIH Capability
	The MIH Capability bit set to 1 indicates the STA supports Media-Independent Handover Service as described in 802.21. The MIH capability bit set to 0 indicates that the STA does not support this service. When MIH Capability Enabled is set, STA may use MIH protocol Action Frame for MIH message exchange. 

	
	Bit 1

	MIH Event Service Enabled
	Indicates that MIH Event Service is supported in the DS



	
	Bit 2

	MIH Command Service Enabled
	Indicates that MIH Command Service is supported in the DS


	
	Bit 3

	MIH Information Service Enabled
	Indicates that MIH Information Service is supported in the DS


	
	Bit 4
	MIH mode L2 transport
	The MIH mode L2 transport bit set to 1 indicates the STA supports Media-Independent Handover Service messages through the 802.21 L2 signalling transport option as described in 802.21. The MIH mode L2 transport bit set to 0 indicates that the STA does not support this service

	
	Bit 5
	MIH mode L3 transport
	The MIH mode L3 transport bit set to 1 indicates the STA supports Media-Independent Handover Service messages through the 802.21 L3 signalling transport option as described in 802.21. The MIH mode L3 transport bit set to 0 indicates that the STA does not support this service.

	
	Bit 6-7
	Reserved
	Set to 0, if not used
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Interworking Information Element containing MIH capability set
2.4 MIH Protocol Action Frame details
MIH Protocol Action frame formats are defined to deliver MIH Protocol messages to AP or MIHF-AP. If a non-MIHF capable AP receives these Action frames then the the APmay relay them to a MIHF capable AP. 
The action frame values associated with each frame format within the MIH Protocol Action frame category are defined below.
	Action field value
	Description

	0
	Reserved

	1
	MIH Protocol Message

	2-255
	Reserved


Category values

Status code field
	Status code
	Meaning

	56
	Invalid MIH Protocol Action Frame

	57-65535
	Reserved


MIH Protocol Message Action field values are set as indicated by MIH function in order for AP’s MAC to recognize for which service MIH frame has without decoding the MIH frame. 

The value for ‘MIH Protocol-I’ corresponds with the MIH frame providing system management service. Similarly, a value for “MIH Protocol-II” matches event and command services and a value for MIH Protocol-III indicates that the MIH frame within MIH Protocol Action frame supports Information services

Action Field Value
	Name
	Value

	MIH Protocol - I
	xx

	MIH Protocol - II
	xx

	MIH Protocol - III
	xx

	Reserved
	xx-27


2.4.1 MIH Protocol Message Action Frame

The MIH Protocol Message Action Frame is sent by the STA to its associated AP in order to notify the AP of MIH Frame.The MIH Protocol Aciton Frame format is as follows;
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MIH Protocol Message Action Frame 
· The Category field shall be set to the value MIH Protocol
· The Action field shall be set to MIH Protocol –I, II, or III.  This value is set as indicated by MIH function through MLME-MIHProtocol.request.
· The STA Address shall be set to the STA MAC address.
· Destination Address shall be set to the AP MAC Address or MIHF-AP MAC Address.
· Status Code shall be set to the value given in Status code field table. If a STA or AP has no information about this value, Status Code shall be omitted.
· The body of a MIH Protocol Action Frame shall contain the MIHF Frame defined in the 802.21 specification. Please refer to Annex for details on the MIHF frame.
2.5 Interworking procedure for section 11
This clause describes the actions and the procedures to enable seamless interworking of a multi-access capable STA with other non-802.11 access technologies or when other non-802.11 specific network protocols are involved.

2.5.1 Media-Independent Handover

Support for Media-Independent Handover in the BSS is provided to interworking capable STAs by advertising MIH capability, MIH mode L2 transport and MIH mode L3 transport bits in the Interworking Capability Information Element in Beacon, Probe Response and (Re-)Association Response frames.
An AP shall indicate DS support for MIH services to the BSS through setting the MIH capability bits in the Interworking Capability Information Element in Beacon, Probe Response and (Re-)Association Repsonse frames.

A STA shall indicate its MIH capability through the appropriate MIH capability bits in the Interworking Capability Information Element in (Re-)Association Request frames.
MIH protocol action frames can be used by both STA and AP to exchange MIH service PDUs both in State 1 and 3. However, support for L2 transport of MIH protocol messages using MIH Ethertype messages in a BSS shall be provided to a STA only when in State 3, i.e. when the STA is authenticated and associated.
Procedures in support of Media-Independent Handover beyond the indication of STA capability are out-of-scope for this amendment and should be refered to in relevant 802.21 standards.

2.6 PICS
	
	
	
	
	

	Item
	Protocol Capability
	References
	Status
	Support

	
	Are the following Interworking capabilities supported?
	
	
	

	IW1
	Media-Independent Handover
	11.11.1
	CFu:M
	Yes, No, N/A


3 Annex A
3.1 Capability Field – Current state
For purpose of understanding, an Annex has been added to mention the current state of the Capabilities field.
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3.2 MIHF Frame Format

Figure below shows the current state of MIHF Frame as defined in the 802.21 draft P802-21-D00-05. This is just for information purposes only.
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4 Issues

· How does STA know which IE is supported by 802.21 and which IE is natively supported by 802.11? STAs should be able to send a common frame for request/response, irrespective of how the IEs are supported.

· MAC Transparency: Informaton service is supported in State 1, but Command service and Event service are not supported in State 1. The AP can indicate the state of STA when passing the request to MIH Function (non data plane requests) and then the MIH Function can make appropriate decisions, or should these decisions need to be made at AP. A malicious STA can always give incorrect information about its own state.
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This contribution is a proposal for supporting 802.21 MIH (Media Independent Handover) requirements on 802.11 access technology. 
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