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1 Introduction
This document specifies a proposal to address the emergency service requirement in the individual requirements clusters for IEEE 802.11u [1].

2 Individual Requirements

2.1 Emergency Services

2.1.1 Motivation and Assumptions

Current IEEE 802.11 solutions provide no special handling for emergency services. Currently there are no mechanisms for a user to determine whether an access point can provide any support for emergency services (e.g. E911 services). However, regulatory decisions in some countries already mandate support of emergency services for VoIP calls, independently of the link layer transport being adopted.
Requirement R9I1 states: Define IEEE 802.11 functionality which would be required to support an Emergency Call (e.g. E911) service as part of an overall, multi-layer solution. Specifically: Capability Advertisement, Authentication issues

Currently, in order to use a public access point a user must go through the standard authentication process (e.g. EAP-based or UAM) before being able to use the access point for emergency calls. This requires user credentials to be available, and slows down the process of joining the network.
Once the user has access to the network, there is no mechanism to prioritise their emergency traffic over that of other users.

Location information may also be required as part of an emergency services solution. However, this is outside the scope of TGu. It is believed that TGk and possible TGv are working on this.
It is essential to distinguish between IEEE 802.11 emergency services, and support of higher layer emergency services. By “IEEE 802.11 emergency services” we refer to the direct support in IEEE 802.11 of such services, independently of what solutions are adopted at higher protocol layers. If the user dials “911” in a VoIP application (e.g. SIP based), the VoIP application may simply setup a SIP call, in which case it is transparent to 802.11. This would result in the establishment of a higher layer emergency service. In other cases, the terminal may react by dropping the connections for the VoIP application, and use the 802.11 emergency calls solution.
Three key components of a TGu emergency services solution are:
1) Network selection – determining whether the network provides support for emergency services. This is an extension of the network selection process.

2) Network join – the STA needs to be able to join the network without any user credentials
3) Admission control and traffic conditioning – the emergency services traffic needs to be admitted to the network as a high priority, and given appropriate QoS treatment. In addition, the AP needs to limit the use of the emergency service network access to emergency service traffic.

A number of assumptions have been made:

1) It is assumed that there is a high layer standardized protocol (or protocol suite) for making emergency calls or using any other emergency services. 

2) Any authentication or encryption of the emergency services can occur at the higher layer rather than at the MAC layer.

3) Maintenance of an existing connection is not required when the STA needs to make use of the emergency services. A pre-existing association with the AP could be discarded prior to the emergency call. Typically, in today’s networks supporting emergency services, there is no need and no interest in maintaining the current services and connections, since the priority is on the establishment of emergency services.
4) The access point separates the backhaul of emergency services traffic from other traffic. This may be in the form of a separate physical link, dedicated VLAN, tunnelling protocol, etc.
5) When using the emergency communications access only emergency services can be accessed.

2.1.2 Proposed Solution

2.1.2.1 Solution Framework
As in a cellular network, it is proposed that a user can make use of the emergency call service either by using existing credentials, or by using an explicit unauthenticated access mechanism.
One of the security challenges is that the unauthenticated user should not be able to interfere with broadcast traffic of other users, but does need to have broadcast support (for DHCP, ARP, etc).

For the unauthenticated access mechanism there are two candidate techniques:

1. Virtual AP (here referred to as “VAP solution”)
One solution to the support of unauthenticated users is for the emergency service to be provided on a separate virtual AP. This means that the emergency user broadcast traffic is separated from that of normal users (and the unauthenticated user does not need their group key). In particular, the solution should ensure that unauthenticated emergency users cannot interfere with the broadcast traffic (such as DHCP, ARP) of other authenticated users.

2. Signalling in Association messages (here referred to as “direct signalling solution”)
An alternative to the virtual AP solution is to explicitly signal in the association exchange (direct signalling solution) that the association is being made for the emergency calls service. No authentication (and no 4-way handshake) is performed. The broadcast traffic must then be separately managed for the emergency service user (which is sent unauthenticated in the clear) and the authenticated users (which share a group key).
2.1.2.2 Network selection
A standardized mechanism needs to be provided in order to advertise the support for emergency services to users.

If a VAP solution is used (as identified above), a standardised SSID might be used. This could, for example, be the string “EMERGENCY”. However, internationalisation considerations should be taken into account and a localised option may be preferred, e.g. “EMERGENCY”, “NOTRUF”, etc. Consequently, a standardised emergency services indicator should be used in beacons, probe responses and neighbour reports. 
With a direct signalling solution, an explicit indication needs to be provided. The AP advertises in the beacon, in the Probe Response frame, and in Neighbour Information that the AP supports E911 calls. This allows the STA to identify whether the AP supports emergency calls. The AP may also advertise whether QoS is supported or not for unauthenticated E911 calls. As for the specific QoS mechanisms available, the current advertisements can be reused. The advertisement can in theory be sent in different ways:

1. by introducing a new Service Indication IE that is broadcast in the beacon, and included in Probe Response frame and Neighbour Information.
2. By either allocating, for respectively E911 capability advertisement and QoS support of E911 calls, two of the reserved bits (bits B10 to B15) in the BSSID information field of a Neighbor List Entry in the Neighbor List component of the Neighbor Report Element, or by adding a new Neighbor List Entry in the Neighbor List component of the Neighbor Report Element.

The STA behaviour is described as follows when discovering the emergency services capabilities:

· If unassociated/unauthenticated, the STA can either look for emergency services capability advertisement by passive scanning (i.e. listening to the beacons) or active scanning (Probe Request/Response)

· If associated/authenticated the STA already knows whether the current AP supports emergency services calls. 
· If the STA needs to determine a target for roaming during an emergency services call or during a regular connection when the STA wants to make sure it can perform an emergency services call if needed at the new AP, the STA can use the information in the Neighbor Report to determine support of emergency services calls

2.1.2.3 Network join process
When joining the network, the user needs to indicate that they are joining in order to make use of the emergency communications service.
If a VAP solution is used then this indication is implicit in the association process. The alternative, in a direct signalling solution is to include an emergency services capability bit in the association request.
In both cases, the STA does not need to have any credentials available.  
Direct signalling solution

In the direct signalling solution, connection to the emergency channel is made prior to the IEEE802.1X controlled port. Figure 1 describes the architecture. Such architecture simplifies the support of unauthenticated users and traffic segregation.
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Figure 1 – Emergency Services Architecture

In terms of STA authentication:

· There is no authentication or 4-way handshake. At the 802.11 MAC level, open authentication may be deprecated and skipped. 

· All data frames for the STA are passed to emergency service channel once service is invoked
· Keys are never plumbed. Transmissions remain open and unencrypted. In fact, there is no requirement for confidentiality of emergency calls. If encryption is needed, such measures will be done at a higher level, not at the LAN level 
In terms of connection to the network once the STA needs to establish an emergency call:

· If TGw is supported, the STA performs an authenticated de-association. If TGw is not supported, the STA simply de-associates

· STA indicates request for emergency service by setting an “emergency services capabilities bit” during the association request in the Association Request frame. The bit can either be one of the existing reserved bit in the Capability information filed in the Association Request frame (e.g. bits B9, B11, B12, B14, or B15), or in a new Service Indication IE added to the Association Request frame. Setting the bit guarantees acceptance of the association request by the AP (subject to protocol compatibility) and no 802.11i 4-way handshake is required since no keys have been created due to authentication and therefore no encryption keys need to be setup between the STA and the AP. 

Segregation of E911 traffic: all data frames generated by an STA that has asserted emergency services during the association request are bridged to a specific VLAN or routed to a specific router that only handles emergency call setup. In this way, there would be not point for a bad guy (BG) in connecting except for making the emergency call. 
Access to emergency services should have same LLC transparency as the DS, therefore a transition to another AP would be transparent to the session.

Support of mobility in the direct signaling solution can take advantage of Fast Transition (FT), since support for FT in non-RSN is being revised. Support of mobility in VAP-solutions can also take advantage of FT.
It is essential to note that in both the VAP and the direct signalling solutions, the current connection is dropped and the STA re-establishes a new connection without any security. 
2.1.2.4 Handing of Traffic 
Segregation of E911 traffic: all data frames generated by an STA that has asserted emergency services during the association request are bridged to a specific VLAN or routed to a specific router that only handles emergency call setup. In this way, there would be not point for a bad guy (BG) in connecting except for making the emergency call. 
In order to avoid abusive use of this proposed emergency services mechanisms, the AP must provide filtering mechanisms to limit the user traffic to only that necessary to make an emergency call. If such filtering is not in place then a malicious user may be able to get priority use of an access point, and be able to transfer arbitrary data without authentication. Any charging mechanisms would also be evaded. 
Such mechanisms are however out of scope.

2.1.2.5 Information Format
The following describes the Service Indication IE.
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Figure 2 – New Service Indication IE

3 Summary and Assessment

3.1 Network Selection Cluster Requirements

This proposal addresses the emergency services requirement in the individual requirements cluster [1].

In particular, the direct signalling solution provides a very simple approach the reuses the current association mechanisms, without requiring neither a “special case” authentication, nor tagging of data frames to enable their traversal of AP. Also, the protected data channel is inaccessible during emergency calls. The solution can be easily retrofitted, since it does not interact with existing 802.11i or 802.11r mechanisms, and is performed in connection with association request handling at lower layer than security association management.
3.2 General Requirements
The requirements document [1] outlines a set of general requirements that should be considered.  These are as follows:

· R9G1: All proposals (whichever requirements they address) shall describe how they minimize battery consumption for mobile devices.

In terms of discovery/advertising, the discovery of emergency services capability in beacons enables passive discovery, therefore power saving is possible. Discovery through probing may impact power saving, but is necessary in several scenarios. 
· R9G2: All proposals (whichever requirements they address) shall describe the security impact of the functions they propose.
A station using emergency services is completely unauthenticated:
· Any station can forge emergency calls,  but this is not worst than current cellular system when there is no SIM

· Authentication of caller may be needed at higher level if so required by the higher level solution and if the station/user has credentials 

· Authentication and credential at higher layer are used to identify the calling party to emergency services, not the information at 802.11 layer (e.g. MAC address)

A fake call to emergency services could cause disconnect of legitimate station:
· a normally authenticated station would be disconnected by a rogue station issuing a emergency service call with same MAC address

· however, the authenticated station will share credentials with the AP and these can be used to prevent an emergency service call until the station has disassociated first. TGw solutions are required to ensure that the threats of DoS attacks are minimized
· this raises the stakes for the TGw "lock-out" problem since a locked out station would also be unable to make an emergency call.

· same threat already exists and will be dealt with in TGw/TGu

Modification of association request from an unassociated/unauthenticated station could force station to connect to emergency service by mistake:
· Attack: a man in the middle captures an association request and sets the emergency service bit before forwarding to the AP

· This will not be detected since the association request is not MICed. 

· However, the point is that the result is benign, and is not a security risk to the network
· R9G3: All proposals must allow APs to serve legacy STAs in addition to STAs that have been upgraded to 11u.  Proposals must describe how this is achieved.
The addition of the proposed new IEs will allow correct operation with legacy equipment. The STA can determine whether the AP supports MAC anonymity, and therefore it is capable of connecting to non TGu-capable APs. A legacy STA connecting to an AP supporting MAC anonymity will ignore the additional IEs in the beacon, probe response and neighbour reports. 
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