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1 Introduction
The purpose of this work is to address interworking issues between an IEEE 802.11 access network and an external network to which it is connected.

The scope of this proposal is to address TGu protection cluster requirements as referred to in reference [1].
2 Protection Cluster
2.1 Proposed Solution for MAC Address Anonimity
2.1.1 Basic Concepts

In legacy IEEE802.11 systems the Global MAC address of the STA is used to identify MPDUs and MSDUs passing within the IEEE802.11 system. MPDUs pass across the wireless medium (WM) and MSDUs pass across the DSM to other access points or to DS portals. Thus a single MAC address is used across multiple address spaces (WM, DSM and Global network.) IEEE802.11 specifies that the address space used for the WM may be different from that used for the DSM.

We define the following terms to describe the MAC address used in the three address spaces:

· Global address space: Real MAC Identifier (RMID)

· Distribution Service Medium address space: ESS MAC Identifier (EMID)

· Wireless Medium address space: Association MAC Identifier (AMID)

In the infrastructure network:

· AMID is used to identify MPDUs on the wireless medium

· EMID is used to identify MSDUs on the distribution service medium

· RMID is used to identify frames on other LAN media attached via a portal

In the device containing the non-AP STA
· AMID is used to identify MPDUs on the wireless medium

· EMID is by the SME used to identify MSDUs prior to delivery across the MAC SAP boundary

· RMID is used to identify frames above the MAC SAP boundary.

The purpose of using different identifier in the different address spaces is as follows:

· Use of AMID: this allows a station to change the identifier it is using on the WM by re-associating using a different value. Such a change is transparent to the DSM and above and thus does not affect any higher layer connectivity or authentication.

· Use of EMID allows the Global MAC address of the non-AP STA to be hidden from observers in IEEE802.11 access network, thus providing MAC address anonymity
The AMID and EMID values use the format defined for global MAC address but with the “local administration” bit set. The allocation algorithm allows for dynamic allocation and prevents duplicate allocation. Thus the EMID and AMID values are always unique for a given STA within the defined address space.


[image: image1]
Figure 1 Use of AMID/EMID.

2.1.2 Support of MAC Anonymity for Associated STAs
An STA can be in one of the following states:

1. No AMID or EMID (starting state)

2. Have EMID but no AMID (transition state 1)

3. Have AMID but no EMID (transition state 2)
4. Have EMID and AMID (operating state)

The AMID/EMID allocation steps are as follows:

1. Prior to joining a network a STA creates a new AMID value based on a random number generator
2. The STA then sends a probe request using the selected AMID value as the SA in the frame. It also includes in the probe request an AMID IE indicating the desire to register the AMID value. If a legacy access point receives the probe it will respond omitting the AMID IE. The STA shall ignore such responses since it indicates that the AP cannot support AMID.

3. An AMID aware AP checks whether the AMID value is in use and, if not, it shall register the AMID value and respond with probe response confirming the AMID using the AMID IE and sending new or existing EMID (the AP checks validity of EMID)
4. If the AMID value is already registered, the AP shall not respond. By this mechanism the STA can determine which access points are available, and which are able to accept the proposed AMID value (i.e. only available APs for which there is no AMID collision or that are capable of accepting the AMID use will reply to the STA). Note: the probability that the AMID is already in use is, in practice, vanishingly small.

5. After the STA has selected an access point and registered the AMID value, it may proceed to associate with the access point (after Open Authentication.) The STA shall use the AMID value as its SA in all frames. 

6. The STA shall obtain a new EMID value, or may reuse an existing EMID value that has been obtained previously, thus performing EMID registration. The EMID is sent in the association request in the EMID IE with an indication that it is either “existing” or “new”. 
7. The AP confirms the uniqueness of the EMID and includes acceptance information in the response. After EMID registration, the EMID value is substituted for the AMID value when an MSDU is created from MPDU(s). Note: This mechanism does not prevent “Hijacking” of EMID values. However, the threat is no worse than for current MAC addresses.

8. In an RSN, the STA may then proceed to perform AAA authentication and a 4 way handshake. During the 4-way handshake, the EMID is confirmed by mixing it into PTK. If successful, EMID is put into operation when data starts to flow. Also, during the 4-way handshake the RMID value is sent confidentially to the access point so that when the controlled port is connected the EMID value can be substituted by the RMID value for frames passing through the IEEE802.11 portal. By sending the RMID confidentially, the global MAC address of the STA is not visible to the access network.

9. The values of EMID and AMID are associated with lease values that are delivered during the allocation procedure. Expiration of the lease value will cause the AP to delete the value from its current state. The STA is responsible to renew the lease prior to expiry. When the STA sends an AMID request to multiple APs, multiple APs may reserve the requested AMID value for the STA. The lease timer should time out quickly once the reservation has been accepted by the AP, but the STA does not associate with the AP.
In addition to using probe request/response for the allocation of AMID, the STA can also use the action frames being defined in a parallel proposal for active network discovery. 

When associating to a network, the STA determines whether to use AMID/EMID or RMID based on capability advertisement, network requirements and policies (outside the scope of 802.11): 

· The AP advertises in the beacon a MAC Anonymity IE. The IE can also be provided in Neighbour Reports and Probe Response. 
· The MAC Anonymity IE contains an AMID/EMID Support bit indicating whether the TGu-capable AP supports the use of AMID/EMID. Through the AMID/EMID Support bit the STA determines whether the AP supports AMID/EMID. This information may be used by the STA when deciding whether to connect to the AP or not (e.g. based on policies, the STA may choose to never connect to networks that are TGu-capable but do not support MAC address anonymity). 
· The MAC Anonymity IE contains an AMID/EMID Mandated bit indicating whether the TGu-capable AP supporting the use of AMID/EMID mandates the use of the AMID/EMID. Through the AMID/EMID Support bit the STA determines whether it must use the AMID/EMID, or it can optionally choose to not use the AMID/EMID. This information may be used by the STA when deciding whether to connect to the AP or not (e.g. based on policies).
2.1.2.1 EMID Allocation through Broker

It is suggested that a broker mechanism is used to allocate a unique EMID in the ESS. One logical centralized entity, named EMID Server, is responsible for allocating the EMID uniquely in the ESS. The EMID Server can be implemented e.g. in one of the APs in the ESS. The EMID Server address is provided to the STA through an IE in the beacon. If the EMID Server address is not included in the beacon, the STA shall assume that the AP is acting as EMID Server (e.g. in case the EMID Server is not reachable over the DS). 

In addition, each AP in the ESS acts as an EMID Reservation Broker (ERB) to which the STA sends an EMID Request action frame. The ERB in turn forwards the request to the EMID Server. If the EMID Server is reachable by the APs over the DS, then a solution similar to the one adopted in TGr can be used. Otherwise, the mechanism for communication between the ERB and the EMID Server is left to implementers’ choice. 
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Figure 2 EMID Server
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Figure 3 EMID Allocation through Broker
2.1.3 MAC Anonymity of Unassociated STAs

MAC anonymity for STAs performing active network discovery is also important. With the convergence between cellular and WLAN, the devices operate quite differently from current WLAN devices. The converged devices may perform active scanning in several networks due to the mobility of the user. It is therefore possible for unfriendly networks to e.g. create statistics or track devices even if they are not associated.

It is proposed that for active discovery the STA uses a random MAC address when sending a Probe Request frame. The AP shall use the same MAC address in the response. In case of collision of the MAC address, the STA performing active discovery receives the requested information, whereas the other STA may or may not receive it (e.g. depending on the STA state). In the worst case, the other STA would receive network information even if it had not requested it.
2.2 MAC Address Hijacking

The TGu requirements document states that 802.11i does not require an 802.1X authentication to include the MAC address in order to allow a user to use any machine, and therefore the authentication cannot be tied to a specific MAC address. However, this allows the session to be hijacked by an authentication through a different AP with the same MAC address.  

We believe we need to distinguish between hijacking of MAC address and pre-emption of MAC address (i.e. somebody else than STA X authenticating to the same AP with the MAC address of STA X). We assert that it is not possible to completely prevent hijacking of the MAC address in 802.11 unless the MAC address is tied to the authentication credentials in the AAA server. This wasn't originally specified in 802.11i because it is out of scope of IEEE802.11. Moreover, the linking can already be done today if the AAA server and AP agree on it, without requiring any changes to the 802.11. 

However, we believe that avoiding preemption of the MAC address is possible. Since avoiding preemption partially solves the concerns, we propose using the EMID as described previously to solve this problem.

3 Summary and Assessment

3.1 Network Selection Cluster Requirements

This proposal addresses all mandatory requirements in the protection cluster [1].
3.2 General Requirements
The requirements document [1] outlines a set of general requirements that should be considered.  These are as follows:

· R9G1: All proposals (whichever requirements they address) shall describe how they minimize battery consumption for mobile devices.

The minimization of battery consumption has been considered in the development of this proposal. Since the AMID/EMID allocation takes place when the STA is associating to the network, the proposal does not impact current power saving mechanisms.
· R9G2: All proposals (whichever requirements they address) shall describe the security impact of the functions they propose.
The proposal for the protection cluster does not introduce additional security concerns with respect to current threats that 802.11 networks are susceptible to. 
Security impacts can be considered from two points of view: security of STA to network user data and denial of service attacks on the AP and/or STA within the ESS.  

Security of user data is not impacted by the adoption of AMID and EMID, since the modifications introduced do not undermine the mechanisms for user data security defined in IEEE 802.11i for the association and authentication procedures. 

Concerning Denial of Service aspects, modifications to the association procedure do not have any impact because the additional information carried does not require the allocation of any additional resources in either the STA or the AP.

· R9G3: All proposals must allow APs to serve legacy STAs in addition to STAs that have been upgraded to 11u.  Proposals must describe how this is achieved.
The addition of the proposed new IEs will allow correct operation with legacy equipment. The STA can determine whether the AP supports MAC anonymity, and therefore it is capable of connecting to non TGu-capable APs. A legacy STA connecting to an AP supporting MAC anonymity will ignore the additional IEs in the beacon, probe response and neighbour reports. 
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Abstract


This document specifies a proposal to address the protection cluster requirements for IEEE 802.11u. The proposal has been produced by the WiNOT (Wireless NetwOrking Technology) consortium.
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