March 2006

doc.: IEEE 802.11-06/0286r0

IEEE P802.11
Wireless LANs

	A Partial TGu Proposal on Optimization of Delivery of Network Discovery Information through Layered Beacons

	Date:  2006-03-06

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Stefano M. Faccin
	Nokia
	Dallas, TX USA
	+1 972 894 5000
	stefano.faccin@nokia.com


	Jari Jokela
	Nokia
	Tampere, Finland
	+358 718060445
	jari.jokela@nokia.com

	Jon Edney
	Nokia
	Cambridge, UK
	+44 1353648567
	EXT-jon.1.edney@nokia.com





Contents

31
Introduction


31.1
Background


32
Network Selection


32.1
Motivation and Assumptions


42.2
Proposed Solution: Layered Beacons


42.2.1
Layered Beacons IE


53
Summary and Assessment


53.1
Network Selection Cluster Requirements


53.2
General Requirements


74
References




Figures

5Figure a. Layered Beacons IE.


5Figure b. Threshold base/Time to next NDB.


5Figure b. Coding for threshold base.




1 Introduction
This document specifies a proposal to address the requirements for IEEE 802.11u.

1.1 Background

The purpose of this work is to address interworking issues between an IEEE 802.11 access network and an external network to which it is connected.

The scope of this proposal is to address TGu requirements as referred to in reference [1].

2 Network Selection

This document specifies a proposal to address the network selection requirements for IEEE 802.11u as defined in [1].

2.1 Motivation and Assumptions

The purpose of proposing a solution for the network selection cluster of requirement defined in [1] is to enable the STA to identify the availability of a desired network service.  The requirement for this functionality was originally identified by deployment issues associated with public access hotspots where it is currently impossible for users to determine whether they will be able to access network services based on information currently advertised by the network.

Currently users tend to associate with networks based on a combination of the information provided by the SSID and guesswork.  If they discover that they cannot access this network because they do not have the appropriate credentials, they will try another network, and then potentially another until they find one that works or they run out of options.  

The aim of the following proposal is to provide access to additional information up front, that the STA can use to make decisions about which network to associate with.  Such information includes hints as to which other operators this network has roaming agreements with that an STA can assess in order to work out whether there is a better chance of a successful authentication exchange using this network.

To achieve this functionality across an IEEE 802.11 based network, the following should be noted:

· The information should be available using a lightweight discovery process before the association procedure is initiated.  This allows quicker determination of network suitability and reduces the requirement to time optimise or energy optimise the EAP exchange (this being the only way to provide equivalent functionality at the moment).

· The mechanism should not preclude the use of other methods for the STA to this type of information.
One way to support similar functionality is through the use of virtual APs.  Virtual APs are useful in scenarios where a small number of operators are sharing the network infrastructure, but is still not sophisticated or scaleable enough to represent the complex roaming hierarchy that may be present behind the AP.

In general, several approaches have been discussed in TGu that require the extension of the beacon to advertise more information to the STA. In the past several attempts took place to add new information to the WLAN beacon. Since the size of the beacon and the frequency at which it is sent impacts considerably the system capacity, previous proposals that tried to create new beacon information/type were met with low acceptance in IEEE 802.11. Therefore modifications should avoid bloating the beacon unreasonably just to enable network discovery. 
2.2 Proposed Solution: Layered Beacons
Beacons in WLAN network serves two main functions: 
1) Maintaining the timing for the network and signalling to associated stations, and

2) Advertising to stations that are in discovery mode. 
It is expected that the information needed to support STAs decision to join the network is going to be relatively substantial. Taking into account that the the AP must serve function 1) as well, it is clear that beacons must be repeated frequently enough. These two aspects introduce contradicting requirements on how beacons are transmitted and which information they include. Including all the relevant information to beacons can easily make them very long resulting to reduced system capacity if the beacon interval is kept relatively short.
The proposal introduces a method for optimizing the delivery of network discovery information through layered beacons. The proposal introduces two types of beacon frames:

· A first type of beacon frame, called Network Maintenance Beacon (NMB), is shorter and content is the same as in the legacy beacon frame, with the addition of a new Layered Beacons IE. 
· The second type of beacon frame, called Network Discovery Beacon (NDB), is longer than NMB and includes legacy beacon information and necessary information for the discovering STAs (i.e., NDB=NMB+discovery information). 
Furthermore it is proposed that NMB and NDB are sent using self-adjusting time intervals depending on the system load. The basic interval is legacy beacon interval. The following rules apply:
· Light load: NDB sent in every TBTT
· Medium load: every n:th beacon is NDB, otherwise NMB is sent
· High load: NMB sent in every TBTT. NDB not sent at all.

Load thresholds and time to next NDB can be signalled using the Layered Beacons IE. This information element is included in both NMBs and NDBs.
The AP operation is dependent on the load thresholds as follows:

	Load 
	AP operation

	Under ‘light load threshold’
	NDB sent in every TBTT. Time to next NDB is set to 1.

	Between ‘light load threshold’ and ‘high load threshold’
	Every n:th Beacon is NDB. Otherwise NMB is sent. Time to next NDB indicates when NDB ís sent next.

	Over ‘high load threshold’
	NMB is sent in every TBTT. Time to next NDB is set to 31.

	‘011’-‘111’
	Reserved


2.2.1 Layered Beacons IE
The Layered Beacons IE is described below.
	
	
	
	
	
	

	
	Element ID
	Length
	Threshold Base/Time to next NDB 
	Light load threshold
	High load threshold

	Octets:
	1
	5
	1
	2
	2


Figure a. Layered Beacons IE.

The Threshold base/Time to next NDB is as shown in the next figure.

	
	
	

	
	Threshold base
	Time to next NDB

	Bits:
	3
	5


Figure b. Threshold base/Time to next NDB.

The threshold base indicates how (see 802.11e QBSS Load element definition) the threshold limits are indicated in the Layered Beacons IE. The coding is as follows:

	Threshold base value 
	Base value 

	‘000’
	Station Count

	‘001’
	Channel utilization

	‘010’
	Available admission capacity

	‘011’-‘111’
	Reserved


Figure b. Coding for threshold base.

The time to next NDB indicates when the next NDB will be transmitted. Value is expressed in TBTTs. If NDB is not sent automatically at all then the field is set to 31.

In case of threshold base value is either ‘000’ or ‘010’ then the light-load threshold and the high-load threshold fields contains the corresponding threshold values directly.  In case of threshold base value is ‘001’ the first byte of the light load threshold and high load threshold contains the actual threshold value and the second byte shall contain bits all set to ‘0’.

3 Summary and Assessment

3.1 Network Selection Cluster Requirements

This document describes a partial proposal for the mandatory requirements in the network selection cluster (R9N1, R9N2, R9N3 and R9N4), and can be used in conjunction with other proposals that add information to the beacon to advertise additional information for network discovery/selection.

3.2 General Requirements

The requirements document [1] outlines a set of general requirements that should be considered.  These are as follows:

· R9G1: All proposals (whichever requirements they address) shall describe how they minimize battery consumption for mobile devices.

The layered beacons mechanism is not expected to impact battery consumption.  

· R9G2: All proposals (whichever requirements they address) shall describe the security impact of the functions they propose.

Security impacts can be considered from two points of view: security of STA to network user data and denial of service attacks on the AP and/or STA within the ESS.  

The layered beacons optimizations for passive discovery mechanisms only serve to provide hints to the STA about when and with whom to initiate network attachment. Since in IEEE 802.11i the security of user data is built on the association and authentication procedures, the modifications to the discovery mechanisms therefore have no implications for user data security.  
Concerning Denial of Service aspects, modifications to the association procedure do not have any impact because the additional information carried does not require the allocation of any additional resources in either the STA or the AP.

For the passive discovery process, the information flow is from the AP to the STA; attacks can therefore be carried out by a rogue AP transmitting false beacon messages.  This can be seen either as an attack on the STA (encouraging it to associate with the incorrect AP), or an attack on the AP (preventing STAs from associating with it).  A further reflection attack occurs where a rogue AP encourages multiple STAs to associate with a genuine AP, by using the genuine AP's BSSID in its own beacon messages.

All of these attacks are possible in the current IEEE 802.11 standard, since a rogue AP has the same opportunities to transmit beacons containing misleading information.  The defence must be based on STA implementations being able to recover from the rogue AP's misdirection by using alternative AP's in successive association attempts after the association with the rogue AP fails.  The main effect of the proposal is to increase the granularity of the information that the beacon contains, and to optimize its delivery through a flexible layering mechanism.  There are therefore three possible cases:

· the rogue AP transmits identical information as a true AP.  This threat is identical to the current situation, and the same defence applies.

· the rogue AP transmits information which is a worse match to STA requirements than the true AP.  We can assume that STAs will simply ignore such information.

· the rogue AP transmits information which is a better match to STA requirements (i.e. is more specific) than the true AP.  Defence requires the STA to re-attempt association as currently; however, such an attack is only able to target a reduced subset of the STAs in the population, because it only works when more specific information is provided in the beacon.

Therefore, subject to certain aspects of the STA implementation, the passive discovery mechanism provides improved defences against denial of service attacks compared to the current beacon mechanisms.
In addition, the proposal can be integrated with other proposals being currently discussed in TGw and TGv on beacon protection.
· R9G3: All proposals must allow APs to serve legacy STAs in addition to STAs that have been upgraded to 11u.  Proposals must describe how this is achieved.
Legacy STAs are supported in that APs still continue to issue beacons containing the current information, so any STA not supporting the additional information can discard such information. An STA attempting to join a legacy AP will simply revert to current mechanism to perform network selection, i.e. based the selection on the SSID.
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Abstract


This document specifies a solution to optimize the delivery of network discovery information through layered beacons. The submission is a partial proposal to address the network selection requirements for IEEE 802.11u. 
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