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1
Introduction

TGu is addressing the interworking of 802.11 WLANs with external networks in a manner that is suitable for voice and data services.  In order to provide for emergency call service, two special features need to be addressed.  The two features are addressed in the two parts of this proposal.
The first feature is a mechanism for a non-AP QSTA to signal to a QAP that the call is an emergency call.  This is useful in the case where the access category to be used to carry the emergency call traffic (typically AC_VO) is configured for mandatory admission control.  If the WLAN is congested, then the AP may deny the TSPEC request for bandwidth to carry the call.  However, if the AP knows the call is an emergency call, then it may be able to invoke other options in order to admit TSPEC request.  This is described further in section 1.2 and in the proposal of section 2.

The second feature is a means for a client without proper security credentials to be able to place an emergency call.  In this situation, we suggest that public EAP credentials are used to authenticate the user.  This is described further in section 1.3.
1.1 Requirements in TGu for supporting 911 capability
TGu requirements for Interworking with External Networks have been provided in IEEE-802-11-05/0822r9.  TGu requirement R9I1 states, Define IEEE 802.11 functionality which would be required to support an Emergency Call (e.g. E911) service as part of an overall, multi-layer solution. Specifically:

Capability Advertisement, Authentication issues.  Note that location information is not included in this requirement.  It is believed that TGk and possible TGv are working on this.  “Multi-layer” indicates the expectation that any E911 solution will not be achieved solely at layer 2 – co-operation with other groups will be required.
1.2 Description of the expedited bandwidth request element

For access categories configured for mandatory admission control, a non-AP QSTA requests bandwidth using a TSPEC Request in an ADDTS action frame.  The TSPEC Request includes parameters describing the characteristics of the traffic stream, but no information on the use of the traffic stream.  To address “use” of a traffic stream, we propose the addition of an “Expedited Bandwidth Request” element.  To make use of this element, it is the responsibility of the handset to transmit this element in response to certain call signalling messages.  How this is done is out of scope for TGu.  By defining an octet for bandwidth use, we enable a greater range of uses than previous proposals.  The following bandwidth uses are provided in the expedited bandwidth request element:

· Emergency call
· Public first responder (e.g., fire department)

· Private first responder (e.g., enterprise security guard)

· Multi-level precedence and pre-emption

Multi-level precedence and pre-emption (MLPP) services are provided by other voice networking technologies such as 3GPP (cf. TS 22.067), H.323 (cf. ITU-T H4.60.14) and other proprietary signalling protocols.  MLPP is used as a subscription service to provide differentiated levels of consumer service; it is also used by military organizations so that commanding officers won’t get a network busy signal.
If the AP knows the “use” of the traffic stream, it can invoke additional policy which may be configured on the AP to accept the TSPEC request when it would be otherwise denied.  Policy configured at AP defines how bandwidth use will be operated upon.  Specification of these policies is out of scope of TGu.  Policy examples include:

· No action

· Pre-emptive action: delete a TS of lower priority if necessary to make room for new TS

· Use capacity allocated for non-voice services if priority is above a certain value (assuming TSPEC is for AC_VO)

· Interpret MLPP codes per 3GPP specification

· Interpret MLPP codes per proprietary specification

1.3 Emergency call services for clients only having public security credentials
This proposal describes how the existing RSN and 802.1x protocols are appropriate for handling emergency calls over ther WLAN.  We begin by reviewing some of the applicable requirements and constraints:
1. AP is a layer 2 device, not an application layer device

2. An AP cannot know whether emergency service will be provided or not by an SSPN.  The AP can be statically configured with this information, however, when emergency service is invoked by a subscriber to an SSPN, the AP doesn’t know that the emergency service is actually being supported or whether establishment of the emergency call is proceeding successfully.
3. Emergency services can take different forms:
a) Different signaling systems, e.g., SIP, H.323, proprietary

b) Different codecs supported by clients (G.711, AMR, Skype-like) 

c) 3GPP does not require emergency service to be supported when client lacks security credentials (3GPP TS 23.167)
d) Not limited to voice (3GPP TS 23.167)

4. AP is not a SIP user agent nor signaling endpoint so client MUST register to a call manager before an emergency call can be placed.  

5. AP cannot by itself verify whether emergency services are being transported or bandwidth is being hijacked

6. If IPSEC tunnel is used between client and gateway, AP cannot know if handset was able to successfully register with a call manager.
For a user which has valid security credentials, that user can simply authenticate to the SSPN and the WLAN and subsequently place an emergency call.  In this case, the keying material would be supplied to the authenticator (AP) and supplicant (client) from the SSPN’s AAA server so that a normal 802.11i security association is established.  Once the crypto keys are plumbed, the client can go ahead and place the emergency call.

For a user which doesn’t have valid security credentials (e.g., mobile station without a SIM card installed), the situation is similar but with a couple of important differences.  In this case, the user authenticates to the SSPN as a public user whose identity signals the need to place an emergency call
.  The 802.11i security association takes place as described in the preceding paragraph, except the SSPN’s AAA server returns a VLAN ID corresponding to it’s emergency VLAN.  The AP bridges the client’s frames onto this VLAN without the need for any changes to its 802.11i security association.  This VLAN connects to the SSPN’s network and the SSPN’s call manager ensures the emergency call is routed to the correct PSAP.  It is worthwhile noting that if the handset can’t register with the SSPN’s call manager, it can’t complete the emergency call anyway.  Finally, the AP or DS infrastructure performs per-user policing for this VLAN ID ensuring an upper-limit on resource usage commensurate with an emergency call.
In order to make the emergency call procedure work properly, the client has the following responsibilities:

· Recognize the user’s request to make an emergency call

· Ensure WLAN supports QoS and Expedited bandwidth request capability

· Request location information from WLAN and pass to its call manager via signaling (client ensures LCI request is not responded to with Incapable bit set; or uses TBD TGv method)

· Select one of possibly several SSPNs advertising support for emergency service and VoIP service
So to summarize: 
· Emergency service advertisement:

· Emergency service is from SSPN advertisement, not from AP providing network access (so 911 requirement moves to network selection cluster with consequent impact to those proposals)

· SSPN advertisement must also include whether it supports VoIP service (e.g., support for end-to-end QoS)

· AP advertises:

· 802.11e capability (for QoS transport)

· 802.11k/v capability (for location information)

· 802.11u capability (expedited bandwidth request element)

· 802.11 security association

· Employs RSN and 802.1x

· Authentication to SSPN via EAP method

The benefits of this proposal are:
· No changes needed to 802.11 (other than means to signal TSPEC request is for emergency purposes)

· SSPN responsible for emergency service

· Validates call is routed to PSAP

· Ensures end-to-end QoS for good audio fidelity

· Knows when emergency session is over and can terminate it at that time

· Layer 2 resources can only be used for emergency service—limits DoS exposure

2
Expedited Bandwidth Request Proposal

The following clauses constitute the technical elements of this Expedited Bandwidth Request proposal.

[Editor: the following modifications are based upon 802.11REVma-d5.1]

7
Frame formats
7.3 Management frame body components
7.3.2 Information elements

[Editor: modify Table 26 to allocate next available ID to expedited bandwidth request]

[Editor: insert the following new clause after 7.3.2.34]
7.3.2.35
Expedited bandwidth request element
The Expedited bandwidth request element is transmitted from a non-AP QSTA to a QAP in an ADDTS action frame containing a TSPEC request and provides usage information on the bandwidth request.  The element information format is shown in figure x-1.

	
	Element
ID
	Length
	TSID
	Bandwidth Use

	Octets:
	1
	1
	1
	1


Figure x-1  Expedited bandwidth request element description
The TSID field is the same value as that in the corresponding TSPEC request (or TCLAS element if present).

Bandwidth Use is provided in figure x-2.
	Bandwidth Use value
	Description

	0
	Emergency call

	1
	First responder (public entity)

	2
	First responder (private entity)

	3
	MLPP Level A

	4
	MLPP Level B

	5
	MLPP Level 0

	6
	MLPP Level 1

	7
	MLPP Level 2

	8
	MLPP Level 3

	9
	MLPP Level 4

	10-255
	Reserved


Figure x-2  Exception element description

The lower the value of bandwidth use, the higher the bandwidth usage priority.

7.4 Action frame format details

7.4.2 QoS action frame details
[Editor: replace table 46 with table 46-1 shown below]
Table 46-1  ADDTS Request frame body
	Order
	Information

	1
	Category

	2
	Action

	3
	Dialog token

	4
	TSPEC

	5 - n
	TCLAS (optional)

	n + 1
	TCLAS processing (optional)

	n + 2
	Expedited bandwidth request element (optional)


[Editor: replace the last paragraph in 7.4.2.1 with the following text]
The TSPEC element, defined in 7.3.2.29, and the optional TCLAS element, defined in 7.3.2.30, contain the QoS parameters that define the TS. The TS is identified by the TSID and Direction fields within the TSPEC element. The TCLAS element is optional at the discretion of the non-AP QSTA that sends the ADDTS Request frame, regardless of the setting of the access policy (EDCA or HCCA). There may be one or more TCLAS elements in the ADDTS frame. The TCLAS Processing element is present when there are more than one TCLAS element and is defined in 7.3.2.32.  There may be one Expedited bandwidth request element which is defined in 7.3.2.35.

11
MLME
11.4
TS operation
11.4.1 Introduction
[Editor: the following paragraph needs to be updated as indicated].
TSPEC and the optional TCLAS and optional Expedited bandwidth request elements are transported on the air by the ADDTS, in the corresponding QoS Action frame and across the MLME SAP by the MLME-ADDTS primitives.

A
Annex

A.1
G1 Analysis

This proposal has negligible effect on battery consumption.
A.2
G2 Analysis

This proposal places security impact at L3 with EAP authentication for a client with only public security credentials.

A.3
G3 Analysis

Legacy STAs will not be capable of obtaining emergency service from SSPN. 
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Abstract


This document provides draft normative text for a proposal fulfilling the requirements of TGu Requirement R9I1 (cf. 05-0822r9).  The proposal is divided into two parts: 


Part 1: signaling from a QSTA to QAP to identify additional information about the nature of the bandwidth request (including whether it’s an emergency call). This proposal builds upon 06/0003r0 by M. Montemurro.


Part 2: proposal for providing 911 service to clients having only public security credentials.
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