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1 Introduction
This document specifies a proposal to address the network selection requirements for IEEE 802.11u as defined in [1].

1.1 Motivation and Assumptions

The purpose of this functionality is to enable the STA to identify the availability of a desired network service and specify its intention to use this service when associating.  The requirement for this functionality was originally identified by deployment issues associated with public access hotspots where it is currently impossible for users to determine whether they will be able to access network services based on information currently advertised by the network.

Currently users tend to associate with networks based on a combination of the information provided by the SSID and guesswork.  If they discover that they cannot access this network because they do not have the appropriate credentials, they will try another network, and then potentially another until they find one that works or they run out of options.  

The aim of the following proposal is to provide access to additional information up front, that the STA can use to make decisions about which network to associate with.  Such information includes hints as to which other operators this network has roaming agreements with that an STA can assess in order to work out whether there is a better chance of a successful authentication exchange using this network.

To achieve this functionality across an IEEE 802.11 based network, the following should be noted:

· The information should be available using a lightweight discovery process before the association procedure is initiated.  This allows quicker determination of network suitability and reduces the requirement to time optimise or energy optimise the EAP exchange (this being the only way to provide equivalent functionality at the moment).

· The mechanism should be extensible to operate with any methods the network uses to discover this type of information, i.e. it is not feasible to assume that this information will be configured in each AP.  Instead, the information could be provided by a number of higher layer protocol exchanges, and the information discovered by these protocols should be used when available.

One way to support similar functionality is through the use of virtual APs.  Virtual APs are useful in scenarios where a small number of operators are sharing the network infrastructure, but is still not sophisticated or scaleable enough to represent the complex roaming hierarchy that may be present behind the AP.

1.2 Proposed Solution

1.2.1 Passive Discovery

The following section discusses extensions to the current IEEE 802.11 beaconing functionality to include additional information to support network selection decisions.  The proposed mechanism supports the inclusion of additional service information in the beacon to indicate the availability of network services.  It should be noted, however, that this intention is not to include information about every single service in the beacon (this is not feasible). 
The inclusion of this information in the beacon can be adjusted for each deployment, for example, some network deployments may elect not to put any service information in the beacon, and rely on active discovery techniques to provide this information to the STA.
1.2.1.1 Problem with the SSID

The original IEEE 802.11 standard incorporated a trivially simple discovery mechanism based on the SSID. The SSID is an unformatted character field of up to 32 bytes which is usually constructed by ASCII characters in order to be human readable.  The intention of the SSID is to identify a group of (1 or more) access points forming an Extended Service Set (ESS).  In principle, if a station associates to an access point with the SSID value of “CompanyXYZ” then it should be able to roam to ay other access point with the same SSID value and be assured of continued layer 2 connectivity.  Unfortunately, the simplicity of the SSID approach results in may problems for deployment.  The following weaknesses have been observed:

· SSIDs cannot be guaranteed unique

· SSID value has no integrity (it can be forged)

· There is no specification for how to assign SSID default value leading to many installations operating with the same one.

· SSID does not scale for use in global networks.

One solution to this problem would be to introduce a replacement for SSID which has the desired attributes missing from the current definition.  However, in practice the behaviour of the current SSID has become strongly entrenched because of the algorithms built into commercial operating systems.  The wireless client is deployed in millions of PCs and, for the most part works well.  Any new scheme must not only be backwards compatible to the current SSID, but must be completely transparent to current implementations.

1.2.1.2 ESSID Concept

The ESSID is a mechanism to enable gradual migration for current networks and client.  The scheme is based on an expanded definition of SSID coupled with the introduction of a new identifier called the “ESSID Address”.  Use of ESSID removes some of the observed weaknesses of SSID:

· It encourages the assignment of a unique identifier to groups of APs.

· It has a method to ensure uniqueness of each AP as manufactured.

· It provides discrimination between access point groups in cases where SSID has been overloaded with the service provider’s identity.

The scheme introduces a new feature not previously available:

· The ability to discriminate between multiple networks behind the AP.

A station can use the ESSID to gather more accurate information about the connectivity and compatibility of an access point before a transition.  The ESSID contains three types of data:

· An identifying name (ESS Name)

· A unique identifier (ESS Address)

· One or more Service Identifiers

The ESS Name is a human readable name to identify the group of APs.  In many cases, this name can be the same as the SSID, and if ESS Name is not present in the ESSID, the SSID value is used instead.  The purpose of the name is to inform the user about which ESS they are connecting to.  For example, if the SSID designates a service provider “WiFi-Max” and this service is available from overlapping locations such as “CoffeeShop” and “VIPlounge”, the ESSName can be used to distinguish the networks to the user.  There may be reasons why this information is helpful – for example, signal strength is likely to be better in the appropriate ESS to your location and you do not want the client to transition between these networks as this may result in a change of layer 3 address.
The ESS Address ensures that there will not be a collision between the ESSID values of two groups of APs (unless maliciously mal-configured).  Its value is set to the BSSID value of one of the APs in the group (selecting the lowest value for example).  The use of the BSSID guarantees that the ESSID as a whole is globally unique.  Furthermore, it allows a simple way for manufacturers to set a default value for ESSID since it will be set to the BSSID of the AP when first deployed.  Only active configuration will enable it to become part of an AP group.

The Service Identifiers are used to enable the station to select between multiple possible back end services.  The Service Identifier value in the ESSID as a truncated hash of the Service Identifier and the ESS Address.
1.2.1.3 Extended Passive Discovery

In systems where the ESSID is used, access points continue to issue beacons containing the SSID IE to ensure operation with legacy systems.  However, a new IE containing the ESSID is also included in the beacon and probe response, and ESSID aware stations can get more information about the network from the additional information included in this IE.

As indicated above, in order to minimise space consumption, the Service Identifier information included in the beacon is hashed with the ESS Address and truncated.   The length of the hash included in the beacon can be adjusted according to the current network load.

An additional enhancement where an AP uses multiple hash algorithms may also provide advantages.  In this case, an AP with diverse hash capability can choose one of two pre-defined hash functions to create hash values. The STA is likely to receive different hash values for the same Service Identifier in the same ESS.  The diverse hash values reduce hash collision (where two service identifiers with ESS Address hash to the same value).

In order for an STA to discover whether a specific service is supported, the STA must know in advance the value identifying the service. This allows the AP to advertise a variety of services without disclosing the service identity to all STAs in range. This may be useful in specific scenarios, for example, in mixed private/public hotspots or enterprise scenarios, where both visitor services and private services can be safely advertised. 
Beacons in WLAN networks currently serve two main functions,  (1) to maintain the timing for the network and signalling to associated stations, and (2) to advertise to stations that are in discovery mode. One of the concerns with the development of enhancements to the network selection procedure by advertising additional information to the STA is that the beacon size may grow unreasonable. Taking into account that the AP must serve function (1) as well, it is clear that beacons must be repeated frequently enough. Enhancing the network selection by advertising additional information and sending beacons frequently introduce contradicting requirements on how beacons are transmitted and which information they include. Including all the relevant information to Beacons can easily make them very long resulting in a reduction of the system capacity if the beacon interval is kept relatively short.

Solutions are being entertained that allow the advertisement of additional information for passive discovery while at the same time addressing the concerns related to the beacon bloating. Such solutions are not described in this document but are being discussed in the WiNOT consortium.

1.2.1.4 Information Formats

1.2.1.4.1 ESSID

The format of the ESSID is illustrated below:
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The ESS Address is a unique identifier representing the ESS.

ESS Name Length indicates the length of the subsequent ESS Name.  A value of 0 means that the ESS Name is not present.

ESS Name is a user readable string identifying the name of the ESS.

Flags field is shown below:
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B0 and B1 indicate the hash length that is being used:

· 00 = 1 octet

· 01 = 2 octets

· 10 = 3 octets

· 11 = 4 octets

B2 (Unadvertised Services) indicates whether there are service identifiers that have not been included in the list.

If supporting a diverse hashing scheme; a further two bits can be used to indicate the capability of diverse hash and which hash function is being used:

· 00 = Not capable of diverse hash (single hash function is being used)
· 01 = Capable of diverse hash and the first hash function is being used
· 10 = Capable of diverse hash and the second hash function is being used
· 11 = Reserved
Service Identifier Hash: the hash of the service information and the ESS Address. Zero or more Service Identifier Hashes can be included in the IE.

1.2.2 Active Discovery

Active discovery allows the STA to query the network to find out whether particular services are available.  The query/response mechanism is supported through the definition of two new Action Frame formats.

Category field shall be set to whatever the next value will be allocated for service discovery.
	Action field value
	Description

	0
	Reserved

	1
	Service Request

	2
	Service Response

	3-255
	Reserved


1.2.2.1 Service Request

The service request indicates the service identity the STA would like to discover.  The information is sent as a string of up to 256 bytes.
1.2.2.2 Service Response

The service response includes an indication as to whether the requested service is supported, and the SSID and a Supported ESSID IE containing the information to be used to connect to the network (this may or may not contain the selected/desired Service Identifier field).  The ESSID (and the Service Identifier, if provided) will be verified when the user attempts to connect to the network. 

In addition, the Query ID and ComeBackDelay IEs may be included to support the ComeBack Mechanism described below.

1.2.2.2.1 ComeBack Mechanism

In order to support the power saving advantages granted by current active discovery mechanisms, a “ComeBack” mechanism is introduced. It is assumed that the AP receiving a query from an STA can determine whether the information is available or not in the AP. If not available, it is assumed that the AP has the ability to retrieve such information through a mechanism that is out of scope.

The basic concept is as follows:

· the mechanism enables an AP receiving a query from a station and not having the information readily available to reply to the station that the AP is capable to provide the information requested, but that such AP cannot provide it right away. Specifically, the AP can return a query identifier QueryID (whose value is unique for the AP) to be used by the station to query such AP again without the need for indicating again the information elements required (this may be useful when more than one IEs are requested and are not available instantaneously at the AP, and performing a new query by providing again the list of IEs would imply a waste of radio resources), and by the AP to correlate the queries. 
· The AP may optionally return also a time value ComeBackDelay determined by the AP and indicating how long the station shall wait before querying the AP again.
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The STA does not need to remain active while waiting to send the “come-back” Probe Request, therefore enabling power saving. In case the STA is connected to an AP1 and is actively exchanging data frames with AP1, but wants to retrieve information from a target AP2, the STA does not need to remain on the AP2 channel while waiting to send the “come-back” Probe Request.

1.2.2.3 Information Formats

1.2.2.3.1 Supported ESSIDIE
The format of the Supported ESSID IE is illustrated below:
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The ESS Address is a unique identifier representing the ESS.

ESS Name Length indicates the length of the subsequent ESS Name.  A value of 0 means that the ESS Name is not present.

ESS Name is a user readable string identifying the name of the ESS.

1.2.2.3.2 Query ID
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1.2.2.3.3 ComeBackDelay
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1.2.3 Associating with the network

When associating to the selection access point, the STA includes both the SSID and the Selected ESSID IE in the association request. 
1.2.3.1 Information Formats

1.2.3.1.1 Selected ESSID IE

The format of the ESSID is illustrated below:
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The ESS Address is the value obtained in ESSID IE.

Service Identifier: is the Service Identifier the STA has selected to connect to the network
1.2.4 Summary and Assessment

This proposal addresses all mandatory requirements in the network selection cluster (R9N1, R9N2, R9N3, R9N4).
1.2.4.1 General Requirements
The requirements document [1] outlines a set of general requirements that should be considered.  These are as follows:
· R9G1: All proposals (whichever requirements they address) shall describe how they minimize battery consumption for mobile devices.
The extended passive discovery mechanism is not expected to impact battery consumption.  The battery consumption aspects raised by the active discovery mechanism have been addressed by the ComeBack mechanism.  Modifications to the association procedure only affect the contents of the association message and therefore have only a trivial impact on battery life.  The improved selectivity of the passive discovery process acts to minimize the number of failed association attempts, thereby improving battery life even further.
· R9G2: All proposals (whichever requirements they address) shall describe the security impact of the functions they propose.

Security impacts can be considered from two points of view: security of STA to network user data and denial of service attacks on the AP and/or STA within the ESS.  
The passive and active discovery mechanisms only serve to provide hints to the STA about when and with whom to initiate network attachment.  Since in IEEE 802.11i the security of user data is built on the association and authentication procedures, the modifications to the discovery mechanisms therefore have no implications for user data security.  The modifications to the association procedure consist of the transmission of additional data along with the SSID; this additional data can be seen as providing additional information of the same character as the SSID.  The overall security of the attachment procedure depends on the existence of a triangle of trust between the STA, AP and AAA infrastructure, and the authentication protocols themselves do not use or authenticate the SSID contents directly but instead rely on the triangle of trust to do so.  The ESSID is treated in exactly the same way.

Concerning Denial of Service aspects, modifications to the association procedure do not have any impact because the additional information carried does not require the allocation of any additional resources in either the STA or the AP.  

For the passive discovery process, the information flow is from the AP to the STA; attacks can therefore be carried out by a rogue AP transmitting false beacon messages. This can be seen either as an attack on the STA (encouraging it to associate with the incorrect AP), or an attack on the AP (preventing STAs from associating with it). A further reflection attack occurs where a rogue AP encourages multiple STAs to associate with a genuine AP, by using the genuine AP's BSSID in its own beacon messages.

All of these attacks are possible in the current 802.11 standard, since a rogue AP has the same opportunities to transmit beacons containing misleading information. The defence must be based on STA implementations being able to recover from the rogue AP's misdirection by using alternative AP's in successive association attempts after the association with the rogue AP fails. The main effect of the proposal is to increase the granularity of the information that the beacon contains. There are therefore three possible cases:

· the rogue AP transmits identical information a true AP. This threat is identical to the current situation, and the same defence applies.

· the rogue AP transmits information which is a worse match to STA requirements than the true AP. We can assume that STAs will simply ignore such information.

· the rogue AP transmits information which is a better match to STA requirements (i.e. is more specific) than the true AP. Defence requires the STA to re-attempt association as currently; however, such an attack is only able to target a reduced subset of the STAs in the population, because it only works when more specific information is provided in the beacon.
Therefore, subject to certain aspects of the STA implementation, the passive discovery mechanism provides improved defences against denial of service attacks compared to the current beacon mechanisms.

The active discovery process may have Denial of Service impacts. Attacks may be attempted by sending of large numbers of queries (e.g. all with different forged MAC addresses) and so build up cached information in the AP.
Where the AP caches results for active discovery queries from an STA, the cached information should be held long enough for the STA to send its “come-back” query. Although an active attacker may be able to send a spoofed “come-back” query before one is sent by the STA, this will have no impact on the availability of information at the STA since it will still be cached when the real STA when it sends its “come-back” query.
An active attacker may also send a false response to an active discovery query from an STA. This may either provide false positive (telling STA that a service is supported when it is not), or a false negative (telling an STA that supported service is not available). This cannot be mitigated, unless these messages can be authenticated in state 1.
· R9G3: All proposals must allow APs to serve legacy STAs in addition to STAs that have been upgraded to 11u.  Proposals must describe how this is achieved.
Legacy STAs are supported in that APs still continue to issue beacons containing the SSID IE, so any STA not supporting the ESSID can discard the information.  An STA attempting to join a legacy AP will simply revert to current mechanism to perform network selection, i.e. based the selection on the SSID. 
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