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Abstract

This document contains a normative text proposal in support of requirement R9I1 (Individual Requirements) in 05/822r9.

R9I1: “Define IEEE 802.11TM functionality which would be required to support an Emergency Call (e.g. E911) service as part of an overall, multi-layer solution. Specifically: Capability Advertisement and Authentication issues”

This text proposal is based largely on P802.11-REVma-D5.1.
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1. 
Introduction
Requirement R9I1 states: Define IEEE 802.11 functionality which would be required to support an Emergency Call (e.g. E911) service as part of an overall, multi-layer solution. Specifically: Capability Advertisement, Authentication issues

In order to use a public access point a user must go through the standard authentication process (e.g. EAP-based or UAM) before being able to use the access point for emergency calls. This requires user credentials to be available, and slows down the process of joining the network.  Once the user has access to the network, there is no mechanism to prioritise their emergency traffic over that of other users.

Location information may also be required as part of an emergency services solution. However, this is outside the scope of TGu. It is believed that TGk and possibly TGv are working on this.
Three key components of a TGu emergency services solution are:

1) Network detection – determining whether the network provides support for emergency services. This is an extension of the network selection process.

2) Network join – the STA needs to be able to join the network without any user credentials

3) Admission control and traffic conditioning – the emergency services traffic needs to be admitted to the network as a high priority, and given appropriate QoS treatment. In addition, the AP needs to limit the use of the emergency service network access to emergency service traffic.

A number of assumptions have been made:

1) It is assumed that there is a high layer standardized protocol (or protocol suite) for making emergency calls or using any other emergency services.

2) Any authentication or encryption of the emergency services can occur at the higher layer rather than at the MAC layer.

3) Maintenance of an existing connection is not required when the STA needs to make use of the emergency services. A pre-existing association with the AP could be discarded prior to the emergency call.

4) The access point separates the backhaul of emergency services traffic from other traffic. This may be in the form of a separate physical link, dedicated VLAN, tunnelling protocol, etc.

5) When using the emergency communications access only emergency services can be accessed.

2. Proposed Solution

As in a cellular network, it is proposed that a user can make use of the emergency call service either by using existing credentials, or by using an explicit unauthenticated access mechanism.

One of the security challenges is that the unauthenticated user should not be able to interfere with broadcast traffic of other users, but does need to have broadcast support (for DHCP, ARP, etc).

The solution to this is for the emergency service needs to be provided on a separate virtual AP. This means that the emergency user broadcast traffic is separated from that of normal users (and the unauthenticated user does not need their group key). In particular, the solution should ensure that unauthenticated emergency users cannot interfer with the broadcast traffic (such as DHCP, ARP) of other authenticated users.

2.1. Network selection
A standardized mechanism needs to be provided in order to advertise the support for emergency services to users.  The emergency service is configured across an ESS, and should be advertised by the Interworking Capability IE included in the Beacon and Probe Response messages.

A secure public or private network could make use of Virtual APs to advertise an Emergency Services ESS network that has a different security configuration, for example, it provides access to an open network that has limited connectivity at layer 3.  The approach maximises deployment flexibility, and supports both enterprise and public network deployments.

It is expected that an ESS would want to advertise Emegency Services across a number of APs, and a subset of the APs (or virtual APs) in the network could be configured to advertise this capability.  The exact deployment is left up to the network provider.

2.2. Network join process
When joining the network, the user needs to indicate that they are joining in order to make use of the emergency communications service.  This will be implied by the fact that a user has connected to an AP advertising emergency service support. 

The STA is not expected to have to partipate in an authentication exchange, as the AP is configured for open access allowing users with no credentials access to the emergency service infrastructure.

2.3. Admission Control and Traffic Conditioning

2.3.1 Admission Control and QoS

IEEE 802.11e provides the ADDTS action frame for admission control and power-save mechanisms. A client can use the ADDTS action frame to indicate parameters and request bandwidth for a traffic stream.

The traffic stream parameters are included in the TSPEC element. Reserved bits in the TSINFO field of the TSPEC element could be used to indicate that the traffic stream is for an emergency service. This mechanism preserves the existing 802.11 protocol message content with a minor change to the TSPEC element.
Emergency signalling can be piggy-backed on ADDTS frame, which can be used at any time.  The STA can use its existing association to perform the emergency signalling.

The fact that this is an emergency request is added to the TS Info element in the TSPEC (see Section 3). The Emergency Service bit indicates to the network that this call is an emergency call, allowing the network to intiate other related functionality (e.g. location determination).  Therefore, it acts as more than just a priority indicator.
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In addition, it may be possible to add an additional IE to ADDTS to indicate that there is an emergency call pending. 

2.3.2 Traffic Filtering
In order to avoid abuse of the emergency service ESS, functionality must be provided at higher layers to support restricting user traffic to only that needed to support the emergency call service.  It is expected that the TGu amendments should recommend that higher layer filtering ins employed to limit the misuse of an open emergency service network.

3. Suggested Amendments

7. Frame formats

7.2 Format of individual frame types

7.2.3 Management frames

7.2.3.1 Beacon frame format

Insert a new row into table 8 as shown below:

Table 8—Beacon frame body

	Order
	Information
	Notes

	26
	Interworking Capability
	Interworking Capability shall be present if dot11InterworkingImplemented is true.

	
	
	


7.2.3.4 Association Request frame format

Insert a new row into table 10 as shown below:

Table 10—Association Request frame body

	Order
	Information
	Notes

	11
	Interworking Capability
	Interworking Capability shall be present if dot11InterworkingImplemented is true.

	
	
	


7.2.3.5 Association Response frame format

Insert a new row into table 11 as shown below:

Table 11—Association Response frame body

	Order
	Information
	Notes

	8
	Interworking Capability
	Interworking Capability shall be present if dot11InterworkingImplemented is true.

	
	
	


7.2.3.6 Reassociation Request frame format

Insert a new row into table 12 as shown below:

Table 12—Reassociation Request frame body

	Order
	Information
	Notes

	12
	Interworking Capability
	Interworking Capability shall be present if dot11InterworkingImplemented is true.

	
	
	


7.2.3.7 Reassociation Response frame format

Insert new row into table 13 as follows:

Table 13—Reassociation Response frame body

	Order
	Information
	Notes

	8
	Interworking Capability
	Interworking Capability shall be present if dot11InterworkingImplemented is true.

	
	
	


7.2.3.9 Probe Response frame format

Insert a new row before the last line into table 15 and modify the last row as shown below:

Table 15—Probe Response frame body

	Order
	Information
	Notes

	24
	Interworking Capability
	Interworking Capability shall be present if dot11InterworkingImplemented is true.

	25-255
	Requested information elements
	Elements requested by the Request information element of the Probe Request frame.

	
	
	


7.3 Management frame body components

7.3.2 Information Elements

Insert Element ID x into Table 26 and change the Reserved row accordingly: 

Table 26—Element IDs

	Information Element
	Element ID

	Interworking Capability
	51

	Reserved
	52-221

	
	


7.3.2.29 TSPEC element

Modify Figure 100 in section 7.3.2.29 as shown
	
	B0
	B1 B4
	B5     B6
	B7    B8
	B9
	B10
	B11 B13
	B14 15
	B16
	B17
	B18 B23

	
	Traffic type
	TSID
	Direction
	Access Policy
	Aggregation
	APSD
	User Priority
	TSInfo Ack Policy
	Schedule
	Emergency service
	Reserved

	Bits
	1
	4
	2
	2
	1
	1
	3
	2
	1
	1
	6


Figure 100—TS Info field
Insert the following new clauses at the end of section 7.3.2.29
· The Emergency service subfield is 1 bit in length and shall be used to indicate access priority in case the initiating STA wishes to setup an emergency call such as represented by applicable regulatory requirements in a regulatory domain.

[Editor’s note: Could consider to add additional IE to ADDTS to indicate that there is an emergency call pending. FFS]
Insert the following new clauses after 7.3.2.34
7.3.2.35 Interworking Capability Information element

The Interworking Capability Information element contains information about the capabilities of a STA to operate on other non-802.11 access networks and information about its non-802.11 protocol capabilities as shown in Figure u1.
	
	
	
	

	
	Element ID
	Length
	Interworking Capabilities

	Octets:
	1
	1
	2


Figure u1—Interworking Capability Information element format

The Length field is variable and depends on the length of the Interworking Capabilities field.  The minimum value of the Length field is 2.

The Interworking Capabilities field is a bit field indicating the advertised capabilities of the STA. The Interworking Capabilities field is shown in Figure u2.

	
	
	
	

	
	B0
	B1
	B15

	
	Emergency call support
	Reserved

	Bits:
	1
	14


Figure u2—Interworking Capabilities

· The Emergency call support bit set to 1 indicates the STA supports emergency call support functionality such as represented by applicable regulatory requirements in a regulatory domain. The Emergency call support bit set to 0 indicates that the STA does not support this service.

· All other bits are reserved and shall be set to 0 on transmission and ignored on reception

The lack of a Interworking Capability element shall be interpreted as the STA having no advertised Interworking Capabilities.

[Editor’s Note: The Interworking IE would be the new TGu-specific capability indicator and go into the Beacon, Probes and Association frames. Idea is to have something similar to the 11e QoS capabilities or 11v Wireless Network Management Capability IE. It would contain bit flags for individual capabilities we put into TGu. For example, bit B0 would be Emergency call support, bit B1 would indicate MIH-enabled and so on.]
11. MLME

Insert the following new clauses after section 11.10

11.11 Interworking Procedures

This clause describes the actions and the procedures to enable seamless interworking of a multi-access capable STA with other non-802.11 access technologies or when other non-802.11 specific network protocols are involved.
11.11.1 Emergency call support
Support for emergency calls such as represented by applicable regulatory requirements in a regulatory domain is provided through capability advertisements by both STA and the BSS and through an explicit emergency call indication when a traffic stream allocation is used by the initiating STA.

The presence of 802.11 emergency call support in the BSS shall be advertised to interworking capable STAs by signalling this capability through the corresponding Interworking Capability Information Element in Beacon, Probe Response, Association Response and Reassociation Response frames.

A STA shall indicate its emergency call support capability by setting the Emergency call support bit in the Interworking Capability Information Element in (Re-)Association Request frames.

A STA that initiates an emergency call shall indicate this special case of traffic stream setup through the Emergency Service bit in the corresponding TSPEC.

It is assumed that a high layer standardized protocol or protocol suite to establish an emergency call or using any other emergency services is implemented on the STA and part of the capability negotiation process when such a call is set-up. In particular, capability exchanges pertaining to this higher layer functionality such as implemented voice codecs are assumed to be negotiated through appropriate higher layer signalling.

Routing and Access Control Procedures in support of emergency calls are out-of-scope for this amendment.
If needed, several approaches could be used in the DS to separate the backhaul of emergency services traffic from other traffic. For example, this may be realized in the form of a separate physical link, a dedicated VLAN, a tunnelling protocol or other methods.

It is assumed that proper admission control at setup and ensuring call priority during an ongoing emergency calls can be realized through a combination of QoS support features or by other methods. For example, maintenance of existing sessions either by the initiating or other STAs in the BSS or maintenance of associations in a BSS may not be required under all circumstances and could be given less priority. Another possible approach left to the discretion of the BSS implementation is the use of a Virtual BSS exclusively reserved for the purpose to set-up and maintain call priority for emergency calls.
Annex A

A.4 PICS proforma–IEEE Std. 802.11, 2006 Edition

A.4.3 IUT configuration 

Append this entry to the end of the IUT configuration table:

	
	
	
	
	

	Item
	IUT configuration
	References
	Status
	Support

	*CFu
	Interworking supported
	11.11
	O
	Yes, No, N/A

	
	
	
	
	


Insert this new clause after clause A.4.16:

A.4.16 Interworking extensions

	
	
	
	
	

	Item
	Protocol Capability
	References
	Status
	Support

	
	Are the following Interworking capabilities supported?
	
	
	

	IW1
	Emergency call support
	11.11.1
	CFu:O
	Yes, No, N/A


Add the following MIB attributes to Annex D:

Annex D

In the dot11StationConfig table of Annex D, insert the following entries at the end of the dot11StationConfigEntry sequence list:

Dot11StationConfigEntry ::=

    SEQUENCE {

…

dot11InterworkingImplemented TruthValue }

Insert the following elements at the end of the dot11StationConfigTable element definitions:

dot11InterworkingImplemented OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only 

STATUS current 

DESCRIPTION 

"This attribute, when TRUE, indicates that the station 

implementation is capable of supporting either non-802.11 Network
Access services or non-802.11 specific protocol functionalities in support of seamless interworking.

The default value of this attribute is FALSE."

::= { dot11StationConfigEntry TBD } 

4. Summary and Assessment

The following section discusses which requirements are met by this proposal.  The requirements are defined in [1].

Cluster Requirements:
The above contribution fulfils requirement I1.  Solutions based on ADDTS/TSPEC fit well with existing IEEE 802.11e solutions, and as the TSPEC is already used for CAC, it is consistent with normal QoS handling.   This approach requires minimal changes to the standards, and implementation changes are simplified/minimised.

General Requirements:
The requirements document [1] outlines a set of general requirements that should be considered.  These are as follows:

· R9G1: All proposals (whichever requirements they address) shall describe how they minimize battery consumption for mobile devices.
The operation of the basic IEEE 802.11 protocol is not modified by this contribution.  Therefore, it is not expected to impact battery consumption.

· R9G2: All proposals (whichever requirements they address) shall describe the security impact of the functions they propose.

Support for unauthenticated access to emergency services creates an insecure ESS that may have to co-exist with more secure infrastructure.  It is expected that higher layer filtering is employed to limit misuse of the Emergency Service ESS, and to prevent traffic on the Emergency Service ESS from interfering with traffic in other RSNs operating over the same infrastructure.
Threats that need to be considered include:

· unauthenticated user interferring with authenticated users

· unauthenticated user misusing the service, e.g. using it for non-emergency purposes. Some solutions may allow an unauthenticated user to ‘lock-out’ an emergency call user with MAC address spoofing
· MITM may modify association request so a non-emergency call user associates with the emergency service ESS.
· R9G3: All proposals must allow APs to serve legacy STAs in addition to STAs that have been upgraded to 11u.  Proposals must describe how this is achieved.
STAs that are not capable of detecting that the ESS is an emergency services ESS may try and connect to the IEEE 802.11 infarstructure without realizing that access to other network services is prohibited.
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