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1 Introduction
This document specifies a proposal to address the requirements R10U3 and R10U1 of the User Plane Cluster for IEEE 802.11u [1].

1.1 Background

The purpose of this work is to address interworking issues between an IEEE 802.11 access network and an external network to which it is connected.

The scope of this proposal is to address TGu requirements as referred to in reference [1].

1.2 Definitions

Network Access Identifier (NAI) – The user identity submitted by the client during network access authentication. See Error! Reference source not found..

Realm – The part of the NAI after the “@” symbol.

Realm-based routing – The use of the realm to determine an AAA server to send the request to.

2 User Plane Interface

2.1 Motivation and assumptions

User plane control, e.g. QoS, is one of the major factors for a satisfactory Interworking experience. Due to the system difference, different flavours of User Plane control mechanisms are used in different networks. Therefore, native services that were developed in the different networks would have different pre-requites for the network control capabilities. In order to interwork WLAN with these networks, i.e. to provide access to these services from WLAN, the WLAN User Plane control mechanism needs to made inline with these requirements. For example, to deploy the 3G IMS services over the WLAN would require that QoS control in WLAN be at equivalent level with 3G networks. 
Current IEEE802.11 standards provided the basic tools to control user data in the BSS access. However, it was designed when interworking (e.g. external service access) was not a major concern. Some gap still exists. Namely, two major issues require enhancement to the existing standard:
Firstly, a QoS mapping guideline should be provided to ensure a consistent mapping between end-to-end (i.e. network layer) QoS requests and the way that this QoS is provided in a WLAN (i.e. at the link layer). This helps to provide a consistent user experience of WLAN interworking. If an inconsistent mapping is used then:
· Admission control at the AP may incorrectly reject a service request, because it has interpreted the request as being different to that intended by the STA
· The user may be given a different QoS over the WLAN to that expected, e.g. a lower QoS may be provided by the WLAN than the STA expected 

Optionally, a layer 2 data traffic segregation mechanism is required: 
In the interworking scenario, a terminal may access several external network services at the same time, e.g. download some media file from Internet, and carry out VoIP session through its home network, and access the email server through the corporate network. Data traffic destined to these different DN should be segrated to enforce certain operational policies, and service level agreements. 

One potential method is to use Layer 3 segregation, which is out of scope of TGu. However, the access network is largely operating at Layer 2. The Layer 3 segregation would leave section from AP to the first hop IP entity unattended, e.g. the DS. This may result in inconsistencies. For example in the DS, traffic are mixed, and no QoS level would be properly enforced. 
Although the DS implementation is out of scope of TGu, this proposal is aiming at providing a mechanism at 11MAC to supply adequate information for the segregation at layer 2 (regardless of DS implementation).  
2.2 Proposed Solution

2.2.1 QoS Control for Interworking

2.2.1.1 QoS Mapping Guidelines

The 802.11 MAC layer QoS is provided by the 11e schemes. It defines the EDCA and HCCA mechanism and corresponding parameters. However, these QoS parameters do not match directly with other type of QoS control parameters. In the interworking scenarios, the external network may use a different QoS scheme, and thus have different metrics for the QoS control. Therefore, mapping from the external QoS control parameters to the 11e QoS parameters is necessary. 
A quick analysis reveals the following mapping scenarios:

- For up link:

At the STA, there is mapping from External QoS type (e.g. UMTS type via DSCP) to EDCA ACs; or optionally to HCCA parameters. This will help the STA to construct correct QoS request to the QAP (e.g. ADDTS Request). 
At the AP, there is mapping from EDCA ACs to 802.1p when necessary.

- For down link:

At the AP, there is mapping from 802.1p to EDCA ACs.

For Admission control and filtering, AAA provides the QoS parameters from the SSPN, and AP needs to map these parameters (via a common representation, e.g. DSCP) to the EDCA or HCCA parameters. 
As listed above, some of these mapping could be static, e.g. the 802.1p to EDCA AC mappings. And some mapping could be more flexible, e.g. the DSCP to EDCA AC mapping. In this proposal, a default mapping guideline is proposed for these mappings (mainly for the admission control purpose), so that a STA would have consistant QoS experiences in different WLANs. 
Optionally, a STA could use the mechanism proposed in section 2.2.2 to obtain dynamic mapping information to fine tune its operation. 
2.2.1.1.1 Default QoS control mapping

· IEEE802.1p map to EDCA ACs:

(Already provided in P802.11-REVma/D5.2 Table 63)

· DSCP  map to EDCA ACs:

A mapping of the DSCP to 3G Traffic Class is available in Annex A of 3GPP TR23.836 V1.0.0 (similar to that of GSMA IREG34). With an extension, the table provides the default mapping from 3GPP QoS to EDCA ACs as following. 
Note: The use of the DSCP in the table may just apply to the 3GPP network (scoped by the TR23.836). When other external network, e.g. 3GPP2 uses the similar QoS setting as the 3GPP, the same mapping can be used.
	3GPP QoS Information
	Diffserv PHB
	DSCP
	QoS Requirement on GRX
	EDCA Access Category
	UP (as in 802.1D)

	Traffic Class
	THP
	
	
	Max Delay
	Max Jitter
	Packet Loss
	SDU Error Ratio
	
	

	Conversational
	N/A
	EF
	101110
	20ms
	5ms
	0.5%
	10-6
	AC_VO
	7, 6

	Streaming
	N/A
	AF41
	100010
	40ms
	5ms
	0.5%
	10-6
	AV_VI
	5, 4

	Interactive
	1
	AF31
	011010
	250ms
	N/A
	0.1%
	10-8
	AC_BE
	3

	
	2
	AF21
	010010
	300ms
	N/A
	0.1%
	10-8
	AC_BE
	3

	
	3
	AF11
	001010
	350ms
	N/A
	0.1%
	10-8
	AC_BE
	0

	Background
	N/A
	BE
	000000
	400ms
	N/A
	0.1%
	10-8
	AC_BK
	2,1


Table 1 Mapping Table of DSCP to 3GPP QoS Info and EDCA ACs
· Different network may have different type of settings for the QoS parameters, e.g. the DSCP settings. The above default mapping should be used as a guideline, so that even if QAP adopts another mapping, following the default mapping a STA could still generate acceptable QoS requests.
· The Default mapping table is an informative part that goes to the Annex of the 802.11 specification.

2.2.2 QoS Mapping information distribution

As mentioned above, a network may adopt different type of mapping schemes in deployment. In such a case, it is necessary for the 11 MAC to provide a mechanism to distribute the real mapping information to the STA to optimize operation. 
Two options exist for the transport of such information: 

- Use of the native 802.11 frames. The QoS Mapping information would be a network wide policy and does not need to change frequently. Therefore, it would be possible to include such information into the Probe Response or Associate Response frames (from the AP to STA), if the STA is capable of interpreting the information.
For this purpose, an IE (“QoS Mapping Set”) needs to be defined for carrying the QoS Mapping information. The representation of the mapping would be from e.g. DSCP to 802.1D UP, 3GPP QoS to 802.1D UP. 
An example of the IE used in the frames is shown as following.
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	QoS Mapping Set
	The information element that describes how the QoS Mapping from external network QoS to 802.11e QoS should be carried out.
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This IE also needs to be supported in the MLME-ASSOCIATE.confirm, MLME-SCAN.confirm

The format of the IE could be defined with consideration of the potential external network QoS schemes. TGu proposal 11-06/267r1 provides a potential format for the mapping table of DSCP to EDCA ACs. 

- Another option for the QoS Mapping information distribution is using 802.21 Information Service. In this case, the QoS Mapping would be distributed as part of the 802.21 IS IE. In this case, the definition of the mapping IE format would be carried out in IEEE802.21.
2.2.3 Traffic Segregation solution at Layer 2

Note: The scenario discussed in Authentication Cluster requirement A1 is also one potential use case. Whether such simultaneous SSPN access scenario is necessary does not affect the needs for this solution (which addresses a more general case). 
· When traffic segregation is needed in a IEEE802.11 AN, the AP will indicated with the special bit to be included in the Interworking Capability IE (in the Probe Response, Associate Response frames). For a STA under it, and desire for a segration of traffic at Layer 2, it would perform the following procedures:
1) Issue a TRAFFIC-SEG Request frame (a new Action Frame) to the AP. In the request, the STA includes the following information Element:

a. (normal items: Category, Action, Dialog Token)

b. Destiantion Network

c. Desired Tagging (optional)

d. MSDU filtering information (optional)

Upon receiption of the request, the AP would verifies the proper Layer 2 segregation at the DS according to the setting the network and apply that accordingly.
2) AP would respond with the TRAFFIC-SEG Response, which includes the following Inormation Element:
a. (normal items: Category, Action, Dialog Token)

b. Destination Network

c. Desired Tagging (optional)

If the AP does not support/desire network side tagging, it would provide the tagging information to the STA through the response message. Upon receiption of the response with the tagging information, the STA will tag its outgoing MSDUs accordingly so that the network will treate them accordingly.

 Therefore, necessary changes to the 11 specification are:
· Operation of the TRAFFIC-SEG procedure

· Information Elements included in the TRAFFIC-SEG frames
· Action Frame definitions
[Note:  This requires the STA to fully corporate with the network side control. However, to cooperate with the network side is to the STA’s own benefits.  So, there is no reason for STA not to comply.]
Note: This solution can also be combined with the ADDTS procedures if necessary.
3 Open Issues
Regarding proposal on requirement U1:

· One of the user plane issues that need to be addressed is the question of how to segregate the traffic of different users over the air interface so that one user does not receive traffic intended for another.  For unicast traffic this is clearly not a problem since IEEE 802.11i uses different security associations for each STA.  However, downlink traffic which corresponds to broadcast services will be sent (according to IEEE 802.11i) using the group key, and is therefore visible to all users. This would be a problem for operators who are sourcing traffic using IP broadcast or multicast encapsulations because this would automatically be distributed to every STA in a hotspot whereas it may be required to restrict the distribution to just the STAs associated with that operator, or even just to a single STA.  
Note:  A potential solution to this problem is to extend the TGw BIP mechanism for the group data traffic protection. In the BIP method, a MMIE is appended to the framebody. Within this MMIE, and extend KeyID filed is available. In this case, an AP would be able to deliver traffic for different groups using different keys for confidentiality. And STA not belonging to such a group would not be able to read the message contents. TGw may be limited by their PAR to cover the protection of data frames. Therefore, it would require TGu to extend the TGw solution to cover data frames.
-
Other than the option listed in the section 2.2.2, there is another potential solution by using the solution proposed for the Protection Cluster. It is possible to use multiple AMID to establish parallel connections to the network side. By using the AMID, the traffic segregation is also achievable. Further discussion is also necessary. 
Regarding proposal on requirement U3:

· The current proposed text only contains the plan for the development. The actual mapping guideline of the QoS is to be developed with collaboration with the external network standardization groups, e.g. 3GPP, 3GPP2, IEEE802.1, IETF, etc.
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5 Annex Informative Section

5.1 Requirements Conformance - Self Evaluation

5.1.1 User Plane Interface

This proposal covers two requirements of the user plane Interface cluster: U1 and U3. 
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Abstract


This document specifies a proposal to address the User Plane cluster requirements for IEEE 802.11u. The proposal has been produced by the WiNOT (Wireless NetwOrking Technology) consortium.
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