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1 Introduction
This document specifies a proposal to address the User Plane cluster requirements for IEEE 802.11u.

1.1 Background

The purpose of this work is to address interworking issues between an IEEE 802.11 access network and an external network to which it is connected.

The scope of this proposal is to address TGu requirements as referred to in reference [1].

1.2 Definitions

Network Access Identifier (NAI) – The user identity submitted by the client during network access authentication. See Error! Reference source not found..

Realm – The part of the NAI after the “@” symbol.

Realm-based routing – The use of the realm to determine an AAA server to send the request to.

2 User Plane Interface

2.1 Motivation and assumptions

This explains why the definition of QoS mapping is necessary: For a consistent user experience in the WLAN interworking. No user request should fail the admission control because of the difference in QoS mapping in different WLAN connections. 

[Note some reason for the QoS mapping guidelines:
· So that QoS request from STA can match QoS admission control at the AP (to avoid rejection of service requset)

· So that there will not be different QoS over different WLAN deployment due to the different mapping 

· Provide better QoS control information to the external network so that scheme with better QoS support is possible (e.g. from 3GPP)
]

[Optional:

Explains why the traffic segregation is necessary at layer 2: Layer 3 segregation is not reliable since the layer 3 address can be spoofed. To bind the Layer 3 address to the user identity requires extra efforts (authentication). However, at layer 2 the identity binding could be achieved through the basic network access control. ]

2.2 Proposed Solution

2.2.1 QoS Mapping Guidelines

There are two types of QoS mapping involved in the interworking. The first mapping is the QoS mapping happens at the STA, and the other mapping is the QoS mapping happens at the AP. The mapping at the STA is usually from the application layer QoS towards the MAC QoS, so that the layer 2 mechanism could correctly establish QoS reservation with the AP. The mapping at the AP is from the information delivered from AAA interface towards the MAC QoS. This will allow the AP to carry out admission control. 

Althrough details of the mapping should be up to the implication, certain guideline should be provided for the interworking scenarios. This is because a mismatch in the two mapping mentioned above would most likely result in rejection in admission control and bad user experience.

In this proposal, a general guideline/example of the QoS mapping from the external network format into the IEEE802.11 specific QoS control, e.g. IEEE802.11e. 

This should includes both the priotized QoS control mapping, e.g. to EDCA, and parameterized QoS control mapping, e.g. to HCCA.

2.2.1.1 Prioritized QoS control mapping

Mapping at the STA

The actual mapping could be inferred from work done in other forum. Details to be provided later.

· DSCP  map to EDCA ACs:

· IEEE802.1p map to EDCA ACs:

(already done?)

Mapping at the AP

· From what defined in the SSPN Interface to EDCA ACs. This includes (but not limited to)

· UMTS type of QoS map to EDCA ACs.

· DSCP map to EDCA ACs

· Others?

2.2.1.2  Parameterized QoS control mapping

Mapping at the STA

· IP layer QoS parameters to HCCA parameters, e.g.

· SDP map to HCCA parameters

· Integrated Service parameters map to HCCA parameters (need to consider RFC2815)
Mapping at the AP
· QoS parameters from SSPN into HCCA parameters, e.g.
· UMTS parameters to HCCA parameters

2.2.2 Traffic Segregation solution at Layer 2

Note: This part also relates to the discussion on Authentication Cluster requirement A1. 
Two types of methods can be used to achieve this requires:
· Terminal based VLAN. Since the AP does not have the access to the data frame internal content, for the segregation of the traffic, a layer 2 tage, e.g. VLAN tags is necessary. For this purpose, the tagging information needs to be signaled by the AP to the STA. Since the tagging information is local to the IEEE802.11 AN. It has to be carried over the STA using an IE of the 11 frame. Therefore, an definition of such IE should be provided.

[Note:  This requires the STA to fully corporate with the network side control. However, to cooperate with the network side is to the STA’s own benefits.  So, there is no reason for STA not to comply.]
· Network side filtering. This means the AP will need to filter out the traffic into correct VLAN or some tunnel accordingly. It requires the STA to signal the filter information to the AP MAC. It could be part of the TSPEC TCLAS information.  However, this means the TSPEC TCLAS information should be passed as part of the authorization process.

3 Open Issues
Regarding proposal on requirement U1:

· One of the user plane issues that needs to be addressed is the question of how to segregate the traffic of different users over the air interface so that one user does not receive traffic intended for another.  For unicast traffic this is clearly not a problem since IEEE 802.11i uses different security associations for each STA.  However, downlink traffic which corresponds to broadcast services will be sent (according to IEEE 802.11i) using the group key, and is therefore visible to all users. This would be a problem for operators who are sourcing traffic using IP broadcast or multicast encapsulations because this would automatically be distributed to every STA in a hotspot whereas it may be required to restrict the distribution to just the STAs associated with that operator, or even just to a single STA.  
-
Other than the two options listed in the section 2.2, there is another potential solution by using the solution proposed for the Protection Cluster. It is possible to use multiple AMID to establish parallel connections to the network side. By using the AMID, the traffic segregation is also achievable. Further discussion is also necessary. 
Regarding proposal on requirement U3:

· The current proposed text only contains the plan for the development. The actual mapping guideline of the QoS is to be developed with collaboration with the external network standardization groups, e.g. 3GPP, 3GPP2, IEEE802.1, IETF, etc.
· The current text contains informative parts that may goes to the Annex of the standard serving as the guideline. However, besides this, there are also other aspects that may require certain normative changes to the standards, e.g. regarding how the mapping should be used, and how the mapping information should be maintained. (as pointed out by Vivek) Further discussion on this is necessary.
4 References

[1] IEEE 802.11-05/0822r9 – TGu Requirements

5 Annex Informative Section

5.1 Requirements Conformance - Self Evaluation

5.1.1 User Plane Interface

This proposal covers two requirements of the user plane Interface cluster: U1 and U3. 
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Abstract


This document specifies a proposal to address the User Plane cluster requirements for IEEE 802.11u. The proposal has been produced by the WiNOT (Wireless NetwOrking Technology) consortium.
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