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1 Introduction
This document specifies a proposal to address requirements R10S1, R10S2, and R10S3 of the SSPN Interface Cluster in IEEE 802.11u (TGu) Requirements [1].

1.1 Background

The purpose of this work is to address interworking issues between an IEEE 802.11 access network and an external network to which it is connected.

The scope of this proposal is to address TGu requirements as referred to in reference [1].

1.2 Definitions

SSPN:
AAA Agent:

AAA Server: 

Realm – The part of the NAI after the “@” symbol.

Realm-based routing – The use of the realm to determine an AAA server to send the request to.

2 SSPN Interface

2.1 Background and basic architecture

The Interworking Service architecture defines the scope of SSPN interface. This interface is provided by IEEE802.11 MAC to support the interworking services. With the above scope, this proposal contains only parts concerning the MAC layer.
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Figure A Basic Architecture of Interworking Services
In an interworking scenario, the IEEE802.11 AN is operating in infrastructure mode. Therefore, IBSS cases are not considered in the proposal. 
[Note: This means that the capability info element would always have the ESS subfield set to 1 and IBSS subfield to 0 in the Beacon or Probe Response management frames.]

As shown in Figure A, between the IEEE802.11 AN (the ESS) and SSPN, there must have at least one connection to support Authentication, Authorisation, and Accounting (directly or indirectly). Optionally, there could have one or more data plane connections between the ESS and SSPN, or other networks. The data plane connections are not shown in the figure since this proposal concerns mostly control aspects. 
To support the AAA connection, there will be an AAA Agent in the ESS, and another AAA Entity in the SSPN. As shown in the basic architecture, the AAA Agent in the ESS exchanges information with the AAA Entity in the SSPN through the AAA Interface. The AAA Interface and corresponding Information Elements are as defined by the external network standards, e.g. 3GPP/2. However, these information elements are not defined in the IEEE802.11 context. For example, some of the higher layer configuration information elements are of no concern to the IEEE802.11 MAC. Therefore, certain interpretation, filtering, and mapping will be carried out by the AAA Agent. The AAA Agent then configures the AP (and the corresponding STA, e.g. the STA2) through the interface defined here (the SSPN Interface). 
[Note: One example of the AAA Agent is the AS as defined in the current IEEE802.11 standards.]

It is not the intension of this proposal to define SSPN Interface itself, which could be implementation specific. Instead, the proposal defines a list of basic information elements that must be supported by the SSPN Interfce. These information elements are crucial for the operation of the AP to deliver service to STAs that have credential from SSPN. They could be, for example, for the AP admission control, scheduling, DS operation, etc. These information elements may not actually go across the AAA Interface, but will influence the information exchanged over the AAA Interface (which is defined in external groups, e.g. 3GPP).  
In this sense, the SSPN Interface Information Elements depend on two aspects: the AAA Interface definition and the MLME_SAP & PLME_SAP for the STA in AP. The first aspect is essentially the control knobs the SSPN operator would like to have on the IEEE802.11 AN, and the second aspect is what the control IEEE802.11 MAC can provides. The SSPN interface is an abstract superset of the elements defined by the AAA Interface (defined by external network), in IEEE802.11’s context. As shown in the Figure B, the SSPN Interface essentially defines the information untilized by the Interworking Service Management function in the SME. 
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Figure B IEEE802.11 Architecture at the AP for Interworking Serivces
The impacts of this proposal on the current IEEE802.11 standard (potential amendments) are three folds. Firstly, the SAPs defined, e.g. MLME_SAP and PLME_SAP (Clause 10), should be amended to support exchange such information between the MAC function and the SME at AP (in turn to the AAA Agent in the basic architecture). Secondly, description should be provided in the standard regarding how the information should be utilized in the AP MAC operation for providing interworking service to the STA (as in Clause 11). Thirdly, storage and maintanece of the information at AP, e.g. a MIB definition, should be provided. 
[Note: 

The AAA Iinterface is provided to the external network from the IEEE802.11 AN. Certain external network standards, e.g. 3GPP IWLAN, 3GPP2 IWLAN, etc, should be considered. Since the TGu is not for interworking with a specific external network, the definition of the AAA Interface actually includes all the possible elements from different external networks.
A definition of the MIB for these information elements transferred over SSPN interface is left to the later stage of the proposal development.
Extension of the AAA Interface protocols, e.g. Diameter/RADIUS might be necessary in IETF.]

2.2 Defintion of the SSPN Interface information elements

The information elements defined in this section are used by the Interworking Service Management function in SME specifically for interworking purpose. Therefore, information elements exist for other general operations are not included, e.g. keying information from SSPN that is managed by the RSNA Key Management function. The information elements are derived based on scenarios and requirements from a few other standardization groups. 
Some of the information elements may not map directly to the elements defined on the AAA Interface. Instead, they may be derived from one or more relevant elements. 
	Information element Name
	From IEEE802.11 AN to SSPN
	From SSPN to IEEE802.11 AN
	Per STA Entry

	Non-AP STA MAC
	Y
	N.A.
	Y

	User Identity
	N.A.
	Y
	Y

	Authorized priority
	N.A.
	Y
	Y

	Authorized Max. Bandwidth 
	N.A.
	Y
	Y

	Non-AP STA Interworking Capability
	Y
	N.A.
	Y

	AP Interworking Capability
	Y
	N.A.
	N

	Authorised Serivce Access Type

(This is per user authorized service level)
	N.A.
	Y
	Y

	Supported Service Type (WAPN?)
	N.A.
	Y
	N

	Interworking Reason Code
	Y
	Y
	Y

	STA Location Information
	Y
	N.A.
	Y

	STA state Information 
	Y
	N.A.
	Y

	Link Layer Encryption Method
	Y
	N.A.
	Y

	Successfully transmitted data Count
	Y
	N.A.
	Y


Table 1SSPN Interface Information Elements
- Non-AP STA MAC:
This is the MAC address of the STA accessing the interworking service through the AP. It is requested by the 3GPP operation for certain fraud prevention. The non-AP STA MAC address is normally available through MLME-SAP, e.g. MLME-ASSOCIATE.indication, and should be forwarded by the AS to the AAA Entity in the SSPN through the AAA Interface. 

Note: However, when MAC address anonymity is provided, the PeerSTAAddress obtained from the MLME-SAP may not be the real MAC address of the non-AP STA. In this case, how this is provided may depend on the Protection Cluster MAC address anonymity soluiton.
- User Identity

This is the user identity used over the AAA Interface. The intension here is to create a maping between this identy and the non-AP STA MAC address (which is used with all the MLME-SAP), so that consequent operation request from the SSPN, e.g. user removing, authorization information update, etc, could be properly carried out by the Interworking Service Management function at AP. This may also be used by the RSNA Key Mangement function when the MAC address anonymity is provided. 
- Authorized priority

This is for the admission control purpose. Depends on the subscription of the service plan, certain user may not be allowed to claim certain priority using the QoS schemes of WLAN. This needs to be associated with the specific STA. This could be part of the PMKSA as identified in 8.4.1.1.1.
- Authorized Max. Bandwidth

This is also for the admission control at the AP. User will be allocated a maximum resource limit based on his/her subscription. Similar to above, this also needed to be associated with the specific STA. 
[Note: It is up to discussion if this is enough for the QoS requirements from the SSPN. It depends whether the SSPN wants the WLAN AN to allocate resource statically or dynamically. For example, other than the static limit indicated by user subscription, there may be different QoS limit set by the SSPN based on the service the STA requested. Do we want/need to support this?]

Non-AP STA Interworking Capability

This information is to be obtained from the MLME-SAP, e.g. MLME-ASSOCIATE.indication. For this purpose, a new Information Element needs to be included/ defined in Clause 7. It could be the level of interworking that could be supported by the STA, e.g. if it supports full TGu capability (all the clusters), or partial of that. 

This information needs to be passed over the SSPN interface since the service authorisation decisions may depends on the STA capabilities. Therefore, this information should be bound to the STA. 
AP Interworking Capability

This information would be part of the MAC MIB. A new Information Element and corresponding MIB entry needs to be defined in the specification, e.g. in Caluse 7 and Annex D.
Similar to the above information, this one will also impact the decision on interworking service authorization at SSPN. Therefore, it would go across the SSPN interface.

Also, this information element needs to be present in different management frames, e.g. Beacon, Probe Response depends on deployment and the Network Selection Cluster solutions. 

- Authorised Serivce Access Type
This is the per user authorized service level provided by the SSPN based on the user subscription information and the interworking arrangement between ESS and the SSPN. This indicates how the data unit from the non-AP STA of concern should be treated. Different Service Access Type would require the AP or the ESS to apply different enforcement rules at the portal function. 
E.g. In 3GPP [TS23.008 v6.6.0 sect 3B.5.6], there are two types: WLAN 3GPP Directly Access, and WLAN 3GPP IP access. This may affect how the AP enforces the Integration service, e.g. VLAN tagging, tunneling. Since TGu is regarding Interworking to different external networks. This element is defined with a general name. At the ESS (or the AP), there should be a set of rules on how such Service Access Type be mapped to specific enforcement operations. 

-Supported Service Type

This indicates what type of service is supported by the ESS (or AP). It may be included in the response to a network selection feedback to the STA or an association result. Using this information, the STA will be able to decide on whether to associate with the ESS and what type of service it can use. This depends on the ESS (or AP) capability and the static arrangement with the external network.
(Note: Different from the above element, this is not the user authorization info. Instead it is the ESS capability info, e.g. if the VoIP is supported by the ESS. It is useful for the network selection, and should be a MAC MIB element at the STA resides in the AP.)
- Interworking Reason Code
This element is actually a group of reason codes relevant to interworking service.

In the current Information Element definition, there is no reason code that indicates the Interworking relevant causes. For this purpose, new types of Reason Codes need to be defined to indicate, for example, the session is terminated by the SSPN and relevant reason. This information may come from the SSPN through the AAA Interface (in a slightly different format), and in turn may be sent to the STA as the Reason Code.
[Note: The new possible Reason Code are:

· Session Terminated by SSPN

· Authentication Rejected by SSPN

· Service not supported by Interworking Service

· ??

]
[Note: There might be other type of information to be tanferred to the STA, e.g. ESS indicates that a neighbouring AP can accept the STA. Such information element could be optional item to be included when necessary. Another choice is to transport the information element using IEEE802.21 type of mechanism.]
- STA Location Information

This is the location information of the STA that can be gathered from the MAC of the AP, e.g. using TGk type of mechanism (Location Configuration Information report). The information would be required by certain type of service of Interworking (e.g. E911 service). Therefore, corresponding information needs to be transported through the SSPN Interface and AAA Interface.
[Note: Does format of such information needs to be defined? Or, kept it the same as LCI defined in 7.3.2.22.9? What is the requirement of E911 services?]

-  STA state information

This indicates whether STA is Active Mode or PS. This is necessary because when a STA is in the PS mode it may go to Doze state, and the AP needs to buffer the MSDU, and thus may not meet certain Interworking Service requirements. 
-Link Layer Encryption Method
TS33.234 used to have a section on visibility and configurability (section 5.4). If this information is available to the SSPN, the operator would be able to have better control of the STA access, e.g. barring access to 802.11 networks if NULL encryption is used.


Possible values are (e.g.):


NULL; WEP; WPA; WPA2, etc 

[Note: This is already provided by the current MAC: e.g. as part of the CipherSuit information from MLME-SETKEY, and the RSN element in the ASSOCIATE. Therefore, the requirement is rather on the AAA Interface for transferring the info element to SSPN.] 
-Successfully Transmitted Data Count
Such information could be used by the on-line charging and accounting function. Especially for the WLAN local service, where the data taffic does not necessary goes through the SSPN network. In such cases, layer 3 accounting/charging information may not be reliable since address could be spoofed. Whereas, the layer 2 would be at a better position to collect such information since due to the cryptographic secrutiy association exists between the STA and AP. 
There are two aspects in this element, from DS to STA and from STA to DS. In the current IEEE802.11, such information is only available at the MAC_SAP: e.g. MA-UNITDATA.request, MA-UNITDATA.indication, MA-UNITDATA-STATUS.indication. This means that such information from the MAC_SAP should also be used by the Interface Service Management functionat SME to update the record associated with the association, e.g. corresponding PMKSA. 
[Note: Does this information require QoS level associated? TGk provides a mechanism to obtain the QoS Metrics Report from the STA. However, does the ESS trust the report from the STA?]
2.3 Usage of the SSPN Interface elements by MAC 
Here defines how the information is used by the MAC layer in its operation. 
2.3.1 Use of the information in (AP) MAC
Some additional explanation of how the information elements would be used in AP MAC for the operation, e.g. how certain information would be supported by the MLME_SAP, how certain information would be used by the AP MAC for admission control, etc. 
Note: Most information has been provided in section 2.2. More will be added based on received comments.
2.3.2 Update of the information (Optional)
SSPN Interface information element may be updated due to the SSPN decisions. This type of updated may affect the service leval to be provided to the STA. However, it does not necessary mean a re-establishment of connection. Enforcement of certain information needs to be initiated by the STA, e.g. the QoS scheme as defined by IEEE802.11e. In this case, an indication of the information update should be provided to the STA from AP. This could be achieved by placing an extra information element in the existing management frame. 
[Note: For example, in the 3GPP procedures [TS29.234 v6.5.0], the authorisation information update will trigger a re-authetnication procedure. However, this does not necessary trigger the re-establishment of the whole session at Layer 2. For example, the QoS session establishment is usually always initiated by the STA. In this case, there are two options:

1. To include the extra IE in the management frame that triggers the re-authentication (from AP to the STA). So that, when the authorisation information is updated, it should also trigger the STA to issue, e.g. ADDTS.request, so that the new parameters could be enforced. The STA can decide what are the actual actions to take once it know about the update of the authorisation information, not limited to QoS update.

2. To allow the AP to send the ADDTS.response action frame to the STA when it sees a change in the authorisation information. The modification necessary is then to allow STA to receive such an action frame without solicitation. 

Comparing the two options, the first one is more extensible. It can support other type of operation than QoS that may require STA to initiate. However, option 2 requires fewer changes. And, at this moment, no other actions to be initiated by the STA other than QoS is identified. ]
2.4 Impacts on the 802.11 Draft

2.4.1 Service Description (Clause 5)

These changes are more of informative and editorial:

· To insert a subsection regarding Interworking basic service set with Figure 1 into section 5.2 (based on REVma-D5.2, it should be 5.27)
· To insert Interworking Service as a type of service under DSS (section 5.3.2)

· To insert the overview of Interworking service into section 5.4

· Modify reference moble in section 5.8 to add in the Interworking Service Management in SME (as in Figure B)

2.4.2 Frame format definitions (Clause 7)

These changes are normative:

A few of the information elements used for Interworking Service Mangement needs to go through the air interface, and thus affect the MAC management frames. 

- STA Interworking Capability; and

- AP Interworking Capability:


These two can share the same type of Information Element format (to be defined in section 7.3.2). 

Among them, the first should be provided by the STA to the AP through the Association procedure, and thus should be included in the Association request frame.

The later element should be provided by the AP to the STA. It could be used for the network selection, etc. Therefore, it should be included in the Beacon, Probe Response, Association Response, etc. 
Possible changes to the draft are (not complete):  

· Insert an Information Element into the Beacon frame format: Interworking Capability (Section 7.2.3.1 Beacon frame format, Table 8 – Beacon frame body)
· Same for Association Request Frame: Section 7.2.3.4, Table 10; section 7.2.3.5; 7.2.3.6; 7.2.3.9;

- (AP) Supported Service Type:

This is one Information Element that should be defined (in section 7.3.2). It would be used by the network selection procedures. Thus, it could be in the Beacon, Probe Response, and Association Response frames (depending on network selection solution).

Some other changes to the Frame formats are the Reason Code Field definition:


A group of reason code specific to Interworking Service needs to be defined (in section 7.3.1.7)

 
Possible items could be:


	Reason code
	Meaning

	TBD
	Session Terminated by SSPN

	TBD
	Authentication Rejected by SSPN

	TBD
	Service not supported by Interworking Service


2.4.3 MAC sublayer function description (Clause 9)

These changes are informative and editorial:

A section should be inserted for the description of the Interworking services that affects the MAC operation: 

2.4.4 SAP impacts (Cluase 10)

Elements defined in section 2.4.1 should be included into the corresponding SAP.
2.4.5 MLME description (Clause 11)

Procedure description should be provided on how each procdure is performed when information elements defined above is used. For example, how a admission control should use the “Authorized Priority” to treat a TS operation (admission control). 
2.4.6 MAC & PHY MIB impacts (Annex D)

- STA Interworking Capability
- (AP) Supported Service Type
3 Open Issues
How the solution interacts with other WG’s solution needs to be considred:

· Does this proposal need to be compatible with TGr, since it is about an ESS (as shown in the Figure A). The initatial thought is that the information defined here may serve as part of the context to be carried by TGr schemes.

· Does a mesh network architecture should be considered, e.g. TGs. Further investigation of the impact of the architecture on the solution should be done. At this stage, only the infrastructure mode operation is considered.
4 References

[1] IEEE 802.11-05/0822r10 – TGu Requirements

5 Annex Informative Section

5.1 Requirements Conformance - Self Evaluation

5.1.1 SSPN Interface Cluster
This propsla covers three requirements of the SSPN Interface Cluster: S1, S2, and S3.
The definition of MIB details for the SSPN Interface is left to later stage. 

5.1.2 General Requirements Evaluation:

R10G1: Battery consumption:

Not Applicable

R10G2: Security impact:

Addressed?

R10G3: Legacy device support:

A MIB attributes: dot11…InterworkCapable should be defined for each MAC

The AP should include such information in the Beacon and Probe Response.

When a STA associates with the AP, it should indicate such information, and AP would be able to processe the messages accordingly. 
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Abstract


This document specifies a proposal to address the SSPN Interface cluster requirements for IEEE 802.11u. The proposal has been produced by the WiNOT (Wireless NetwOrking Technology) consortium.
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