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1 Overview
1.1 Purpose
The purpose of this proposal is to address the requirement in the Authentication Cluster for TGu. One “Virutal Link” approach is introduced in this document to allow one STA authenticating with different SSPNs simultaneously.
1.2 Introduce

In many cases, one STA maybe support more than one service flows for the following scenarios: home devices want to access one Subscription Service Provide’s different services (e.g. IPTV, Voice, internet, etc) by sharing the STA, and the service provider issues multiple sets of  credentials to a home user for different home devices; or, one user using one STA wants to access the services from different service providers by the charge choice, e.g. accessing the voice service from one SSPN and the data service from another SSPN.
In order to satisfy the pratical applications commented above, it is necessary to implement multiple authentications with SSPNs by one STA. But the current 802.11 association rule specifies that there is only one link (represented by the <STA MAC address, AP MAC address> pair) between the STA and AP, and the 802.11 MAC frames can be delivered based on such single link, which leads to only one security mechanism can be implemented to the service flows and different service flows can not be logically isolated from each other upon the MAC layer.
The need to implement multiple authentications by one STA creates a desire to establish multiple Virtual Links between the access point and the STA. The authentication for one SSPN is related to one Virtual Link.
This proposal focuses on the following parts:

· Vritual Link concept

· The creation and deletion of Virtual Link

· Consideration of the General requirements for TGu
2 Virtual Link Approach
2.1 Virtual Link concept
According to the 802.11 standard, an association hints a link between one STA and AP is identified by STA MAC layer address and AP MAC layer address (i.e. BSSID). Security parameters are negotiated in association phrase for the link. So, the association procedure not only creates the related association relationship in DS, but also negotiates the parameters for the related link. The “link creation procedure” is hidden in an association procedure.
We propose an End Point Address Pair (EPAP, or <End-point Address, End-point Address>) to identify a link. The link identified by the <STA MAC address, BSSID> pair is named as “Base Link”, and the link identified by other EPAP regards as “Virtual Link”. How to allocate the end-point address is descirbed in the other section of this document. The Virtual Link is established upon the one Base Link.
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Figure 1–Multi-links for an association
2.2 Virtual Link mechanism
2.2.1 Virtual Link Creation

Since, as described by legacy 802.11 standard, there is only one <STA MAC address, BSSID> pair to identify the Base Link and the STA only implements one 802.1x authentication with its SSPN based on the Base Link. Therefore we propose to create multiple Virtual Links for STA’s different SSPNs, so that the STA can achieve multiple 802.1x authentications with its SSPNs through the corresponding Virtual Links and negotiate the related PTK (and GTK, for one kind of logical users) to ensure the corresponding Virtual Link’s security.

If the STA establishes one association relationship with an AP and is allocated one AID, it can create multiple Virtual Links for multiple SSPNs as Figure 2:
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Figure 2–Virtual Link Creation
1) The STA sends the “Virtual Link Create Request” message to the AP. The message contains the following paramenters:

· Virtual Link binding information. The specific information binded for this Virtual Link, e.g. SSPN identifier. We propose using the Container IE to contain such Virtual Link binding information.
· Security parameters. The security information requested for this Virtual Link, e.g. RSN IE.
· QoS parameters. Which contains the related QoS information (e.g. QoS Capability IE, or TSPEC IE, etc.) that are required for this Virtual Link to bear the uplayer service application.
· EPAP IE. The corresponding End Point address pair used to identify this Virtual Link. We propose the EPAP is assigned by AP.
2) The AP responses one “Virtual Link Create Response” message to the STA. If the parameters from the peer satisfy the condition of Virtual Link Create, the response contains “SUCCESS”, else contains “FAILURE” and Reason Code. 
Corresponding to each Virtual Link, there is one Virtual Link Counter proposed to calculate the amount of Virtual Link. When the STA establishes the association relationship with the AP (it means the Base Link establishes successfully), the Virtual Link Counter is set to 0. 

If the MAC entity receiving a “Virtual Link Create Request” message creates one Virtual Link successfully or the MAC entity receives a “Virtual Link Create Response” message contains the “SUCCESS”, the Virtual Link Counter maintained by each MAC entity’s SME will add 1.

Note—the procedure of the Virtual Link creation can be initiated either by the STA or by the AP. For example, when one calling request is for one STA (e.g. Wi-Fi phone) from the external network but the STA associated with one AP is in the power saving state, the voice calling request will be buffered in the AP the STA associated. At the time the buffered frames are transferred obeying the 802.11 power saving rule to the STA, the the AP will transmit the “Virtual Link Creation Request” to the STA in company with the voice calling request.
2.2.2 Virtual Link Deletion
The procedure of the Vritual Link Deletion is shown as follows:
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Figure 3–Virtual Link Deletion
When the STA (or AP) needs no one Virtual Link, it sends “Virtual Link Delete” message to the peer MAC entity through this Virtual Link and then releases its related resource about this Virtual Link. Similarly, the peer MAC entity receiving “Virtual Link Delete” message releases its related resource about this Virtual Link. In both cases (receiveing or sending “Virtual Link Delete”), the MAC entity based one Virtual Link will subtract 1 from its Virtual Link Counter.

If the communication based on one Virtual Link is broken for exception, the “Virtual Link Delete” message will not be transmit by either side of the Vritual Link, but both sides will release the related resource about this Virtual Link for the time out reason. The Virtual Link Counter of each side will also subtract 1.

Note—When the STA (or AP) in State 3 receives the “Disassociation” or “Deauthentication” message based on the Base Link from the peer MAC entity, it will check the Virutal Link Counter whether is 0. If 0, the STA (or AP) responses this message and its state will change from State 3 to State 2 (for Disassocation) or State 1 (for Deauthentication), elsewise, the STA (or AP) will discard this message silently.
2.2.3 Frame Formats
2.2.3.1 Information Elements
Container Element

The Container IE contains the general information related to external network, e.g. SSPN Identifier MIH information, Charging information, etc.
The format of the Container IE is defined in Figure 4.

	Element ID
	Length
	Content


Octets:            1                   1                       variable
Figure  4—SSPN element format

EPAP Element

The EPAP IE containing the End Point address is defined to identify this Virtual Link. There are two cases assigning the End Point address for this Virtual Link:
· The AP side assigns the End Point address pair for this Virtual Link.

· Either the STA side or the AP side uses its MAC address as one End Point address of the Virtual Link, and the End Point address of the other side is assigned by the AP.
The format of the EPAP IE is defined in Figure 5.

	Element ID
	Length
	EPA Flag
	STA-EPA
	AP-EPA


Octets:          1                   1                    1                   6                    6
Figure 5—EPAP element format

The EPA Flag field is used to indicate whether the STA-EPA (or the AP-EPA) field is contained in this EPAP IE. Each bit of this field is represented as follows:
Table 1—EPA Flag field format
	Bit 0
	If the STA-EPA field is not contained in EPAP IE, this bit is set to 0 and the STA MAC address is used as the End Point address of the STA for the corresponding Virtual Link. Or this bit is set to 1 and the AP side assigns the End Point address for this STA.

	Bit 1
	If the AP-EPA field is not contained in EPAP IE, this bit is set to 0 and the AP MAC address (e.g. BSSID) is used as the End Point address of the AP for the corresponding Virtual Link. Or this bit is set to 1 and the AP side assigns the End Point address for itself.

	Bit 2 ~Bit 7
	Reserved


STA-EPA field is 6 octets in length and indicates the End Point address of the STA.
AP-EPA field is 6 octets in length and indicates the End Point address of the AP.
2.2.3.2 Action Frame Formats
New Action Category is defined as Table 1. And three Virtual Link Action frames are defined (as Table 2) to support the Virtual Link mechanism.

Table 2—Category values
	Name
	Value

	--
	--

	Virtual Link Management 
	TBD


Table 3—Action field value for Virtual Link Management
	Action Field Value
	Description

	0
	Virtual Link Create Request

	1
	Virtual Link Create Response

	2
	Virtual Link Delete 

	3-255
	Reserved


Virtual Link Create Request frame format

The Virtual Link Create Request frame is used to request creating one Virtual Link which is identified by the end point address pair (EPAP).

The format of the Virtual Link Create Request frame body is shown in Figure 6.

	Category
	Action
	Dialog Token
	RSN IE
	EPAP IE
	Container IE
	Other 802.11 IE


Octets:           1                1                 1              variable      variable           variable               variable 
Figure 6—Virtual Link Create Request Action frame body

The Category field is TBD (representing Virtual Link Management action).

The Action field is set to 0 (representing Virtual Link Create Request).

The Dialog Token field shall be set to a nonzero value chosen by the STA sending Virtual Link Create Request to identify the request transaction. 
The RSN IE specifies the security parameters that are used to negotiate the security mechanism between the related virtual link and the AP. Different Virtual Link based on one Base Link can have different security mechanism.

The EPAP IE field contains the corresponding End Point address pair which is used to identify this Virtual Link. 
The Container IE field contains the information indicating the uplayer service application such as SSPN information, MIH information, Charges information, etc.
The Other 802.11 IE field contains the related QoS information (e.g. QoS Capability IE, or TSPEC IE, etc.) which is required for this Virtual Link to bear the uplayer service application.
Virtual Link Create Request Response frame format

The Virtual Link Create Response frame is sent as a response to the the Virtual Link Create Request.

The format of the Virtual Link Create Response Action frame body is shown in Figure 7.

	Category
	Action
	Dialog Token
	Status Code
	RSN IE
	EPAP IE
	Container IE
	Other 802.11 IE


Octets:           1                  1               1                1            variable         variable          variable            variable
Figure 7—Virtual Link Create Response Action frame body

The Category field is TBD (representing Virtual Link Create action).

The Action field is set to 1 (representing Virtual Link Create Response).

The Dialog Token field shall be set equal to the Dialog Token value in the corresponding received Virtual Link Create Request frame.

The Status Code field indicates the result of Virtual Link creation. 0 means “SUCCESS” and other means the reason of failure. If 0, no other field is contains in this frame.
The RSN IE specifies the security parameters that are used to negotiate the security mechanism between the related virtual link and the AP. Different Virtual Link based on one Base Link can have different security mechanism.
The EPAP IE field contains the corresponding End Point address pair which is used to identify this Virtual Link. 

The Container IE field contains the information indicating the uplayer service application such as SSPN information, MIH information, Charges information, etc.
The Other 802.11 IE field contains the related QoS information (e.g. EDCA Parameter Set IE, or TSPEC IE, etc.) which is negotiated for this Virtual Link to bear the uplayer service application.
Virtual Link Delete frame format

The Virtual Link Delete frame is used to request deleting one Virtual Link which is identified by the <TA, RA> pair from this frame.

The format of the Virtual Link Delete frame body is shown in Figure 8.

	Category
	Action
	Dialog Token
	Reason Code


Octets:          1                1                  1                    1
Figure 8—Virtual Link Create Request Action frame body

The Category field is TBD (representing Virtual Link Management action).

The Action field is set to 2 (representing Virtual Link Delete).

The Dialog Token field shall be set to a nonzero value chosen by the STA sending Virtual Link Delete frame.
The Reason Code field indicates the reason of deleting this Virtual Link.
2.3 Consideration of the General requirements for TGu 
2.3.1 Battery consumption
Multiple service flows for a STA will increase the battery consumption that is irrelevant with virtual link mechanism. Because of only one association for multiple Virtual Links, the existing power saving mechanism need not to be changed.
2.3.2 Security impact consideration
The security impact has been considered in this proposal. We propose there new action management frames (“Virtual Link Create Request”, “Virtual Link Create Response” and “Virtual Link Delete”) to support the Virtual Link mechanism. The two former can be sent only by the Base Link and protected by 11w according to the Base Link security mechanism, and the latter can be only send by related virtual link and protected by 11w according related virtual link security mechanism. 
The Disassociation and Deauthentication frame are sent by Base Link and protected by 11w according to the Base link security mechanism. Moreover the Disassociation or Deauthentication frames can be responsed only when there is no any Virtual Link for the Base Link.

The Virtual Link security mechanism only based the related security parameter that negotiated in virtual link creation phase, so multiple Virtual Links for an association can have different security mechanism. The Virtual Link security mechanism is certifiable.
2.3.3 Compatibility about the legacy STAs
A new bit is proposed to indicate the Virtual Link capability that can be defined in an extended Capability IE.
New action frames for Virtual Link mechanism are defined by this proposal and the legacy STAs will ignore such Virtual Link action frames.

Furthermore, new IEs for the Virtual Link Creation procedure will be ignored by the legacy STAs too.
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Abstract


This document specifies one proposal to address the requirements in the Authentication Cluster for TGu. The approach of “Virtual Link” is brought forward to allow the STA to authenticate with different SSPNs simultaneously. 
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