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Note: Updates to this clause address comments: 

5.4.8.2 Fast BSS-transition architecture description

Delete the text in red beginning with “Note”.

Replace the paragraph, after the text in red beginning with “Note”, with the following text:

A representative Fast BSS Transition topology is given in Figure 7A. It consists of a number of APs, a Mobility Domain Controller (MDC), and an Authentication Server. The remote request broker (RRB) resides in each AP to provide a transaction-based mechanism for relaying remote request frames. 

All AP’s are configured to be part of a single Mobility Domain. Fast BSS-transition is only possible between AP’s in the same Mobility Domain. AP’s that advertise the same mobility domain identifier all provide access to the R0 Key Holder, and are reachable over the DS. The STA and the target AP will use the Mobility Domain identifier and the PMK-R0 to derive the remainder of the Fast BSS-transition key hierarchy.

Within an RSN, the Mobility Domain Controller authorizes AP 1, AP 2, and AP 3 to exchange key material and context. The R0 and R1 Key Holders use the Mobility Domain Controller to establish a security association for the exchange of PMK-R1 key material and context.

In an  RSN, the STA establishes a First Contact security association with AP 1 using IEEE 802.1X. The STA uses the Fast BSS-Transition AKM to derive the PMK-R0, PMK-R1, and PTK keys for its association to AP1.

After the STA has successfully established an association with the DS through AP1, it may also establish one or more resources (for example, active QoS streams) as necessary. 

In this example, the STA has two potential transition targets, AP2 and AP3. The STA decides through scanning, neighbor reports and other means that the best candidate for making a transition is AP2.

The STA initiates a fast BSS-transition via direct communication using Authentication frames to AP 2, or with action frames to AP 2 via its existing association to AP 1. If the STA uses its existing association, AP 1, it will use its RRB to relay the remote request to AP 2. AP 2 will respond with a remote response through the RRB of AP 1, back to the STA.
The STA and AP 2 will need the PMK-R1 to establish the PTK. The STA would pre-compute the PMK-R1 during the authentication or action frame exchange. The R0 Key Holder would either proactively generate the PMK-R1 and push it to the R1 Key Holder on AP 2, or generate the PMK-R1 on a request from the R1 Key Holder on AP 2.

The STA can reserve resources at AP 2 to maintain its current service level at (re)association time. The STA can use either Action frames or Authentication frames to reserve resources in advance of (re)association. Any advance resource reservation is held by the AP 2 until the STA completes a (re)association, or the (re)association deadline expires.

The resource reservation and security association with AP2 are completed with the (re)association frame exchange. Fast BSS-Transition is completed by a successful (re)association.
Replace Figure 7A with the following:
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Figure 1 Representative fast BSS-transition topology
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Abstract


This document updates the text in Clauses 5.4.8.2 to address letter ballot comments. The submission is based on IEEE 802.11r Draft 1.1.
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