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Note: Updates to this clause address comments: 742, 391, 926

5.4.8.1 General concepts

Replace the text in clause 5.4.8.1 with the following:

BSS transition services are invoked by a STA in the process of leaving its association with a current AP, and establishing a new association with a target AP. A STA passes through three stages in the process of transition:

1) Discovery - the STA locates and decides to which AP it will attempt a transition;

2) Authentication and resource reservation - the STA authenticates with the target AP, and may pre-reserve resources that it needs at the target AP will to maintain active sessions.

3) Reassociation - the STA leaves its association with the current AP and establishes an association with the target AP. The STA may reserve the resources that it requires at re-association.

In the simplest environment (non-RSNA, without QoS) the STA uses Open Authentication stage is empty, and the Reassociation stage consists of only a single management frame exchange. If QoS is available at the target AP, the frame exchanges to establish QoS occur after the reassociation completes.

In an RSNA Authentication is added prior to reassociation, and enables a challenge/response exchange

between the AP and STA. The Reassociation stage includes the 4-way handshake to establish the PTK. If

QoS is available at the target AP, the frame exchanges to establish QoS occur after the 4-way handshake

completes.

In an RSNA with Fast BSS Transition enabled, the Authentication frame exchanges additional information to enable the PTK derivation. The Reassociation stage consists of only a single management frame exchange. If QoS is available at the target AP, and the target AP supports reservation, reservation of resources occurs as an additional exchange during the Authentication stage; otherwise QoS requirements are included in the reassociation exchange.

Would need to update comment resolutions to match this text, #923, #955, and #1155.
Also change the section title 5.4.8.1.3 below to “Reassociation” to match the list above

In 8A.1 (and copy it into Introduction), change second paragraph to: the general transition process ... consists of  three stages: Discovery, Authentication, and Reassociation (where Reassociaiton also includes the PTK derivation, 4-way handshake, and QoS admission control)

FYI:
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When using BSS transition services, a STA passes three stages in the process of transition:

Discovery - the STA locates and decides to which AP it will attempt a transition;

Authentication and resource reservation - the STA authenticates with the target AP, and may establish that the target AP will provide the resources it needs to maintain active sessions.

BSS Transition - the STA leaves its association with the current AP and establishes an association with the target AP.

Note: Updates to this clause address comments 1248, 334, 483, 729, 818, 594, 484, and 246

8A.1 Overview of transition mechanisms

Replace the text in clause 8A.1 with the following:

This clause describes mechanisms that minimize the amount of time secure data connectivity is lost between the STA and the DS during a BSS transition. The STA determines when to transition and which AP to transition to based on a number of factors, some of which may be out of scope of this standard.

The following summarizes the typical behaviour of the STA and AP when a transition occurs without Fast Transition services:

— The STAs uses scanning or neighbor reports to discover APs available for transition.

— The STA chooses a target AP and performs an IEEE802.11 authentication exchange with that AP; typically this will be an “open auth” exchange. During this time, the STA may still exchange data with the DS through its current AP.

— The STA sends a (re)association message to establish a connection at the target AP.

— The STA and the AP then generate and confirm matching temporal keys based on PSK or an 802.1X   authentication (which could be through an earlier pre-authentication and key caching)

— The STA and AP install the key and start to exchange data with the DS.

— For a QSTA connected to a QAP, the STA may then issue a QoS admission control request

The Fast BSS Transition mechanism allows a TSTA to establish security and QoS state at the target AP prior to or during (re)association, avoiding delays in connecting to the DS after transition. 

The Fast BSS Transition mechanism requires information to be exchanged during the first (re)association between the TSTA and TAP beyond that which is exchanged during a non-Fast BSS Transition (re)association. This initial exchange is referred to as the “First Contact.” Subsequent (re)associations to other APs within the same Mobility Domain may make use of the FT mechanisms defined herein.

<start of original text>

This clause defines an enhancement to the IEEE 802.11 Medium Access Control (MAC) layer to 

Fast BSS-Transition services reduce the amount of time secure data connectivity is lost between the Station (STA) and the Distribution system (DS) during a Basic Service Set (BSS) transition. Fast BSS-Transition services only apply to the connection state between a STA and Access Points within the same ESS. Determination of the need for a BSS transition, selection of which AP to make a BSS transition to (with the exception of the advertisement of the availability of fast BSS transition services to the STA), and determination of when to make a BSS transition are all outside the scope of this standard.

Without Fast BSS Transition services, the transition process (assuming QoS and RSN with PMK caching) consists of five stages: scanning; IEEE 802.11 authentication; re-association; PTK derivation - four-way handshake; and QoS admission control. The scanning process can occur at any time before the transition occurs. The STA can actively or passively scan for other APs in its vicinity that are part of the same ESS, possibly based on information from the Neighbor Report mechanism. At some point in the process, the STA chooses a transition candidate and authenticates with a target AP. During the scanning process and the authentication process, the STA can still exchange data with the DS through its current AP. The STA sends a re-association message to establish a connection at the target AP. The STA and the AP generate session keys based on PSK or an IEEE 802.1X authentication (that could be through an earlier pre-authentication and key caching), that allows the STA to exchange data with the DS. The STA then issues a QoS admission control request using an IEEE 802.11 action frame to re-establish its QoS streams.

The Fast BSS Transition mechanism requires additional information to be exchanged between the STA and AP, which occurs during the first (re)association between the STA and AP. This initial exchange is referred to as the First Contact. Subsequent (re)associations to other APs within the same Mobility Domain may make use of the FT mechanisms defined herein to minimize the loss of connectivity to the DS.

After (re)association with the target AP the STA may issue a deauthentication message to the previous AP

but is not required to do so. Irrespective of such disassociation message the STA shall enter State 1 with

respect to the previous AP and delete any corresponding security association.

Two Fast BSS Transition mechanisms are defined:

1) Fast BSS Transition Base Mechanism: this mechanism is executed when a STA needs to make a transition to a target AP and does not require a reservation prior to its transition.

2) Fast BSS Transition Reservation Mechanism: this mechanism is executed when a STA needs assurances that the required security and resources be available prior to a transition.

APs advertise both capabilities and policies for supporting the Fast BSS Transition mechanisms.

NOTE-- Throughout this clause, the notation Authentication-Request refers to an Authentication frame with the Authentication Transaction Sequence number set to 1; Authentication-Response refers to an Authentication frame with the Authentication Transaction Sequence number set to 2; Authentication-Confirm refers to an Authentication frame with the Authentication Transaction Sequence number set to 3; Authentication-Ack or Authentication-Acknowledgement refers to an Authentication frame with the Authentication Transaction Sequence number set to 4. The first parameter to the above four messages is the Authentication Algorithm, such as "Open System Authentication Algorithm" (or shortened to "Open"), or "Fast BSS Transition Authentication Algorithm" (or shortened to "FT").The notation EAPKIE(EAPOL-Key(-)) refers to an EAPOL-Key frame, with notation as defined in clause 8.5.2.2, encapsulated in an EAPKIE, as described in clause 7.3.2.46.
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