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Wednesday January 25, 2006

11:00am

Attendees:

Clint Chaplin,

Michael Montemurro,

Bill Marshall,

Frank Ciotti,

Jon Edney,

Kapil Sood,

Tony Braskich,

Fred Haisch,

Lily Chen.
· Call to order

· Review of IEEE Intellectual Property Policy

· Discussion of unresolved issues for TGr and the agenda for the teleconference call:

Beacon Bloat

FT without RSN

MIC calculations issues

Can TSPEC’s be over-booked?

Discussion on whether reservations are required at all. 

The PAR issue that was brought up on the reflector; this issue will be tabled until we get clarification.

· We should consider scheduling adhoc time at the Denver meeting

· Discussion of document 11-06/0153r4 – the to-do-list

Results of this discussion will be updated in document 11-06/0153r5

Kapil will take the MIC issue and create a compromised proposal

There are actually two separate MIC issues: protection of vendor-specific IE’s; and how to define the MIC for Action Frames

We could eliminate the use of Action Frames altogether for TGr. We could re-define the Authentication frame to suit our purpose.

We would still have to include parts of the payload in the header for any communications over the DS.

We need to keep the frame definition consistent and specify the MIC calculation consistently for both “over-the-air” and “over-the-DS” mechanisms.

If we used Authentication frames, we would not be able to use TGw for protection.

Clint will break the MIC issue into multiple items and update the TGr to-do list.

For Fast-Transition without RSN, we need a submission proposing a solution so that we can analyse its impact on TGr.

FT without RSN should be discussed at the adhoc meeting – we may be able to create a submission based on that discussion.

FT without RSN would add complexity to the TGr amendment.

We should start with Bill Marshall’s contribution on FT without RSN and see where we could take it. Bill’s submission FT without RSN is given in document 11-05/0620r0.

PMK R1 and PMK SA - Issue 16 – Bill Marshall will post an email proposing a solution to this issue to the TGr reflector.

Fast BSS-Transition back to the current AP: If the STA roams back to the existing AP, it would lose the ability to perform FT. Jon Edney will propose a solution to this issue.

Beacon Bloat was discussed at the last week’s meeting. Kapil Sood and Frank Ciotti will prepare a submission based on the discussion at the meeting last week.

Issues 36 and 37 will depend on the resolution to the MIC issues. 

The usage of the term “muting” in the MIC calculation description would be resolved as part of issue 15.

We need to address the issue with RIC complexity in comments 350, 354, and 356. We should send an email to Nancy Cam-Winget to determine whether the RIC updates by Jon Edney and Rajneesh Kumar, document 11-06/179r0, and document 11-06/199r2

Jon Edney will investigate issue 48.

The security experts will need to generate a response to comment 148. Frank Ciotti will look into this comment resolution.

Comment 152 looks at the Authenticator. TGr make the assumption that the Authenticator can support multiple AP’s; this is conflict with TGi. Jon Edney will start a discussion on the email reflector to discuss this issue.

Comment 152 should be resolved by the Beacon Bloat issue.

Comment 190 states that the RRB should not be part of the SME.

The RRB is not part of the MAC. However, the RRB is a termination point for an Ethertype.

The picture is a framework for IEEE 802.11. The RRB is not part of the IEEE 802.11.

There should be a statement that should be only specific to the AP.

It may be out-of-scope to specify that using an Ethertype be used.

Clint will float the topic of comment 190 to the email list.

Comment 295 will be addressed by the beacon bloat description. Bill has already provided text to address this comment.

Comment 514 is stating that the RRB is out-of-scope. We need to write some text to respond.

We should leave the text to RRB as is, and we respond that the RRB is essential to the implementation of TGr.

Comment 295 deals with seting the ACK bit in the EAPKIE. We are not using the EAPKIE in the same way as the EAPol-Key message.

The IEEE 802.11i 4-way handshake sets the ACK bit in messages 2 and 3 of the four-way handshake.

We could set the ACK bit in the FT-Request and FT-ACK.

Comment 655 needs some text defending Mobility Domain. Clint will float this comment to the email list.

Comment 674 AP to AP communications is used for RRB as well as R0 to R1 Key Holder communications.

This comment is directed to clause 8A.5, the description of the RRB. Clint will prepare a response to this comment. 

AP to AP communication is also defined in IEEE 802.11i for pre-authentication.

Comment 685 deals with the last 256 bits of the MSK. The comment suggests using the first 256 bits in a hash to derive the PMK. Clint will request Jesse Walker or Nancy Cam-Winget to address this comment.

Throughout the document, we use the term transition to describe the entire process. However, the term transition is used to describe one component of BSS-Transition. Bill Marshall proposed that we rename Transition to Reassocation in Clause 5. 

· Adjourn until the next teleconference on February 1.  

Wednesday February 1, 2006

11:00am

Attendees:

Clint Chaplin,

Michael Montemurro,

Jon Edney,

Kapil Sood,

Tony Braskich,

Frank Ciotti,

Lily Chen,

· Call to order

· Review of IEEE Intellectual Property Policy

· Discussion of document 11-05/0153r6, the comment resolution ToDo List

The todo list document will be updated as document 11-05/0153r7

We should not use the Extended Capability bit – it introduces another potential configuration consistency error case.

Kapil Sood and Frank Ciotti will present their current thinking on the Beacon Bloat issue at the TGr adhoc next week – it will address the issue of using of extended capability bit.

We still need Nancy to verify that her comments were addressed regarding the RIC.

· Discussion of un-resolved comments from document  11-06/1284r15

The comment resolutions discussed on this call will be updated in the comment resolution spreadsheet, document 11-06/1284r16.

Comment 1005 deals with MIC calculation over action frames versus authentication; Jon Edney will investigate this issue.

Comment 148 deals with freshness of the key hierarchy. The proposed resolution has not been accepted. We will discuss this issue in Phoenix.

Comment 152 was regarding the definition of the Authenticator. We arrived at proposed text to address this issue on the reflector. We will discuss this issue in Phoenix.

Comment 295 deals with the beacon bloat issue. It should be resolved by Kapil Sood and Frank Ciotti’s presentation.

The resolution to comment 514 was posted on the reflector by Michael Montemurro. We need to adopt this resolution and update the comment resolutions.

Comment 606 will be accepted and we will incorporate the resolution in the next TGr draft.

Comment 655 resolution was proposed by Clint Chaplin on the email reflector. This text is acceptable to everyone on this meeting. We need to adopt this resolution and update the comment resolutions.

Comment 674 deals with AP-AP communication. We have resolved this on the reflector. We need to adopt this resolution and update the comment resolutions.

Comment 685 has to do with the last 256 bits of the MSK. Kapil Sood will propose text to reject the comment.

Comment 794 would be addressed by the update to clause 5.4.

Comment 838 has to deal with R0 and R1 Key Holder ID’s. We will to reject the comment. We need to adopt this resolution and update the comment resolutions.

Comment 858 deals with the IEEE 802.1X control port. For Fast BSS-Transition, there is no control port. Frank Ciotti will read through clause 8.5A to determine whether we need to make a clarification.

Comment 983 deals with using a BSSID as the Mobility Domain ID. 

Russ Housley recommended that we use the Mobility Domain Controller MAC.

This is really an implementation detail. Michael Montemurro will right a response to this comment.

Clause 11.4a.4a deal with the Resource Manager and Scheduler interaction. It sounds like an implementation detail.

We should remove the paragraph or mention that the operation is out-of-scope.

Agree to remove the paragraph to address the comment.

Comment 1015 deals with the term “First Contact”. It recommends that we change the term to be more application specific.

Frank Ciotti will look into addressing this comment and we will discuss the resolution in Phoenix next week.

Comment 1171 will be addressed by Bill Marshall.

Comment 1255 and 1259 deal with the query mechanism. Steve Emeott is preparing text and will try to circulate it before the meeting in Phoenix. However, it may have to revisit this issue during the March meeting.

Comment 1261 deals with an IEEE 802.11r dependency on IEEE 802.11e. We need to reject this comment.

This comment will be addressed by the work that was done to de-couple resource reservation/pre-reservation from QoS.

· We cannot use the last two sessions of TGr at the March meeting to accept draft text. We only have three sessions prior to the Thursday to work on the draft if we want to go to letter ballot.

· There will not be a teleconference next week as we are meeting in Phoenix.

· Adjourn until the TGr Adhoc meeting in Phoenix on Feb 7-9.

Wednesday February 15, 2006

11:00am

Attendees:

Clint Chaplin,

Michael Montemurro,

Bill Marshall,

Tony Braskich,

Kapil Sood,

Frank Ciotti,

Jon Edney,

Dorothy Stanley.

· Call to order

· Review of IEEE Intellectual Property Policy

· Discussion on the agenda

· Discussion on the TGr to-do list – document 11-06/0153r11

Updates will be recorded in document 11-06/0153r12

Discussion on issue 4, Roaming without an RSN

Mike to provide PICS updates to Bill Marshall

Bill will update and submit document 11-06/251r3

Discussion on issue 15, 36, and 37, the MIC issue

Document 11-06/165r1 will be discussed at the meeting in March.

There is general agreement on the approach to the solution. 

The official presentation and vote will be held in March.

Discussion on technical issue 21, roaming back to the current AP.

Jon Edney will have text soon.

Discussion on issue 22, Beacon Bloat

Kapil Sood and Frank Ciotti will update document 11-06/214r0 and post it.

The editor has requested a copy of this submission prior to the March meeting.

Discussion on issue 46, Updates to Figure 121H

Michael Montemurro will create a submission and post it by end-of-day today.

Discussion on issue 47, RRB Error handling

Michael Montemurro will create a submission early next week.

Discussion on issue 48, RIC

Rajneesh and Jon Edney will create a submission to address this issue.

Discussion on issue 49, Action versus Authentication frames

We agreed to reject the comment and discuss it during the March meeting.

Bill has submitted a document on this topic.

Discussion on comment 152, What is and Authenticator?

Henry Ptasinski will create a submission on this topic.

Discusssion on comment 514. RRB in the Annex

Michael Montemurro will prepare text to reject the comment.

Discussion on comment 858. Use of IEEE 802.1X control port.

The TGr state machine does not rely on the IEEE 802.1X control port state after first contact. The TGr state machine is dependent on the existing IEEE 802.11 state machine.

Michael Montemurro will prepare text and ask Henry Ptasinski to review it.

Discussion on comment 1015. Remove pre-reservation.

The resolution is included comment spreadsheet (document 11-06/1284r17) and will be discussed at the March meeting.

Discussion on comment 1255 and 1259. Resource Query

There was a document submitted by Steve Emeott.

The discussion will be postponed until the March meeting.

· We have now resolved all but 21 comments. We need to address the open issues prior to going to recirculation ballot. 

· Discussion on the Key Revocation issue

This issue has to do with what happens when the PMK-R1 is compromised. Why does the entire key hierarchy be compromised?

Comments 1177 and 607 deal with this issue.

How does the system know that a key has been compromised? How does it signal other components in the system? 

This topic is deals with the infrastructure and is out-of-scope of TGr. It is a system administrative issue.

· Discussion on Layer Violation

After Bill’s submission on the MIC calculation, we solved the layer violation issue.

We have decided not to MIC the IEEE 802.11 header or vendor specific IE’s. There are no layer violation issues if we do not MIC that information.

· Discussion on the GTK and the replay counter.

The GTK replay counter and the 4-way handshake replay counters are independent.

Nancy Cam-Winget brought up this issue. We should confirm with Nancy that there are no issue with the replay counters.

· Is there a mechanism for the STA to signal the AP that it no longer needs a resource?

There is no explicit mechanism for a STA to delete its reservation.

The STA could allow the resource reservation to time-out at the AP.

The STA could begin another authentication with the AP and overwrite its reservation.

The STA would need to transmit the FT confirm message to cancel its reservation.

The reservation timer values should be relatively short. Therefore no mechanisms for cancelling reservations are required.

· There is consensus on the resolution to the Beacon Bloat issue; there is no need to treat it as a separate issue at the March meeting. This issue will be included with group 17.

· Adjourn until the teleconference call on February 22.

Wednesday February 22, 2006

11:00am

Attendees:

Clint Chaplin,

Michael Montemurro,

Bill Marshall,

Tony Braskich,

Lily Chen,

Frank Ciotti,

Kapil Sood,

Jon Edney,

· Call to order

· Review of IEEE Intellectual Property Policy

· Discussion on the agenda

· We received a response from the Assigned Numbers Authority. Bill Marshall updated the ANA response in his working copy of the draft.

· Discussion on the to-do list, document 11-06/153r12

Updates as a result of this discussion will be recorded in document 11-06/153r13

Technical Issue 12: Document 11-06/251r3 has been uploaded. Michael Montemurro will review PICS changes and close with Bill Marshall.

Technical Issue 13: There is a new submission, document 11-06/165r2 with updates to the EAPoL-key description.

Technical Issue 12: Roam back to the current AP

The solution involved having two PTK’s, only one of which was activated.

At the start of the Authentication, the current standard states that the PTKSA must be deleted.

There are two issues: the mechanism in general, and the rules for deleting the PTKSA. These issues only occur with transition, not first contact.

Jon Edney will post a solution in document 11-06/323r0 on the reflector in one week.

The submission should be added into the next draft and reviewed during the re-circulation ballot.

Technical Issue 22: Beacon Bloat

Bill Marshall has issued comments on the solution.

Kapil Sood, Frank Ciotti, and Bill Marshall will resolve the issues and update the submission.

Technical Issue 15, 36, and 37: MIC issue

There are no updates.

Technical Issue 46: Figure 121H

Document 11-06/270r0 has been posted to the reflector.

The resolution to this issue will include as part of the blanket motion.

It will be included as part of group 16 in the comment resolution spreadsheet.

Technical Issue 47: RRB Error Handling

Document 11-06/308r1 has been submitted.

“Request denied for policy reasons” status code renames one of the codes requested by the ANA. We would have to make an additional request to the ANA.

· There is also an additional status code from the work that needs to be added based on the work of Nancy Winget.

· We need to wait to make a resquest to the ANA until after the submission by Jon Edney and Rajneesh Kumar on reservation has been accepted.

What type of Action frame would the RRB use to reply to the STA under an error condition? There is an unused Action Frame of type 0 that could be used to indicate an error.

Michael Montemurro will look modifying the submission to use an using Action Frame type of 0 in the case of an RRB error.

How much normative text do we use to describe the reservation limit? We should not use normative text and make the enforcement of the reservation limit optional.

Technical Issue 48: Changing the QoS reservation during re-association.

Jon Edney has prepared text for the draft that states that you have to go back to the authentication sequence to change the reservation.

Comment 985 on line 5: Action Frames versus Authentication frames

No updates

Comment 152 on line 14: Authenticator term usage.

Henry Ptasinski is working on it. So far, there has been no text submitted.

Comment 514

Michael Montemurro posted a response and Henry Ptasinski revised the text document.

Bill will update the comment resolution spreadsheet and add into group 16.

Comment 858

Michael Montemurro wrote a response and sent it to Henry Ptasinski.

The comment will be posted to the reflector if Henry has not replied.

Comment 1015

There is a comment resolution and it will be discussed separately at the March meeting.

Comment 1255 and 1259

There is a submission from Steve Emeott on the use of resource query for fast transition.

There has been no update and the topic will be discussed at the March meeting.

· There are a number of global editorial changes that occur throughout the draft. They hide the other technical changes to the draft.

The editor will produce two change bar files: one that contains global editorial changes, and the other that contains the technical changes.

There should a third change bar file with all changes.

· In the ANA spreadsheet that was submitted as document 11-06/0299r0, there was an extended capability bit assigned to fast transition.

The extended capability bit was taken from a submission for fast transition last year. We have removed the extended capability bit as we were developing draft 1.0.

We should inform Bob O’Hara that we no longer need the extended capability bit assigned for Fast Transition.

· Adjourn until the teleconference call on March 1.

Wednesday March 1, 2006

11:00am

Attendees:

Michael Montemurro,

Bill Marshall,

Jon Edney,

Frank Ciotti,

Kapil Sood.

· Call to order

· Review of IEEE Intellectual Property Policy

· Discussion on the to-do list, document 153r13.

Tech issue 21 - Jon Edney will submit an updated document (document 11-06-325r1) based on some comments from Bill Marshall. It is ready to be discussed at the March meeting.

Tech issue 47- Michael Montemurro submitted an update to the RRB error handling as document 11-06/308r3. It is ready to be discussed at the March meeting. 

For comment 152, there a number of issues to do with with Key Derivation, Authenticator, and the Control Port.

We should wait for another round of commenting before we discuss this issue. There have already been a number of changes to the draft.

The only change to the draft that would be major would be changes to the number of levels in the key hierarchy.

For comment 858, a resolution has been posted to the reflector.

The 802.1X control port is dependent on the AKM selection. IEEE 802.11i defines suite 1 for IEEE 802.1X.

In TGr we define a new AKM.  We have some flexibility to define how the key state is managed.

Fast BSS-Transition depends on the IEEE 802.1X authenticator.

IEEE 802.11i only defines the protocol when AKM suite selection is set to 1. We have defined a new suite selection.

The 4-way handshake architecture is not well defined by IEEE 802.11i. 

We have the flexibility to ensure that IEEE 802.11r is defined clearly.

Agree to postpone this discussion until the March meeting in Denver.

· There are a number of places that use the term “candidate AP” instead of “target AP”. We should clean-up the draft to make the text clearer.

This usage was discussed in the resolution in comment 52. The comment was accepted.

There is a difference between candidate AP and target AP. A candidate AP is an AP that could be used as a target AP.

Bill will look through the draft to determine whether there is misuse of the term “candidate AP”.

· Bill Marshall requests that anyone creating submissions for the March meeting send him a copy of the submission prior to the meeting.

· Adjourn until the March Plenary Meeting in Denver.
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