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Figure 80AN—Encapsulated IEEE 802.1X EAPOL Key information clement
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Figure 85H—Fast transition request action frame format






Updates based on Draft 1.0++ 
7.3.2.46 Fast transition IEEE 802.1X EAPOL-Key information element (EAPKIE)

This element is defined to encapsulate the Fast Transition IEEE 802.1X EAPOL-Key message. This element is present in the Fast Transition Request, Response, Confirm and Acknowledgement Action frames, and Association or Reassociation request and response frames when Fast Transition and Security are enabled. The format for this information element is defined in Figure 80AN: 
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Figure 851Fast transition response action frame format







The Length shall be set to the length of the EAPOL-Key message.

The EAPOL-Key message is defined in clause 8.5.2.

The MIC field in the EAPOL-Key message provides cryptographic protection. When the EAPKIE is preceded by a MIC IE Count, then the MIC is calculated concatenating the IEEE 802.11 MAC header (with some fields muted) followed by the MIC IE Count IE up to and including the number specified in the MIC IE Count IE.; see Clause 8.5.2 for full details of the MIC construction. When the frame does not contain a MIC IE Count prior to the EAPKIE, then the frame is considered invalid.

7.4.6.1 Fast transition request action frame

The FT Request Action frame is sent by the STA to its associated access point in order to initiate an over-the-DS Fast BSS Transition.

The Fast Transition Request Action Frame shall contain the information shown in Figure 85H.
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Figure 85]Fast transition confirm action frame format







The Category field shall be set to the value given in clause 7.3.1.11 for Fast BSS Transition Action Frames.

The Action field shall be set to 1.

The STA Address shall be set to the STA MAC address.

The Target AP Address field shall be set to the BSSID value of the target AP.

The MIC IE Count specifies the number of IEs protected by the MIC in the EAPKIE (the MIC IE Count IE itself, and succeeding IEs up to and including the number specified in the MIC IE Count IE).

The EAPKIE contains an encapsulated EAPOL-Key frame. The EAPKIE shall contain a random SNonce in the KeyNonce field.

The Fast Transition Request Action Frame Body shall contain the information shown in Table 32P. 

	Table 32P- Fast Transition Request Action Frame Body

	Order
	Information
	Notes

	1
	Fast Transition Information
	A Fast Transition Information Element shall be present.

	2
	Mobility Domain Identifier
	The Mobility Domain IE shall be present.

	3
	RSN
	A RSN Information Element shall be present.


The contents of these information elements are defined in 8.5A.8.1.

7.4.6.2 Fast transition response action frame

The FT Response Action frame is transmitted by the current associated AP as a response to the STA's Fast Transition Request. The Fast Transition Response Action Frame is as follows:.
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Figure 85K—Fast transition acknowkdgement action frame format







The Fast Transition Response Action Frame shall contain the information shown in Figure 85I.

The Category field shall be set to the value given in clause 7.3.1.11 for Fast BSS Transition Action Frames.

The Action field shall be set to 2.

The STA Address shall be set to the STA MAC address.

The Target AP Address field shall be set to the BSSID value of the target AP.

The MIC IE Count specifies the number of IEs protected by the MIC in the EAPKIE (the MIC IE Count IE itself, and succeeding IEs up to and including the number specified in the MIC IE Count IE).

The EAPKIE contains an encapsulated EAPOL-Key frame. The EAPKIE shall contain a random ANonce in the KeyNonce field.

The Fast Transition Response Action Frame Body shall contain the information shown in Table 32Q. 

	Table 32Q- Fast transition response action frame body

	Order
	Information
	Notes

	1
	Time Interval (Reassociation Deadline)
	A Time Interval Information Element containing the Reassociation deadline interval may be present

	2
	Fast Transition Information
	A Fast Transition Information Element shall be present.

	3
	Mobility Domain Identifier
	The Mobility Domain IE shall be present.

	4
	RSN
	The RSN Information Element shall be present.

	5
	Time Interval (Key Lifetime)
	A Time Interval Information Element containing the Key Lifetime may be present.

 


The contents of these information elements are defined in 8.5A.8.2.

7.4.6.3 Fast transition confirm action frame

The FT Confirm Action frame is used by the STA to confirm to the target AP receipt of the ANonce and to initiate both the liveness of the PTKSA and, if required, to request QoS resources. The FT Confirm action frame is as follows:

	


The Fast Transition Confirm Action Frame shall contain the information shown in Figure 85J.

The Category field shall be set to the value given in clause 7.3.1.11 for Fast BSS Transition Action Frames.

The Action field shall be set to 3.

The STA Address shall be set to the STA MAC address.

The Target AP Address field shall be set to the BSSID value of the target AP.

The MIC IE Count specifies the number of IEs protected by the MIC in the EAPKIE (the MIC IE Count IE itself, and succeeding IEs up to and including the number specified in the MIC IE Count IE).

The EAPKIE contains an encapsulated EAPOL-Key frame. The EAPKIE shall echo the ANonce in the KeyNonce, field and the MIC.  The authentication tag shall be transmitted in the EAPOL-Key MIC field and use the same algorithms as specified in clause 8.5.2.

The Fast Transition Confirm Action Frame Body shall contain the information shown in Table 32R. 

	Table 32R- Fast transition confirm action frame body

	Order
	Information
	Notes

	1
	Fast Transition Information
	A Fast Transition Information Element shall be present.

	2
	Mobility Domain Identifier
	The Mobility Domain IE shall be present.

	3
	RSN
	The RSN Information Element shall be present.

	4
	RIC
	The RIC Request field is present only if QoS resources are being requested. 


The contents of these information elements are defined in 8.5A.8.3.

7.4.6.4 Fast transition acknowledgement action frame

The FT Acknowledgement Action frame is transmitted by the current associated AP as a response to the STA's Fast Transition Confirm. The FT Acknowledgement action frame is as follows:.

	


The Fast Transition Acknowledgement Action Frame shall contain the information shown in Figure 85K.

The Category field shall be set to the value given in clause 7.3.1.11 for Fast BSS Transition Action Frames.

The Action field shall be set to 4.

The STA Address shall be set to the STA MAC address.

The Target AP Address field shall be set to the BSSID value of the target AP.

The MIC IE Count specifies the number of IEs protected by the MIC in the EAPKIE (the MIC IE Count IE itself, and succeeding IEs up to and including the number specified in the MIC IE Count IE).
The EAPKIE contains an encapsulated EAPOL-Key frame. The EAPKIE shall echo the SNonce in the KeyNonce field and the MIC.  The authentication tag shall be transmitted in the EAPOL-Key MIC field and use the same algorithms as specified in clause 8.5.2.

The Fast Transition Acknowledgement Action Frame Body shall contain the information shown in Table 32S. 

	Table 32S- Fast transition acknowledgement action frame body

	Order
	Information
	Notes

	1
	Time Interval (Reassociation Deadline)
	A Time Interval Information Element containing the Reassociation deadline interval shall be present if QoS resources were requested in the Fast Transition Action Confirm action frame.

	2
	Fast Transition Information
	A Fast Transition Information Element shall be present.

	3
	Mobility Domain Identifier
	The Mobility Domain IE shall be present. 

	4
	RSN
	The RSN Information Element shall be present.

	5
	RIC
	The RIC Response field is present only if QoS resources were requested in the Fast Transition Action Confirm action frame. 

	6
	Time Interval (Key Lifetime)
	A Time Interval Information Element containing the Key Lifetime shall be present.


The contents of these information elements are defined in 8.5A.8.4.

8.5.2 EAPOL-Key Frames

Change clause 8.5.2 entry "h)" of the lettered list as follows:

The fields of a EAPOL-Key frame body are as follows:

a) Descriptor Type

b) Key Information

c) Key Length

d) Key Replay Counter

e) Key Nonce

f) EAPOL-Key IV

g) Key RSC

h) Key MIC. This field is 16 octets in length when the Key Descriptor Version subfield is 1 or 2. When the EAPOL-Key is transported as an IEEE 802.11 data frame, theThe EAPOL-Key MIC is a MIC of the EAPOL-Key frames, from and including the EAPOL protocol version field to and including the Key Data field, calculated with the Key MIC field set to 0. Otherwise, when the EAPOL-Key is encapsulated as an EAPKIE in a management frame, the MIC protects most of the IEEE 802.11 MAC header as well as the IEs provided in the management frame commencing with the MIC IE Count IE through and including the number specified in the MIC IE Count IE . Parts of the IEEE 802.11 MAC header are unprotected and muted prior to computation of the MIC, as follows:
- Frame Control field: the Retry (bit 11), Power management (bit 12) and More Data (bit 13) subfields shall be muted to 0 and the Protected subfield (bit 14) shall be set to 1.

- Duration field: this field shall be muted to 0.

- Sequence control field: this field shall be muted to 0.

If the Encrypted Key Data subfield (of the Key Information field) is set, the Key Data field is encrypted prior to computing the MIC.

1) Key Descriptor Version 1: HMAC-MD5; IETF RFC 2104 and IETF RFC 1321 together define this function

2) Key Descriptor Version 2: HMAC-SHA1-128

i) Key Data Length

j) Key Data

8.5A.8.3 FT authentication sequence: contents of fast transition confirm

The Fast Transition Confirm is used by the STA to assert that it has a valid PTK and to authenticate a resource request. If no resources are required, then the STA omits inclusion of the RIC. 

This information is sent from the STA to the target AP.

The MAC address of the STA shall be asserted in the SA field of the message header, or (when the FT Authentication frame is being relayed over-the-DS to the target AP) in the STA Address field of the FT Action frame.

The BSSID of the target AP shall be asserted in the DA field of the message header, or (when the FT Authentication frame is being relayed over-the-DS to the target AP) in the Target AP Address field of the FT Action frame.

The MIC IE Count shall be set as follows:

- Value shall be set to the number of information elements in the authentication sequence in this frame (variable).

The Fast Transition Information Element (FTIE) shall be identical to the FTIE presented in the first message of this sequence:

The MDIE shall contain the Mobility Domain Identifier. This shall be identical to the MDIE contained in the first message of this sequence.

The RSN IE shall be bitwise identical to the RSN IE presented in the Fast Transition request (see clause 8.5A.8.1); in particular, it shall be set as follows:

- Version shall be set to 1.

- PMKID count shall be set to 1.

- PMKID field shall contain the R1Name

If resources are being requested by the STA, then a sequence of IEs forming the RIC shall be included.

The EAPKIE shall be set as follows:

- Key-Nonce shall be set to the ANonce value as provided by the target AP in the second message of the sequence.

- In the Key Information field, Install (bit 6), Key Ack (bit 7), Key MIC (bit 8), and Secure (bit 9) shall be set.

- The Key Description Version shall be set to one of the values described in clause 8.5.2.

- The MIC protects parts of the 802.11 header and information elements commencing with the MIC IE Count IE up through and including the number specified in the MIC IE Count IE. The MIC shall be constructed according to the procedures given in clause 8.5.2. The MIC shall be calculated using the KCK, by algorithm dependent on the value of Key Descriptor Version.

- All other fields shall be set to 0. 

8.5A.8.4 FT authentication sequence: contents of fast transition acknowledgement

The Fast Transition Acknowledgement is used by the target AP to respond to the requesting STA. This message serves as final confirmation of both liveness of the PTK to the STA and resource availability. Note however that the RIC will be absent if no resources are requested.

The response shall also include a status and a key lifetime (for the PTKSA). The response may include a (re)association deadline and, if resources are being requested, shall include a (re)associationd deadline. The Key Lifetime defines the PTKSA lifetime in minutes. The PTKSA lifetime begins when a successful (re)association has been completed and the 8021X controlled port has been opened. The reassociation deadline is the time allotted for the STA to initiate reassociation. 

This information is sent from the target AP to the STA.

The BSSID of the Target AP shall be asserted in the SA field of the message header, or (when the FT Authentication frame is being relayed over-the-DS to the target AP) in the AP Address field of the FT Action frame.

The MAC address of the STA shall be asserted in the DA field of the message header, or (when the FT Authentication frame is being relayed over-the-DS to the target AP) in the STA Address field of the FT Action frame.

The MIC IE Count shall be set as follows:

- Value shall be set to the number of information elements in the authentication sequence in this frame (variable).

A Time Interval IE may appear (if resources are being requested, then a Time Interval IE shall appear), and if it appears it shall be set as follows:

- Time interval type shall be set to 1 (Re-association deadline)

- Time interval value shall be set to the reassociation deadline time, measured in TUs. If this is the first reassociation deadline being sent to this STA, then the reassociation deadline shall be the value of dot11FTReassociationDeadline. If a previous message to this STA in this FT Authentication Sequence had included a reassociation deadline, then the reassociation deadline shall be the amount of time remaining until the original deadline expires.

The Fast Transition Information Element (FTIE) shall be identical to the FTIE presented in the second message of this sequence.

The MDIE shall contain the Mobility Domain Identifier. This shall be identical to the MDIE contained in the second message of this sequence.

The RSN IE shall be set as follows:

- Version shall be set to 1.

- PMKID count shall be set to 1.

- PMKID field shall contain the R1Name

If resources were requested by the STA, then a RIC Response shall be included.

A Time Interval IE shall be set as follows:

- Time interval type shall be set to 2 (Key Lifetime value)

- Time interval value shall be set to the key lifetime, measured in minutes. The key lifetime shall not be more than the remaining lifetime of the MSK that was used in the derivation of the PMK-R0 key hierarchy. The key lifetime may be decreased further by local policy of the AP.

The EAPKIE shall be set as follows:

- Key-Nonce shall be set to the SNonce value as provided by the STA in the first message of the sequence.

- In the Key Information field, Install (bit 6), Key MIC (bit 8), and Secure (bit 9) shall be set.

- The Key Description Version shall be set to one of the values described in clause 8.5.2.

- The MIC protects parts of the 802.11 header and information elements commencing with the MIC IE Count IE up through and including the number specified in the MIC IE Count IE. The MIC shall be constructed according to the procedures given in clause 8.5.2. The MIC shall be calculated using the KCK, by algorithm dependent on the value of Key Descriptor Version.

- When the fourth message of the authentication sequence appears in a (re)association frame, the EAPKIE may also contain the value of GTK, and the key identifier field N.

- All other fields shall be set to 0. 

The following are based on Draft v 1.0
In Tables 7, 8, 9, 10, 13
Replace in “Information” column, “Count IE” with “MIC IE Count IE”.
Replace in text in the “Notes” column, corresponding to Count IE field: “up through and including the EAPKIE)”
With: “up through and including the number specified in the MIC IE Count IE)”
Page 12, line 25; Page 13, line 25; Page 14, line 20; Page 15, line 15; Page 16, line 48; 
Replace: “starting with the Count IE up to and including the EAPKIE;”

With: “starting with the MIC IE Count IE up to and including the number specified in the MIC IE Count IE)”

7.3.2.41 MIC IE Count information element (MIC IE Count IE)
The MIC IE Count IE specifies the number of IEs that are integrity-protected 
by a MIC in a subsequent EAPKIE. The value includes the MIC IE Count IE up 
through and including the number specified in the MIC IE Count IE.
Page 25, lines 22-28:

Replace: “The MIC field in the EAPOL-Key message provides cryptographic protection over multiple information elements of the frame in which it appears. When the EAPKIE is preceded by a Count IE, then the MIC is calculated

concatenating the 802.11 header followed by the Count IE up through and including the end of the

EAPKIE; see Section 8.5.2 for full details of the MIC construction. When the frame does not contain a

Count IE prior to the EAPKIE, then the value of the MIC is undefined.”

With: “The MIC field in the EAPOL-Key message provides cryptographic protection over multiple information elements of the frame in which it appears. When the EAPKIE is preceded by a MIC IE Count IE, then the MIC is calculated 
concatenating the 802.11 header followed by the MIC IE Count IE up through and including the number specified in the MIC IE Count IE
; see Section 8.5.2 for full details of the MIC construction. When the frame does not contain a 
MIC IE Count IE prior to the EAPKIE, then the value of the MIC is undefined.”

Figures 85H, 85I, 85J, 85K
Replace “Count IE” with “MIC IE Count IE”
Page 26, line 40; Page 27, line 37
Replace “The Count IE specifies the number of IEs protected by the MIC in the EAPKIE (the Count IE itself, and succeeding IEs up through and including the EAPKIE).”

With: “The Count IE specifies the number of IEs (the Count IE itself, and succeeding IEs 
up through and including the number specified up through and including the number specified in the MIC IE Count IE).”
Page 28, line 43; Page 29, line 52
Replace: “The Count IE specifies the number of IEs protected by the MIC in the EAPKIE (the Count IE itself, and succeeding IEs up through and including the EAPKIE).

With: “The Count IE specifies the number of IEs protected by the MIC in the EAPKIE (the Count IE itself, and succeeding IEs

up through and including the number specified in the MIC IE Count IE).”
Table 32R, Order 5

Replace: “authenticate all fields. commencing with the Count IE and including the EAPKIE.”

With: “MIC computed over the MIC IE Count IE up through and including the number specified in the MIC IE Count IE”.

Table 32S, Order 7

Replace: “authenticate all fields commencing with the Count Information Element and including the EAPKIE.”

With: “MIC computed over the MIC IE Count IE up through and including the number specified in the MIC IE Count IE”.
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Abstract


The document provides updates to provide MIC calculations for including Vendor Specific IEs.  Current definition of Count IE indicates the number of IEs to be MIC-ed, but also adds that the last IE will be EAPKIE.  This proposal will simplify the definition of Count IE to be the number of IEs to be MIC-ed.
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