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NOTE: The proposed text changes in this document refer to version 2.0 of the TGr draft.

Replace clause 8.5A.6.with the following text after the last paragraph of this section.

8.5A.6 PMK-R1 distribution within a Mobility Domain assumptions

The STA first derives PMK-R0 keys for use in fast BSS transitions (via the FT Initial Mobility Domain Association procedures defined in 8A.2) utilizing information from the target AP as defined in 8.5A.4. When the AKM negotiated is 00-0F-AC:3, the PMK-R0 Key Holder derives the PMK-R0 key utilizing the MSK acquired through IEEE 802.1X authentication; when the AKM negotiated is 00-0F-AC:4, the PMKR0

key is derived using the PSK.

Each PMK-R0 Key Holder is responsible for deriving a PMK-R1 key for each PMK-R1 Key Holder within the Mobility Domain. The PMK-R0 Key Holder is responsible for transmitting the derived PMK-R1 keys securely to those key holders, along with the PMKR1Name value and KeyLifetime associated with that PMK-R1. The R0KH shall securely transmit the ANonce used in the calculation of PMKR0Name to the R1KH for use in the FT Initial Mobility Domain Association exchange.

Each PMK-R1 Key Holder shall derive the PTK mutually with the STA.

The PMK-R0 shall be stored in a component called the PMK-R0 Key Holder. The PMK-R1 shall be stored in a component called the PMK-R1 Key Holder. The PMK-R1 can be pushed from the PMK-R0 Key Holder to the PMK-R1 Key Holder, or pulled by the PMK-R1 Key Holder from the PMK-R0 Key Holder.

The PMK-R0 Key Holder and the PMK-R1 Key Holder have a trustworthy channel between them that can be used to exchange cryptographic keys without exposure to any intermediate parties. The key transfer includes the PMK-R1, the PMK-R1 context and the associated key authorizations.  

Each Key Holder is assumed to be addressable as a distinct entity. Each Key Holder address is assumed to be expressed as a unique identifier within the Mobility Domain. The identities of the Key Holders are assumed to be the same as those advertised to the STA.
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Abstract


The following document suggests changes to draft 2.0 of the IEEE 802.11r amendment to address comments that were made during the letter ballot for the Key Holder Protocol.
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