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Abstract

This document contains a normative text proposal in support of a framework in accordance with REQ1500 and REQ 2070. This document is based largely on P802.11-REVma-D4.0 and P802.11k-D3.0.
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7. Frame formats

7.1 MAC frame formats

7.2.3.4 Association Request frame format

Insert a new row into table 7 as shown below:

Table 7—Association Request frame body

	Order
	Information
	Notes

	7
	Wireless Network Management Capability
	Wireless Network Management Capability shall be present if dot11WirelessManagementImplemented is true.

	
	
	


7.2.3.5 Association Response frame format

Insert a new row into table 8 as shown below:

Table 8—Association Response frame body

	Order
	Information
	Notes

	7
	Wireless Network Management Capability
	Wireless Network Management Capability shall be present if dot11WirelessManagementImplemented is true.

	
	
	


7.2.3.6 Reassociation Request frame format

Insert a new row into table 9 as shown below:

Table 9—Reassociation Request frame body

	Order
	Information
	Notes

	7
	Wireless Network Management Capability
	Wireless Network Management Capability shall be present if dot11WirelessManagementImplemented is true.

	
	
	


7.2.3.7 Reassociation Response frame format

Insert new row into table 10 as follows:

Table 10—Reassociation Response frame body

	Order
	Information
	Notes

	7
	Wireless Network Management Capability
	Wireless Network Management Capability shall be present if dot11WirelessManagementImplemented is true.

	
	
	


7.3.1.11 Action field

Insert the following new row into table 19a and update the reserved value as shown:

Table 19a—Category values

	Name
	Value
	See clause

	Wireless Network Management 
	x
	7.4.6

	Reserved
	(x+1)–127
	—


7.3.2 Information Elements

Insert Element ID x into Table 20 and change the Reserved row accordingly: 

Table 20—Element IDs

	Information Element
	Element ID

	Wireless Network Management Capability
	x

	Event Log Request
	x+1

	Event Log Report
	x+2

	Diagnostic Request
	x+3

	Diagnostic Report
	x+4

	Reserved
	x+5, 221

	
	


Insert the following new clauses after 7.3.2.31

7.3.2.32 Wireless Network Management Capability Information element

The Wireless Network Management Capability Information element contains information about the wireless network management capabilities of a STA as shown in Figure v1. 

	
	
	
	

	
	Element ID
	Length
	Wireless Network Management Capabilities

	Octets:
	1
	1
	2


Figure v1—Wireless Network Management Capability Information element format

The Length field is variable and depends on the length of the Wireless Network Management Capabilities field.  The minimum value of the Length field is 2.

The Wireless Network Management Capabilities field is a bit field indicating the advertised management capabilities of the STA. The Wireless Network Management Capabilities field is shown in Figure v2.

	
	
	
	
	

	
	B0
	B1
	B2
	B15

	
	Event Log
	Diagnostics
	Reserved

	Bits:
	1
	1
	14


Figure v2—Wireless Network Management Capabilities

· The Event Log bit set to 1 indicates the STA supports Event Log as described in 11.15.2. The Event Log bit set to 0 indicates that the STA does not support this service.

· The Diagnostics bit set to 1 indicates the STA supports Diagnostics as described in 11.15.3. The Diagnostics bit set to 0 indicates that the STA does not support this service.

· All other bits are reserved and shall be set to 0 on transmission and ignored on reception

The lack of a Wireless Network Management Capability element shall be interpreted as the STA having no advertised Wireless Network Management Capabilities.

7.3.2.33 Event Log Request element

The Event Log Request element contains a request that the receiving STA undertake the specified event log action. The format of the Event Log Request element is shown in Figure v3.

	
	
	
	
	
	

	
	Element ID
	Length
	Event Log Token
	Event Log Type
	Event Log Request

	Octets:
	1
	1
	1
	1
	variable


Figure v3— Event Log Request element format

The Element ID field is equal to the Event Log Request value in Table 20.

The value of the Length field is variable and depends on the length of the Event Log Request field. The minimum value of the Length field is 2 (based on a minimum length for the Event Log Request field of 0 octets).
The Event Log Token shall be set to a number that is unique among the Event Log Request elements sent to each destination MAC address for which a corresponding Event Log Report element has not been received.

The Event Log Type shall be set to a number that identifies an event log request or event log report. The Event Log  Types that have been allocated for event log requests are shown in Table v1 and event log reports are shown in Table v2 (in 7.3.2.34).
Table v1- Event Log Type Definitions for Event Log Request 
	Name
	Event Log Type

	Reserved
	0 – 255


The Event Log Request field contains the specification of the event log request corresponding to the Event Log Type.
The Event Log Request element is included in an Event Log Request frame as described in 7.4.6.1. The use of Event Log Request element and frames is described in 11.15.2. 
7.3.2.34 Event Log Report element

The Event Log Report element contains an Event log report. The format of the Event Log Report element is shown in Figure v4.
	
	
	
	
	
	
	
	

	
	Element ID
	Length
	Event Log Token
	Event Timestamp
	Event Log Type
	Event Log Status
	Event Log Report

	Octets:
	1
	1
	1
	8
	1
	1
	variable


Figure v4—Event Log Report element format

The Element ID field is equal to the Event Log Report value in Table 20.

The value of the Length field is variable and depends on the length of the Event Log Report field. The minimum value of the Length field is 11 (based on a minimum length for the Event Log Report field of 0 octets)

The Event Log Token field shall be set to the Event Log Token in the corresponding Event Log Request element.

The Event Timestamp field shall be set to the value of the STA TSF timer when the event was logged.

The Event Log Type shall be set to a number that identifies an event log report. The Event Log Types that have been allocated for event log reports are shown in Table v2.

Table v2- Event Log Type Definitions for Event Log Report 

	Name
	Event Log Type

	Reserved
	0 - 255


The Event Log status shall be set to a value in Table v3, indicating the client’s response to the Event Log Request indicated by the Dialog Token.

Table v3—Event Log Status values
	Status Value
	Description

	0
	Successful

	1
	Fail

	2
	Refused

	3
	Incapable

	4–255
	Reserved


The Event Log Report field shall contain the specification of the event log report. 
The Event Log Report element is included in an Event Log Report frame as described in 7.4.6.2. The use of Event Log Report element and frames is described in 11.15.2.
7.3.2.35 Diagnostic Request element

The Diagnostic Request element contains a request that the receiving STA undertake the specified diagnostics action. The format of Diagnostic Request element is shown in Figure v5.
	
	
	
	
	
	

	
	Element ID

	Length

	Diagnostic  Token
	Diagnostic  Request Type
	Diagnostic Request

	Octets:
	1
	1
	1
	1
	variable


Figure v5—Diagnostic Request element format

The Element ID field is equal to the Diagnostic Request value in Table 20.

The value of the Length field is variable and depends on the length of the Diagnostic Request field. The minimum value of the Length field is 2 (based on a minimum length for the Diagnostic Request field of 0 octets)

The Diagnostic Token shall be set to a number that is unique among the Diagnostic Request elements sent to each destination MAC address for which a corresponding Diagnostic Report element has not been received.

The Diagnostic Request Type shall be set to a number that identifies a type of diagnostic request. The defined Diagnostic Request Types are shown in Table v4. 

Table v4—Diagnostic Request Type definitions

	Name
	Request Type Value

	Reserved
	0 - 255


The Diagnostic Request field shall contain zero or more Diagnostic Information Elements depending on the specific Diagnostic Request Type.
7.3.2.36 Diagnostic Report element

The Diagnostic Report element contains a Diagnostic report. The format of the Diagnostic Report element is shown in Figure v6.

	
	
	
	
	
	
	

	
	Element ID

	Length

	Diagnostic Token
	Diagnostic Report Type
	Diagnostic Status
	Diagnostic Report

	Octets:
	1
	1
	1
	1
	1
	variable


Figure v6—Diagnostic Report element format

The Element ID field is equal to the Diagnostic Report value in Table 20.

The value of the Length field is variable and depends on the length of the Diagnostic Report field. The minimum value of the Length field is 3.

The Diagnostic Token field shall be set to the Diagnostic Token in the corresponding Diagnostic Request element.
The Diagnostic Report Type field shall be set to a number that identifies the Diagnostic report. Those Diagnostic Report Types that have been allocated are shown in Table v5.

Table v5—Diagnostic Report Type Definitions for Diagnostic Report Request

	Name
	Report Type Value

	Reserved
	0 – 255


The Diagnostic Report field shall contain the results of the diagnostic request.
The Diagnostic Status field shall be set to a value in Table v6, indicating the client’s response to the Diagnostic Request indicated by the Dialog Token.

Table v6—Diagnostic Status values
	Status Value
	Description

	0
	Successful

	1
	Fail

	2
	Refused

	3
	Incapable

	4-255
	Reserved


The Diagnostic Report field shall contain the results of the diagnostic request.. 

7.4 Action frame format details

Insert the following after clause 7.4.5:

7.4.6 Wireless Network Management action details

Several Action frame formats are defined for Wireless Network Management purposes. An Action field, in the octet field immediately after the Category field, differentiates the formats. The Action field values associated with each frame format are defined in Table v7. 

Table v7—Wireless Network Management Action field values

	Action field value 
	Description

	0
	Event Log Request

	1
	Event Log Report

	2
	Diagnostic Request

	3
	Diagnostic Report

	4-255
	Reserved


7.4.6.1 Event Log Request frame format

The Event Log Request frame uses the Action frame body format and is transmitted by a STA to request another STA to report one or more event logs. The format of the frame is shown in Figure v7.

	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Event Log Request Elements

	Octets:
	1
	1
	1
	variable


Figure v7—Event Log Request frame body format 

The Category field shall be set equal to the value indicating the Wireless Network Management category, as specified in Table 19a in 7.3.1.11 

The Action field shall be set equal to the value indicating Event Log Request frame, as specified in Table v7 in 7.4.6.
The Dialog Token field shall be set to a value chosen by the STA sending the event log request to identify the request/report transaction.

The Event Log Request Elements field shall contain one or more of the Event Log Request elements described in 7.3.2.33. The number and length of the Event Log Request elements in an Event Log Request frame is limited by the maximum allowed MMPDU size.

7.4.6.2 Event Log Report frame format

The Event Log Report frame uses the Action frame body format and is transmitted by a STA in response to an Event Log Request frame. The format of the Event Log Report frame body is shown in Figure v8.

	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Event Log Report Elements 

	Octets:
	1
	1
	1
	variable


Figure v8— Event Log Report frame body format 

The Category field shall be set equal to the value indicating the Wireless Network Management category, as specified in Table 19a in 7.3.1.11. 

The Action field shall be set equal to the value indicating Event Log Report, as specified in Table v7 in 7.4.6.
The Dialog Token field shall be set to the value in any corresponding Event Log Request frame. 
The Event Log Report Elements field shall contain one or more of the Event Log Report elements described in 7.3.2.34. The number and length of the Event Log Report elements in an Event Log Report frame is limited by the maximum allowed MMPDU size.
7.4.6.3 Diagnostic Request frame format

The Diagnostic Request frame uses the Action frame body format and is transmitted by a STA requesting another STA to execute a diagnostic test. The format of the frame is shown in Figure v9.

	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Diagnostic Request Elements

	Octets:
	1
	1
	1
	variable


Figure v9—Diagnostic Request frame body format 

The Category field shall be set equal to the value indicating the Wireless Network Management category, as specified in Table 19a in 7.3.1.11 

The Action field shall be set equal to the value indicating Diagnostic Request frame, as specified in Table v7 in 7.4.6.
The Dialog Token field shall be set to a value chosen by the STA sending the Diagnostic request to identify the request/report transaction.

The Diagnostic Request Elements field shall contain one or more of the Diagnostic Request elements described in 7.3.2.35. The number and length of the Diagnostic Request elements in a Diagnostic Request frame is limited by the maximum allowed MMPDU size.

7.4.6.4 Diagnostic Report frame format

The Diagnostic Report frame uses the Action frame body format transmitted by a STA in response to a Diagnostic Request frame. The format of the Diagnostic Report frame body is shown in Figure v10.

	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Diagnostic Report Elements 

	Octets:
	1
	1
	1
	variable


Figure v10—Diagnostic Report frame body format 

The Category field shall be set equal to the value indicating the Wireless Network Management category, as specified in Table 19a in 7.3.1.11. 

The Action field shall be set equal to the value indicating Diagnostic Report, as specified in Table v7 in 7.4.6.
The Dialog Token field shall be set to the value in any corresponding Diagnostic Request frame. 
The Diagnostic Report Elements field shall contain one or more of the Diagnostic Report elements described in 7.3.2.36. The number and length of the Diagnostic Report elements in a Diagnostic Report frame is limited by the maximum allowed MMPDU size.

10. Layer management

10.3 MLME SAP Interface

Change 10.3.6 as follows:

10.3.6 Associate

10.3.6.1 MLME-ASSOCIATE.request

10.3.6.1.2 Semantics of the service primitive

Change the primitive parameter list as shown:

MLME-ASSOCIATE.request
(
PeerSTAAddress,
AssociateFailureTimeout,
CapabilityInformation,
ListenInterval,
Supported Channels,
RSN Information Element,
QoSCapability,
WirelessManagementCapabilities
)

Insert the following row at the end of the parameter table:
	
	
	
	

	Name
	Type
	Valid Range
	Description

	WirelessManagementCapabilities
	As defined in the Wireless Network Management Capabilities element
	As defined in the Wireless Network Management Capabilities element
	Specifies the Wireless Network Management capabilities of the non-AP STA. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true.


10.3.6.2 MLME-ASSOCIATE.confirm

10.3.6.2.2 Semantics of the service primitive

Change the primitive parameter list as shown:

MLME-ASSOCIATE.confirm                                  (

ResultCode,

CapabilityInformation,

AssociationID,

SupportedRates,
EDCAParameterSet,
WirelessManagementCapabilities
)

Insert the following row at the end of the parameter table:

	
	
	
	

	Name
	Type
	Valid Range
	Description

	WirelessManagementCapabilities
	As defined in the Wireless Network Management Capabilities element
	As defined in the Wireless Network Management Capabilities element
	Specifies the Wireless Network Management capabilities of the AP. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true.


10.3.6.3 MLME-ASSOCIATE.indication

10.3.6.3.2 Semantics of the service primitive

Change the primitive parameter list as shown:

MLME-ASSOCIATE.indication
(
PeerSTAAddress,
RSN Information Element,
CapabilityInformation,
Supported Rates,
QoSCapability,
WirelessManagementCapabilities
)

Insert the following row at the end of the parameter table:
	
	
	
	

	Name
	Type
	Valid Range
	Description

	WirelessManagementCapabilities
	As defined in the Wireless Network Management Capabilities element
	As defined in the Wireless Network Management Capabilities element
	Indicates the Wireless Network Management capabilities of the non-AP STA. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true.


10.3.6.4 MLME-ASSOCIATE.response

10.3.6.4.2 Semantics of the service primitive

Change the primitive parameter list as shown:

MLME-ASSOCIATE.response


(

PeerSTAAddress,

ResultCode,

CapabilityInformation,

AssociationID,
WirelessManagementCapabilities
)

Insert the following row at the end of the parameter table:

	Name
	Type
	Valid Range
	Description

	WirelessManagementCapabilities
	As defined in the Wireless Network Management Capabilities element
	As defined in the Wireless Network Management Capabilities element
	Indicates the Wireless Network Management capabilities of the AP. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true.


Change 10.3.7 as follows:

10.3.7 Reassociate

10.3.7.1 MLME-REASSOCIATE.request

10.3.7.1.2 Semantics of the service primitive

Change the primitive parameter list as shown:

MLME-REASSOCIATE.request
(
PeerSTAAddress,
AssociateFailureTimeout,
CapabilityInformation,
ListenInterval,
Supported Channels,
RSN Information Element,
QoSCapability,
WirelessManagementCapabilities
)

Insert the following row at the end of the parameter table:
	
	
	
	

	Name
	Type
	Valid Range
	Description

	WirelessManagementCapabilities
	As defined in the Wireless Network Management Capabilities element
	As defined in the Wireless Network Management Capabilities element
	Specifies the Wireless Network Management capabilities of the non-AP STA. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true.


10.3.7.2 MLME-REASSOCIATE.confirm

10.3.7.2.2 Semantics of the service primitive

Change the primitive parameters as shown:

MLME-REASSOCIATE.confirm

(

Resultcode,

CapabilityInformation,

SupportedRates,

EDCAParameterSet,
WirelessManagementCapabilities
)

Insert the following row at the end of the parameter table:

	
	
	
	

	Name
	Type
	Valid Range
	Description

	WirelessManagementCapabilities
	As defined in the Wireless Network Management Capabilities element
	As defined in the Wireless Network Management Capabilities element
	Specifies the Wireless Network Management capabilities of the AP. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true.


10.3.7.3 MLME-REASSOCIATE.indication

10.3.7.3.2 Semantics of the service primitive

Change the primitive parameter list as shown:

MLME-REASSOCIATE.indication
(
PeerSTAAddress,
CurrentAPAddress,

CapabilityInformation,

ListenInterval,

SSID,

SupportedRates,

RSN,

QoSCapability,
WirelessManagementCapabilities
)

Insert the following row at the end of the parameter table:
	
	
	
	

	Name
	Type
	Valid Range
	Description

	WirelessManagementCapabilities
	As defined in the Wireless Network Management Capabilities element
	As defined in the Wireless Network Management Capabilities element
	Indicates the Wireless Network Management capabilities of the non-AP STA. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true.


10.3.7.4 MLME-REASSOCIATE.response

10.3.7.4.2 Semantics of the service primitive

MLME-REASSOCIATE.response


(

PeerSTAAddress,

ResultCode,

CapabilityInformation,

AssociationID,
WirelessManagementCapabilities

)

Insert the following row at the end of the parameter table:
	
	
	
	

	Name
	Type
	Valid Range
	Description

	WirelessManagementCapabilities
	As defined in the Wireless Network Management Capabilities element
	As defined in the Wireless Network Management Capabilities element
	Indicates the Wireless Network Management capabilities of the AP. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true.


Add the following new clause after 10.3.24: 
10.3.25 Wireless network management protocol layer

The layer management extensions for diagnostics and event logging assume a certain partition of functionality between the MLME and SME. This partitioning assumes that policy decisions (e.g., regarding requesting event logs or diagnostics) reside in the SME, while much of the protocol for event logging, diagnostics and the associated frame exchanges resides within the MLME (see Figure v11).
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Figure v11 - Wireless Network Management Layer Model

The informative diagrams within this subclause further illustrate the wireless network management protocol model adopted. Figure v12 and Figure v13 depict the event logging and diagnostic process respectively.  These figures illustrate the basic protocol and are only examples and therefore are not meant to be exhaustive of all possible protocol uses. 
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Figure v12- Event Log Protocol Exhange
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Figure v13- Diagnostic Protocol Exhange
10.3.26
Event log request

This set of primitives supports the initiation of event logging between peer SMEs.
10.3.26.1 MLME-EVLREQUEST.request
10.3.26.1.1 Function

This primitive requests the transmission of an event log request to a peer entity.
10.3.26.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EVLREQUEST.request
(

Peer MAC Address,
Dialog Token,
Event Log Request Set
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity to which the event log request shall be sent.

	Dialog Token
	Integer
	0 – 255
	The dialog token to identify the event log transaction.

	Event log Request Set
	Set of  event log elements

	Set event log elements
	A set of event log elements describing the requested event log.

	
	
	
	


10.3.26.1.3 When generated

This primitive is generated by the SME to request that an Event Log Request frame be sent to a peer entity to initiate one or more logging transactions.
10.3.26.1.4 Effect of receipt

On receipt of this primitive, the MLME constructs an Event Log Request frame containing the set of event log elements specified. This frame is then scheduled for transmission.
10.3.26.2 MLME-EVLREQUEST.confirm

10.3.26.2.1 Function

This primitive reports the result of an event log request.
10.3.26.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EVLREQUEST.confirm
(Dialog Token,
ResultCode
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Dialog Token
	Integer
	0 – 255
	The dialog token to identify the event log transaction.

	ResultCode
	Enumeration
	SCCESS, INVALID PARAMETERS, or UNSPECIFIED FAILURE
	Reports the outcome of a request to send an Event Log Request frame.

	
	
	
	


10.3.26.2.3 When generated

This primitive is generated by the MLME when the request to transmit an Event Log Request frame completes.

10.3.26.2.4 Effect of receipt

On receipt of this primitive, the SME evaluates the result code.

10.3.26.3 MLME-EVLREQUEST.indication

10.3.26.3.1 Function

This primitive indicates that and Event Log Request frame has been received requesting an event log transaction.
10.3.26.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EVLREQUEST.indication
(

Peer MAC Address,
Dialog Token,
Event Log Request Set
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity to which the event log request shall be sent.

	Dialog Token
	Integer
	0 – 255
	The dialog token to identify the event log transaction.

	Event log Request Set
	Set of  event log elements

	Set event log elements
	A set of event log elements describing the requested event log.

	
	
	
	


10.3.26.3.3 When generated

This primitive is generated by the MLME when a valid Event Log Request frame is received.

10.3.26.3.4 Effect of receipt

On receipt of this primitive, the SME either rejects the request or commences the event logging transaction.

10.3.27 Event log report

This set of primitives supports the signaling of event log reports.
10.3.27.1 MLME-EVLREPORT.request

10.3.27.1.1 Function
This primitive supports the signaling of event log reports between peer SMEs.

10.3.27.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EVLREPORT.request
(

Peer MAC Address,
Dialog Token,
Event Log Report Set
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity to which the event log request shall be sent.

	Dialog Token
	Integer
	0 – 255
	The Dialog Token to identify the event log transaction.

	Event log Report Set
	Set of  event log elements

	Set event log elements
	A set of event log elements describing the response to the event log request.

	
	
	
	


10.3.27.1.3 When generated

This primitive is generated by the SME to request that an Event Log Request frame be sent to a peer entity to initiate one or more logging transactions.
10.3.27.1.4 Effect of receipt

On receipt of this primitive, the MLME constructs an Event Log Report frame containing the set of event log elements. This frame is then scheduled for transmission.
10.3.27.2 MLME-EVLREPORT.confirm

10.3.27.2.1 Function

This primitive reports the result of an event log report frame.
10.3.27.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EVLREPORT.confirm
(
Dialog Token,
ResultCode
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Dialog Token
	Integer
	0 – 255
	The dialog token to identify the event log transaction.

	ResultCode
	Enumeration
	SCCESS, INVALID PARAMETERS, or UNSPECIFIED FAILURE
	Reports the outcome of a request to send an Event Log Reportt frame.

	
	
	
	


10.3.27.2.3 When generated

This primitive is generated by the MLME when the request to transmit an Event Log Report frame completes.

10.3.27.2.4 Effect of receipt

On receipt of this primitive, the SME evaluates the result code.

10.3.27.3 MLME-EVLREPORT.indication

10.3.27.3.1 Function

This primitive indicates that a Diagnostic Report frame has been received from a peer entity. 
10.3.27.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EVLREPORT.indication
(

Peer MAC Address,
Dialog Token,
Event Log Report Set,
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity to which the event log request shall be sent.

	Dialog Token
	Integer
	0 – 255
	The Dialog Token to identify the event log transaction.

	Event log Report Set
	Set of  event log elements

	Set event log elements
	A set of event log elements describing the response to the event log request.

	
	
	
	


10.3.27.3.3 When generated

This primitive is generated by the MLME when a valid Event Log Report frame is received.

10.3.27.3.4 Effect of receipt

On receipt of this primitive, the event logging data can be made available for SME processes.

10.3.28
Diagnostic request

This set of primitives supports the initiation of diagnostics between peer SMEs.
10.3.28.1 MLME-DIAGREQUEST.request
10.3.28.1.1 Function

This primitive requests the transmission of a diagnostic request to a peer entity.

10.3.28.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DIAGREQUEST.request
(

Peer MAC Address,
Dialog Token,
Diagnostic Request Set
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity to which the event log request shall be sent.

	Dialog Token
	Integer
	0 – 255
	The dialog token to identify the diagnostic transaction.

	Diagnostic Request Set
	Set of  diagnostic elements

	Set diagnostic elements
	A set of diagnostic elements describing the requested diagnostic.

	
	
	
	


10.3.28.1.3 When generated

This primitive is generated by the SME to request that a Diagnostic Request frame be sent to a peer entity to initiate one or more diagnostic transactions.
10.3.28.1.4 Effect of receipt

On receipt of this primitive, the MLME constructs Diagnostic Request frame containing the set of event log elements specified. This frame is then scheduled for transmission.

10.3.28.2 MLME-DIAGREQUEST.confirm

10.3.28.2.1 Function

This primitive reports the result of diagnostic request.
10.3.28.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DIAGREQUEST.confirm
(

Dialog Token,
ResultCode
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Dialog Token
	Integer
	0 – 255
	The dialog token to identify the event log transaction.

	ResultCode
	Enumeration
	SCCESS, INVALID PARAMETERS, or UNSPECIFIED FAILURE
	Reports the outcome of a request to send a Diagnostic Request frame.

	
	
	
	


10.3.28.2.3 When generated

This primitive is generated by the MLME when the request to transmit Diagnostic Request frame completes.

10.3.28.2.4 Effect of receipt

On receipt of this primitive, the SME evaluates the result code.

10.3.28.3 MLME-DIAGREQUEST.indication

10.3.28.3.1 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DIAGREQUEST.indication
(

Peer MAC Address,
Dialog Token,
Diagnostic Request Set
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity to which the event log request shall be sent.

	Dialog Token
	Integer
	0 – 255
	The dialog token to identify the diagnostic transaction.

	Diagnostic Request Set
	Set of  diagnostic elements

	Set diagnostic elements
	A set of diagnostic elements describing the requested diagnostic.

	
	
	
	


10.3.28.3.3 When generated

This primitive is generated by the MLME when a valid Diagnostic Request frame is received.

10.3.28.3.4 Effect of receipt

On receipt of this primitive, the SME either rejects the request or commences the diagnostics transaction.

10.3.29 Diagnostic report

10.3.29.1 MLME-DIAGREPORT.request

10.3.29.1.1 Function

This primitive supports the signaling of diagnostic reports between peer SMEs.

10.3.29.2.1 Semantics of the service primitive

The primitive parameters are as follows:

MLME-MREPORT.request
(

Peer MAC Address,
Dialog Token,
Diagnostic Report Set
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity to which the event log request shall be sent.

	Dialog Token
	Integer
	0 – 255
	The Dialog Token to identify the diagnostic transaction.

	Diagnostic Report Set
	Set of diagnostic elements.
	Set diagnostic elements
	A set of diagnostic elements describing the results of the requested diagnostic.

	
	
	
	


10.3.29.1.3 When generated

This primitive is generated by the SME to request that a Diagnostic Request frame be sent to a peer entity to initiate one or more diagnostic transactions.
10.3.29.1.4 Effect of receipt

On receipt of this primitive, the MLME constructs a Diagnostic Report frame containing the set of diagnostic elements. This frame is then scheduled for transmission.

10.3.29.2 MLME-DIAGREPORT.confirm

10.3.29.2.1 Function

This primitive reports the result of a diagnostic report frame.
10.3.29.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DIAGREPORT.confirm
(
Dialog Token,
ResultCode
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Dialog Token
	Integer
	0 – 255
	The dialog token to identify the event log transaction.

	ResultCode
	Enumeration
	SCCESS, INVALID PARAMETERS, or UNSPECIFIED FAILURE
	Reports the outcome of a request to send a Diagnostic Report frame.

	
	
	
	


10.3.29.2.3 When generated

This primitive is generated by the MLME when the request to transmit a Diagnostic Report frame completes.

10.3.29.2.4 Effect of receipt

On receipt of this primitive, the SME evaluates the result code.

10.3.29.3 MLME-EVLREPORT.indication

10.3.29.3.1 Function

This primitive indicates that a Diagnostic Report frame has been received from a peer entity.

10.3.29.3 MLME-DIAGREPORT.indication

10.3.29.3.1 Function

This primitive indicates that a Diagnostic Report frame has been received from a peer entity.

10.3.29.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DIAGREPORT.indication
(

Peer MAC Address,
Dialog Token,
Diagnostic Report Set,
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity to which the event log request shall be sent.

	Dialog Token
	Integer
	0 – 255
	The Dialog Token to identify the diagnostic transaction.

	Diagnostic Report Set
	Set of diagnostic elements.
	Set diagnostic elements
	A set of diagnostic elements describing the results of the requested diagnostic.

	
	
	
	


10.3.29.3.3 When generated

This primitive is generated by the MLME when a valid Diagnostic Report frame is received.

10.3.29.3.4 Effect of receipt

On receipt of this primitive, the diagnostic data can be made available for SME processes.

10.3.30 Event Log

This set of primitives supports the requesting and reporting of event log data.

10.3.30.1 MLME-EVLOG.request

10.3.30.1.1 Function
This primitive is generated by the SME to request that the MLME initiate specified event logging.

10.3.30.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EVLOG.request
(

Dialog Token,
Event Log Request Set
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Dialog Token
	Integer
	0 – 255
	The Dialog Token to identify the event log transaction.

	Event log Request Set
	Set of  event log elements

	Set event log elements
	A set of event log elements describing the response to the event log request.

	
	
	
	


10.3.30.1.3 When generated

This primitive is generated by the SME to request that the MLME initiate the specified event logging.

10.3.30.1.4 Effect of receipt

On receipt of this primitive, the MLME commences the event logging process.
10.3.30.2 MLME-EVLOG.confirm

10.3.30.2.1 Function

This primitive reports the result of an event log.
10.3.30.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EVLOG.confirm
(
Result Code,
Dialog Token,
Event Log Report Set
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Result Code
	Enumeration
	SUCCESS,

INVALID

PARAMETERS, or

UNSPECIFIED

FAILURE
	The outcome of the logging request.

	Dialog Token
	Integer
	0 – 255
	The dialog token to identify the event log transaction.

	Event log Report Set
	Set of  event log elements

	Set event log elements
	A set of event log elements describing the reported event log.

	
	
	
	


10.3.30.2.3 When generated

This primitive is generated by the MLME to report the results when logging completes.

10.3.30.2.4 Effect of receipt

On receipt of this primitive, the SME evaluates the result code and, if appropriate, stores the event logs pending communication to the requesting entity or for local use.

10.3.31 Diagnostic

This set of primitives supports the requesting and reporting of diagnostic data.

10.3.31.1 MLME-DIAG.request

10.3.31.1.1 Function
This primitive is generated by the SME to request that the MLME initiate specified diagnostic.

10.3.31.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DIAG.request
(

Dialog Token,
Diagnostic Request Set
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Dialog Token
	Integer
	0 – 255
	The Dialog Token to identify the diagnostic transaction.

	Diagnostic Request Set
	Set of  diagnostic elements

	Set of diagnostic elements
	A set of diagnostic elements describing the diagnostic request.

	
	
	
	


10.3.31.1.3 When generated

This primitive is generated by the SME to request that the MLME initiate the specified diagnostic.

10.3.31.1.4 Effect of receipt

On receipt of this primitive, the MLME commences the diagnostic process.
10.3.31.2 MLME-DIAG.confirm

10.3.31.2.1 Function

This primitive reports the result of diagnostic.
10.3.31.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DIAG.confirm
(
Result Code,
Dialog Token,
Diagnostic Report Set
)

	
	
	
	

	Name
	Type
	Valid Range
	Description

	Result Code
	Enumeration
	SUCCESS,

INVALID

PARAMETERS, or

UNSPECIFIED

FAILURE
	The outcome of the diagnostic request.

	Dialog Token
	Integer
	0 – 255
	The dialog token to identify the diagnostic transaction.

	Diagnostic Report Set
	Set of  diagnostic elements

	Set of diagnostic elements
	A set of event log elements describing the reported diagnostic.

	
	
	
	


10.3.31.2.3 When generated

This primitive is generated by the MLME to report the results when the diagnostic completes.

10.3.31.2.4 Effect of receipt

On receipt of this primitive, the SME evaluates the result code and, if appropriate, stores the diagnostic results pending communication to the requesting entity or for local use.

11. MAC sublayer management entity
Change paragraphs 2 and 3 of 11.11.8 as follows:

11.11.8 Triggered Autonomous Reporting

In radio measurement, all autonomous reporting shall be subject to trigger conditions set by the enabling STA that determine when measurement reports are issued. This is termed triggered autonomous reporting and provides a method for reporting during continuous background measurement. An example of the use of triggered autonomous measurement is for reporting problem conditions in continuous, non-invasive statistical monitoring. 

Within radio measurement, tTriggered autonomous reporting is defined only for the Transmit QoS Metrics measurement type – see 11.11.9.10. Within Wireless Network Management, triggered autonomous reporting is used for Diagnostic Management Alerts.

Insert the following at the end of 11.11.8:

A number of triggered measurements may run concurrently at a non-AP STA. The number of simultaneous triggered measurements supported is outside the scope of the standard. Each triggered measurement is logically separate: reporting conditions such as Trigger Timeout periods shall only apply to the measurement for which they are established.

Insert 11.15 as follows:
11.15 Wireless Network Management Procedures

This clause describes the management actions and the procedures for requesting and reporting wireless network management action between STAs.

11.15.1 Diagnostic Alerts

Wireless network management diagnostic reporting shall use the triggered autonomous reporting protocol described in 11.11.8.

An AP shall not request an optional management diagnostic alert from a STA unless the STA advertises support for the diagnostic type by setting the appropriate bit within the Wireless Network Management Capability element.

Where a STA has indicated support, one or more requests to enable triggered reporting for Diagnostic Management Alerts may be included within a Radio Measurement request frame. If the STA has Radio Measurement Capability, one or more triggered QoS metrics requests, or requested radio measurements may also appear within the same Radio Measurement frame.

The Measurement Start Time field of a triggered diagnostic report shall contain the value of the STA TSF timer at the time the trigger condition occurred to an accuracy of ±1TU.

11.15.2 Event Log Request and Report
The Event Log Request and Event Log Report frames provide the means and a protocol to exchange the logged events needed to enable network real-time diagnostics. 
A STA interested in receiving event logs from another STA may send an Event Log Request frame containing a unique Dialog Token to the STA. If the STA receives an Event Log Request frame without error and it supports the Event Logging service, it shall respond with an Event Log Report frame that includes the Dialog Token that matches the one in the Event Log Request frame. 
Within each Event Log Request frame there may be one or more Event Log Request elements. Each Event Log Request element contains a unique Event Log Token that identifies the element within the Event Log Request Frame. Each Event Log Report element that corresponds to the Event Log Request element shall contain the same Event Log Token that was included in the original request. 
Only a single Event Log Request frame shall be outstanding at a given STA at any time. If a STA receives a subsequent Event Log Request frame with a different Dialog Token before the Event Log Report from a previous request has been completed, the STA shall respond only to the most recent request.
All outstanding Event Log Requests are cancelled upon an BSS transition. Note however that the STA buffer of events shall not be cleared as a result of BSS transitions.
All Event Log Report elements shall include an Event Log Status field that indicates the overall result of the event log transaction. If the STA is able to return any Event Log Report elements then a value of Successful shall be returned. If the STA is unable to process the request at that time, a value of Refused shall be returned. If the STA does not support the Event Log protocol it shall return a value of Incapable indicating that the requester should not request again.
Both the Event Log Request frame and the Event Log Report frame shall only be sent with a unicast destination address. If a client STA receives an Event Log Request frame with a broadcast, or multicast destination address, it shall discard the frame. An Event Log Request shall only be sent from an AP to a non-AP STA. Event Log Requests sent to an AP shall be discarded by the AP.
When a STA sends an Event Log Request frame to another STA it shall indicate the type of event log requested by setting the Event Log Type field in each included Event Log Request element. The reporting STA shall only send Event Log Report elements specified for each of the requested Event Log Types. The reporting STA shall send all available Event Log Report elements for the requested Event Log Type. Each STA supporting a particular Event Log Type must maintain a minimum of 5 events for each Event Log Type.
In the event that the Event Log Report elements do not fit into a single MMPDU, the reporting STA shall send the remaining elements in additional frames until all Event Log Report elements have been returned to the requesting STA. Each subsequent Event Log Report frame and Event Log Report elements shall include the same Dialog Token and Event Log Token respectively that was sent in the corresponding Event Log Request frame. When multiple MMPDUs are required, the client shall always include complete Event Log Report elements and not fragment an element across multiple MMPDUs.
11.15.3 Diagnostic Request and Report

The Diagnostic Request and Diagnostic Report protocol provides the means to diagnose and debug complex network issues.

A STA interested in gathering information or diagnosing a problem with another STA may send a Diagnostic Request frame containing a unique Dialog Token to another STA. If a STA receives a Diagnostic Request frame without error and it supports the Diagnostic service, the STA shall respond with a Diagnostic Report frame that includes the Dialog Token that matches the one in the Diagnostic Request frame. A Dialog Token value of zero is a reserved value and shall not be used.

Within each Diagnostic Request frame there may be one or more Diagnostic Request elements. Each Diagnostic Request element contains a unique Diagnostic Token that identifies the element within the Diagnostic Request Frame.  Each Diagnostic Report element that corresponds to the Diagnostic Request element shall contain the same Diagnostic Token that was included in the original request.

Only a single Diagnostic Request frame shall be outstanding at a given STA at any time.  If a STA receives a subsequent Diagnostic Request frame with a different Dialog Token before the Diagnostic Report from a previous request has been completed, the STA shall only respond to the most recent request.

All outstanding Diagnostic Requests are cancelled upon a BSS transition.

All Diagnostic Report elements shall include a Diagnostic Status field that indicates the overall result of the transaction. If the STA is able to complete the diagnostic request made in the Diagnostic Request element, then a value of Successful shall be returned. If the STA is unable to process the request at that time a value of Refused shall be returned. If the STA does not support the Diagnostic service it shall return a value of Incapable indicating that the requester should not request again.

Both the Diagnostic Request frame and the Diagnostic Report frame may only be sent with a unicast destination address. If a STA receives a Diagnostic Request or Report frame with a broadcast or multicast destination address it shall discard the frame.

In the event that the Diagnostic Report elements do not fit into a single MMPDU, the reporting STA shall send the remaining elements in additional frames until all Diagnostic Report elements have been returned to the requesting STA. Each subsequent Diagnostic Report frame and Diagnostic Report elements shall include the same Dialog Token and Diagnostic Token respectively that was sent in the corresponding Diagnostic Request frame. When multiple MMPDUs are required, the STA shall always include complete Diagnostic Report elements and not fragment an element across multiple MMPDUs.

Insert A.4.14 into Annex A as follows:

Annex A

A.4 PICS proforma–IEEE Std. 802.11, 1999 Edition

A.4.3 IUT configuration 

Append this entry to the end of the IUT configuration table:

	
	
	
	
	

	Item
	IUT configuration
	References
	Status
	Support

	*CFv
	Is Wireless Network Management supported?
	
	O
	Yes, No, N/A

	
	
	
	
	


Insert this new clause after clause A.4.13:

A.4.14 Wireless Network Management extensions

	
	
	
	
	

	Item
	Protocol Capability
	References
	Status
	Support

	
	Are the following Wireless Network Management capabilities supported?
	
	
	

	RME1
	Wireless Network Management Capabilities element
	7.3.2.32
	CFv:M
	Yes, No, N/A

	RME2
	Management Diagnostic Alerts
	11.15.1
	CFv:M
	Yes, No, N/A

	
RME2.1
	
Measurement Request frame
	7.4.5.1
	CFv:M
	Yes, No, N/A

	
RME2.2
	
Measurement Report frame
	7.4.5.2
	CFv:M
	Yes, No, N/A

	
RME2.3
	
Protocol for Triggered Measurements
	11.11.8
	CFv:M
	Yes, No, N/A

	
RME3
	
Event Log 
	11.15.2
	CFv:M
	Yes, No, N/A

	

RME3.1
	

Event Log Request
	7.3.2.33
	(CFv AND CF1):M
	Yes, No, N/A

	
RME3.2
	

Event Log Report
	7.3.2.34
	(CFv AND CF12):M
	Yes, No, N/A

	
RME4
	
Diagnostics 
	11.15.3
	CFv:M 
	Yes, No, N/A

	
RME4.1
	

Diagnostics Request
	7.3.2.35
	(CFv AND CF1):M
	Yes, No, N/A

	
RME4.2
	

Diagnostics Report
	7.3.2.36
	 (CFv AND CF12):M 
	Yes, No, N/A


Add the following MIB attributes to Annex D:

Annex D

In the dot11StationConfig table of Annex D, insert the following entries at the end of the dot11StationConfigEntry sequence list:

Dot11StationConfigEntry ::=

    SEQUENCE {

…

dot11WirelessManagementImplemented TruthValue }

Insert the following elements at the end of the dot11StationConfigTable element definitions:

dot11WirelessManagementImplemented OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only 

STATUS current 

DESCRIPTION 

"This attribute, when TRUE, indicates that the station 

implementation is capable of supporting one or more Wireless Network
Management services.

The default value of this attribute is FALSE."

::= { dot11StationConfigEntry TBD } 
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