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Currently there are two fast track ballots of proposed amendments to ISO/IEC 8802-11, the texts of which are given in ISO/IEC JTC1 documents J1N7903 and J1N7904.  J1N7903 is identical to IEEE 802.11i.  J1N7904 is the most recent version of China’s WAPI protocol.

In considering the proposed amendments it is noted that approval of both J1N7903 and J1N7904 as amendments to ISO/IEC 8802-11 creates a problem. It is not possible to produce a single version of ISO/IEC 8802-11 from J1N7903 and J1N7904 without contradicting the normative intent of both proposed amendments. The two documents make incompatible changes to ISO/IEC 8802-11 by:

· Introducing WLAN security functionality in incompatible ways

· Requiring a large number of incompatible and contradictory editorial actions.

The problem created by the approval of both proposed amendments suggests that National Bodies should seriously consider voting to approve at most one of these amendments. This document is written in support of the approval of J1N7903 as the single security amendment to ISO/IEC 8802-11.  

J1N7903 (IEEE 802.11i) was developed to strengthen the cryptographic mechanisms for wireless LANs. It satisfies the ISO/IEC JTC1 criteria for approval, because it is a stable, complete specification that:

· Was developed by contributions from a global community of over 500 engineers from approximately 30 countries, using a process open to anyone

· Has been reviewed by the international cryptographic community, which has detected no flaws in its design

· Meets all technical and broad acceptance requirements for WLAN security by: 

· Providing strong encryption for data passed over the wireless link

· Reusing already deployed authentication technology

· Ensuring backward compatibility with pre-IEEE 802.11i systems

· Enabling certified interoperability of devices manufactured by over 50 companies worldwide

· Has achieved broad acceptance:

· WLAN deployments have increased from about 50,000 new devices per day before IEEE 802.11i was approved  by IEEE-SA to presently over 275,000 new devices per day

· The installed base of IEEE 802.11i-capable devices has exceeded 200 million devices globally

· Is an open and fully specified standard available to anyone to implement

· Is forward compatible with all planned enhancements by IEEE 802.11 and backward compatible with the large worldwide installed base of existing ISO/IEC 8802-11 devices

J1N7904 (WAPI) was also developed to strengthen the cryptographic mechanisms for WLANs. However, J1N7904 is not yet suitable for fast track consideration or approval, since it:

· Does not address the key requirements of the international community, as conveyed to China’s National Body over the last three years
· Has had no review by the international cryptographic community because the underlying cryptographic primitives on which WAPI is based are undisclosed

· Does not meet the technical and broad acceptance requirements for a WLAN security standard because:

· It does not allow for the reuse of existing authentication technologies

· It is not backward compatible with the huge volume of deployed ISO/IEC 8802-11 devices 

· It impedes portability of devices across national borders

· Has no known commercial deployment of the version of WAPI defined by J1N7904. Attempts over the past two years by non-Chinese companies to procure any version of a WAPI device have failed.

· Is incompatible with on-going and planned enhancements by IEEE 802.11 to WLAN technologies

· Contains contradictions with other international standards (e.g.  ITU-T standard X.509) and impinges on the established scope of other ISO/IEC and ITU-T standards groups

· Is incomplete because it does not document the normative behavior of many exception cases, such as error processing
· Contains a large number of semantic ambiguities and syntactic errors, making it extremely difficult to discern the normative intent of the document

These concerns are documented in detail in IEEE 802.11 document 11-05-1205-00.

The IEEE remains open to collaborative development with China, working jointly with National Bodies, to harmonize WAPI technology with existing IEEE and ISO/IEC standards.  The objectives of such a harmonization effort would be to:

· Incorporate appropriate WAPI technology into ISO/IEC 8802-11 and IEEE 802.11

· Preserve the integrity of the existing standards: ISO/IEC 8802-11 and IEEE 802.11
· Allow the orderly development of new amendments 

· Incorporate the requirements of the entire global WLAN community

· Maintain global interoperability of WLAN devices

· Enable implementation of WLAN devices by all manufacturers worldwide

We believe the best way to achieve a single worldwide WLAN standard is to vote to approve J1N7903 (IEEE 802.11i), vote to disapprove J1N7904 (WAPI), and to immediately utilize the collaboration process within ISO/IEC, that takes into account the needs of all stakeholders, to incorporate WAPI technology into appropriate international standards, including ISO/IEC 8802-11.

IEEE 802.11 document 11-06-0149 contains some summary comments supporting this argument. IEEE 802.11 document 11-05-1205-00 contains detailed comments related to J1N7904. IEEE 802.11 document 11-05-967-09 describes the official IEEE 802.11 Working Group position relating to the JTC1 fast track ballots on IEEE 802.11i and WAPI.

Please feel free to contact me regarding any questions raised by this letter, copies of any referenced documents, or any additional help you might need relative to the simultaneous JTC1 fast track ballots.
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Abstract


This submission summarizes the IEEE 802.11 Working Group position on the simultaneous JTC1 fast track ballots for 802.11i and WAPI. It is in the form of a letter that can be sent by members to their respective national bodies.
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