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Abstract

This document proposes general comments for the consideration of NB’s to accompany a potential “no” vote on the ISO/IEC JTC1 Fast Track ballot on 1N7904 (WAPI).
.

	NB
	Clause
	Paragraph
	Type
	Comment by the NB
	Proposed change by the NB
	Secretariat observations

	XX
	8.13
	
	ge, te
	1N7904 defines a new digital certificate format (GBW) in clause 8.1.3.

However, this topic is out of scope for an amendment to ISO/IEC IS 8802-11 because ISO/IEC IS 9594 governs certificate formats and ISO/IEC JTC1/SC6/WG7 addresses certificate formats. 1N7904 does not justify its deviation from ISO/IEC IS 9594. It also does not justify expanding the scope of ISO/IEC IS 8802-11 into an area traditionally covered by ISO/IEC JTC1/SC6/WG7. 
In a letter to some NB’s in December 2005, the Chinese NB attempted to justify the inclusion of a new certificate format in ISO/IEC IS8802-11 when they stated, “In fact, 1N7904 (WAPI) defines two kinds of certificates. One of which is the X.509 v3 certificate format and is mandatory. The other is GBW certificate format and it is optional. Therefore there is no contradiction between WAPI certificate format and international standards. On the contrary, WAPI provides more options for WLAN certificate format.”

The argument appears to be that the definition of GBW is justified because GBW is optional.
This argument does not resolve the contradiction because the definition of any digital certificate format, mandatory or optional, is still outside the scope of ISO/IEC IS 8802-11 and impinges on the scope of ISO/IEC IS 9594 and the responsibilities of ISO/IEC JTC1/SC6/WG7.
	The material relating to new digital certificate format must be removed from IN7904, and possibly submitted to ISO/IEC JTC1/SC6/WG7 or some other appropriate forum for proper review and standardisation.
If the new proposed certificate format is proven to be useful and is standardised in this way then it can also be used in other similar applications, in addition to WLANs.
This comment was submitted by a number of NBs during the Contradiction period but was not resolved.
	

	XX
	8.1.4.2
	
	ge, te
	1N7904 defines a new authentication scheme in clause 8.1.4.2 (which is an element of WAI)
However, authentication schemes are outside the scope of an amendment to ISO/IEC IS 8802-11, which is restricted to layer 1 and layer 2 WLAN technologies by the scope of ISO/IEC JTC1/SC6/WG1.
In a letter to some NB’s in December 2005, the Chinese NB responded by arguing:

· “Again, this is not a new issue”

· “WAI is needed for WLAN security”

· “11i 4-way handshake protocol and 802.1x have similar situations”

· “We believe that the physical layers should not be used to disintegrate WAPI”

These arguments are either incorrect or not relevant in countering our belief that authentication schemes are outside the scope of an amendment to ISO/IEC IS 8802-11
· It is certainly true that this is not a new issue, and was discussed during the Beijing and France meetings. However, we do not agree with the Chinese NB assertion that they “presented a complete and convincing rebuttal during those meetings”

· The Chinese NB asserts that “WAI is needed for WLAN security” by arguing that WAPI is a complete, advanced and integrated solution for WLAN security. It may or may not be true that WAPI is complete, advanced and integrated or that WAI is needed for WLAN security. However, best practice indicates that the authentication protocol defined within WAI should be defined separately so it can be more easily reviewed and so that it can be applied to other user environments. 

· The Chinese NB argues that if WAPI authentication is outside the scope of ISO/IEC JTC1/SC6/WG1 , then the same is true of aspects of 802.11i (4-way handshake and 802.1X). However, 802.1X is only a framework for carrying authentication. It does not specify the authentication protocol, and so its use by 1N7903 is within scope. The 4-way handshake is not relevant to authentication and is indeed analogous to the key management portions of WAI, which we believe are in scope.

· The Chinese NB argues against splitting WAPI for the sake of maintaining layer purity and that providing a secure solution should be the primary concern. We agree that providing a secure solution should be the primary concern. However, in this case the authentication aspects of WAI can be easily separated without compromising the security of the overall solution and defined in another document by a more appropriate forum.
	The authentication scheme in clause 8.1.4.2 must be removed from 1N7904, and possibly submitted to ISO/IEC JTC1/SC27 or some other appropriate forum.

Any referral should be done as soon as possible because the authentication scheme could potentially have value in other environments.

This comment was submitted by a number of NBs during the Contradiction period but was not resolved.
	

	XX
	8
	
	ge, te
	ISO/IEC IS 8802-11:2005 includes a discredited security mechanism called WEP. Over 200 million deployed WEP devices conform to ISO/IEC IS 8802-11:2005. 

1N7904 clause 8 contradicts ISO/IEC IS 8802-11:2005 clause 8.2 by deleting the definition of WEP.

Adoption of 1N7904 would instantly render non-conformant over 200 million existing ISO/IEC IS 8802-11 devices, which is clearly an undesirable action for an international standard, particularly when many of these devices are incapable of being upgraded to implement the advanced security mechanisms defined by either 1N7903 or 1N7904.
In a letter to some NB’s in December 2005, the Chinese NB responded by arguing that providing support for backward compatibility with WEP will:

· Compromise security

· Hurt the prestige of ISO/IEC
· Reduce its chance of being adopted into national and regional standards

These arguments can all be countered:
· The inclusion of backward compatibility with WEP hurts security no more than the inclusion of a completely unsecured mode.

· The prestige of ISO/IEC is likely to be hurt more if it abandons over 200 million existing ISO/IEC IS 8802-11conformant devices.

· If a particular national or regional standard did not want to include WEP then it could do so simply by specifying that WEP should  not be used in that particular jurisdiction. The owner of any WLAN installation can make a similar choice. Providing backward compatibility with WEP allows the user to make choices between security and backward compatibility appropriate to their particular environment.
	1N7904 must be modified to ensure existing WEP devices are supported in some way.

1N7904 should also be modified to provide a software based upgrade path for those existing devices that are incapable of supporting advanced security.
The mode of support could follow the example of 1N7903, which:

· Deprecates rather than deletes WEP

· Defines an upgrade path called TKIP (see 1N7903 clause 8.3.2) for existing WEP devices that cannot be upgraded to use more advanced cipher suites.

This comment was submitted by a number of NBs during the Contradiction period but was not resolved.
	

	XX
	all
	
	ge, te
	The ISO/IEC JTC1 Fast Track ballot process was designed for the speedy approval (as international standards) of mature national, regional or other standards, with only minor corrections.

However, the length (over 50 pages) of the list of important , legitimate and detailed comments on 1N7904 that has been developed and approved by the IEEE 802.11 Working Group (see IEEE 802.11-05/1205) emphasizes the immaturity of 1N7904  and its lack of suitability for approval by the JTC1 Fast Track ballot process.
IN7904’s immaturity is not surprising given that the last of multiple significant changes was made to the WAPI proposal as late as August 2005.
· The Chinese National Standard (GB15629.11) was defined in May 2003

· In July 2004 (6N12687) changes included the addition of broadcast & multicast protection, a security MIB and replay protection.
· In August 2005 (1N7904), changes included the modification of the protection scheme from MSDU-based to MPDU-based, the addition of an incomplete specification for the use of X.509 certificates, and the introduction of a discovery & negotiation scheme duplicated from 802.11i.
· It is not known how many devices actually implement the version of WAPI defined in 1N7904 but it is thought  to be  very small 
There is also no evidence that the version of WAPI submitted to ISO/IEC JTC1 is substantially similar to any Chinese National Standard as required under JTC1 Fast Track rules (Clause 13 of JTC1 Directives).

We do not accept the claims by the Chinese NB in a letter to some NBs in December 2005 that:

· “WAPI is a mature technology”

· Changes to WAPI were “minor”
	The very long list of editorial, technical and general comments developed by the IEEE 802.11 Working Group (see IEEE 802.11-05/1205) must be resolved to our satisfaction.

We believe it is impossible to complete the comment resolution task within the time and number of meetings (one!) set by the  JTC1 Directives because resolution of many of the comments will require significant normative changes leading to multiple cycles of review and ballot.

Therefore, we believe  the best way forward is for 1N7094 to be removed from the JTC1 Fast Track ballot process at this time.
Instead we suggest that progress be made by approving 802.11i (1N7903) and then:

· Standardising in more appropriate forums the useful elements of WAPI that are inappropriate as part of ISO/IEC IS 8802-11 

· Harmonising the useful elements of WAPI that are within scope of the ISO/IEC IS 8802-11 standard with 802.11i 

The harmonisation process of useful elements of the WAPI technology with 802.11i could occur either in:

· IEEE 802.11 Working Group in the Study Group that has already been set up to receive security related requirements from ISO/IEC JTC1, with ongoing review by ISO/IEC JTC1/SC6 using the joint IEEE 802 and JTC1/SC6 process specified by ISO/IEC TR 8802-1:2001

· ISO/IEC JTC/SC6/WG1 as a new work item with a close and on going liaison with the IEEE 802.11 Working Group
	

	XX
	all
	
	ge, te
	IN7904 does not mandate any “specific cryptographic algorithms”, claiming that they are subject to “national or regional regulations” (see Annex I, pp 199). It does reference an undisclosed block cipher called SMS4 for use in China.
However, an international standard that does not mandate a disclosed block cipher is inappropriate because:

· The use of an undisclosed algorithm makes it impossible to evaluate the effective security of the proposed international WLAN standard. Third party and independent evaluation is required for global acceptance and wide deployment of any security standard.

· The lack of at least one mandatory, disclosed block cipher makes it impossible for vendors world wide to build interoperable implementations that work globally, which is the whole purpose of an international standard.
	There are a number of options for addressing these issues:

· Disclose SMS4, make it mandatory, and allow a sufficient period for third party security review of SMS4 in the context of WAPI before further consideration of 1N7904.
· Make another algorithm mandatory, again allowing a sufficient period for a third party security review.
· Withdraw 1N7904 from consideration as an international standard.
	

	XX
	all
	
	ge, te
	ISO/IEC standards are irrelevant unless they achieve global acceptance and wide deployment.

It appears that 802.11i has already achieved global acceptance and wide deployment. Over 275,000 new devices conforming to 1N7903 (802.11i) are deployed worldwide every day by consumers, enterprise and government (more than 100 million devices per annum). 

In contrast, there is no known publicly available  deployment of the version of WAPI defined in 1N7904. Attempts over the last two years by non Chinese companies to procure any version of a WAPI device have failed.

That said, it is important for international standards to embrace new and interesting technologies as they becomes available. Some elements of the WAPI proposal clearly fit into this category, e.g. use of SHA-256 for key derivation.
	Ensure ISO/IEC WLAN standards achieve global acceptance and wide deployment by approving 802.11i (1N7903) and then:

· Standardising in more appropriate forumthe useful elements of WAPI that are inappropriate as part of ISO/IEC IS 8802-11 

· Harmonising the useful elements of WAPI that are within scope of the ISO/IEC IS 8802-11 standard with 802.11i 

The harmonisation process of useful elements of the WAPI technology with 802.11i could occur either in:

· IEEE 802.11 Working Group in the Study Group that has already been set up to receive security related requirements from ISO/IEC JTC1, with ongoing review by ISO/IEC JTC1/SC6 using the joint IEEE 802 and JTC1/SC6 process defined by ISO/IEC TR 8802-1:2001

· ISO/IEC JTC/SC6/WGS as a new work item with a close and on going liaison with the IEEE 802.11 Working Group
	

	XX
	all
	
	ge, te
	The approval of both 1N7903 (802.11i) and 1N7904 (WAPI) as amendments to the same base standard is impossible because the editing instructions are often contradictory.

One alternative would be to define two new standards; one based on 802.11i and another based on WAPI. However, this approach has severe difficulties:
· The approval of two international standards on the same topic is contrary to ISO and WTO goals

· The WAPI version would be divorced from all future developments of IEEE 802.11 by the IEEE 802.11 Working Group

· The WAPI version may not be protected by IPR statements made by various patent holders to the IEEE in relation to IEEE 802.11

The approval of 1N7904 (WAPI) only has its own difficulties. In particular:

· The ISO/IEC WLAN standard would not reflect the global reality, which is the wide adoption and deployment of  IEEE 802.11i (aka Wi-Fi WPA and WPA2) 
· It is unlikely IEEE 802.11 could submit any further amendments to ISO/IEC because the IEEE and ISO/IEC standards would be different, which means divorce of the ISO/IEC 8802-11 standard from at least 802.11e (QoS),  802.11j (regulatory extensions) , 802.11k (measurement), 802.11n (high rate) , 802.11p (vehicular extensions), 802.11r (fast roaming), 802.11s (mesh), 802.11u (inter-working) & 802.11v (management)
· The WAPI version of ISO/IEC IS 8802-11 may not be protected by IPR statements made by various patent holders in relation to IEEE 802.11
The rejection of both the WAPI and 802.11i proposals is also possible. However, this option is not desirable because effective security is overdue in ISO/IEC IS 8802-11. The Chinese NB in a letter to some NBs in December 2005 agreed that a solution is urgently required when they stated, “The international community needs a timely and trusted security solution”.
	One viable choice is to reject 1N7903 (WAPI) and approve 1N7904 (802.11i) in the ISO/IEC JTC1 Fast Track ballot. 
However, in this case it is vital that the opportunity exists for applicable WAPI technology to be incorporated into the version of ISO/IEC IS 8802-11 including 802.11i.
The harmonisation process of elements of WAPI with 802.11i could occur either in:

· IEEE 802.11 Working Group in the Study Group that has already been set up to receive security related requirements from ISO/IEC JTC1, with ongoing review by ISO/IEC JTC1/SC6 using the joint IEEE 802 and JTC1/SC6 process defined by ISO/IEC TR 8802-1:2001

· ISO/IEC JTC/SC6/WGS as a new work item with a close and on going liaison with the IEEE 802.11 Working Group
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