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Monday, January 16, 2006
Group:  IEEE 802.11 TGw
Date: Jan. 16, 2006 – 13:30–18:00, Jan. 17, 2006 – 16:00-21:30, Jan 19, 2006 10:30-12:30
Chair:  Jesse Walker 

Secretary:  Sandy Turner

Call to Order
Meeting called to order on Monday, January 16, 2006 by Jesse Walker at 13:32 HST.

Chair:  The chair reviewed the following slides:

· Attendance recording

· Membership & Anti-Trust

· IEEE-SA Standards Board Bylaws on Patents in Standards

· Inappropriate Topics for IEEE WG Meetings

· Copyright

· Agenda 05/1150r1
· Goals:  Hear presentations to improve the draft to go to Letter Ballot and update the TGw timeline (request from the previous night’s Chairs meeting).
Chair:  Are there any changes to the agenda?

· Removed two Jon Edney documents from the November meeting, as well as references to the November meeting.
· Add a slot to discuss what will happen to the draft after this meeting.
Chair:  Any objection to approving the agenda?  Hearing none, the agenda is approved.  Are there any issues with approving the minutes?  Hearing none, are there any objections to approving the minutes?  Hearing none, they’re approved.
· There will be two presentations.  06/038r0 Beacon Content Protection, Emily Qi and 06/0121r0Marcus Wong.
Presentation:  06/0038r0 Beacon Content Protection, Emily Qi, et al
· (Slide 6) You will have to wait until the next beacon for the information if you miss a beacon.

· (Slide 13)  There are timing considerations with the TIM to be able to interact properly with power save mode.  The STA will be suckered into staying awake until the next beacon.
· (Slide 9) The maintenance beacon has dynamic information.

· Information is duplicated in the beacon and maintenance beacon.  This is an issue for virtual APs that send out multiple beacons.  Is there a way to more efficiently send out a package with multiple BSSIDS?
· If you look at 11v, virtual APs are not compatible with this.  Each BSS has a different group key.

· 11i says they shouldn’t.  People need to get together to hash this out.

· Dynamic information may require synchronization.  This may require changes in the hardware, which affects chip vendors.

· This should be presented to other groups, like v and u.
· This may be problematic when you have a mixed environment with 11w STAs and non-11w STAs.  It’s like two parallel universes.

· The duplication is for backward compatibility.

· If the world wakes up and they all go to w, the beacon is only used for time synchronization and initial contact.

· The beacon is a catchall for everyone’s functions.  The functions are separate.  There may be problems with changing this.

· There are two types of information in the maintenance beacon – synchronization and discovery.  There is no reason to do that.  You can extract one or the other.

· Why not have a MIC for the beacon in a separate message, as opposed to in the beacon?
· Broadcasts in a network have a 30% loss rate. Only 50% of the time will you get both frames to verify.  This is a promising line of thinking.
· It is too early for a straw poll.  I heard that the group is sceptical about the approach.  It is too immature.  Interested people should have a conversation on how to make a better proposal and come back in March.
· Security isn’t free.  This is one way to do this, but it’s not free.
· There is a joint u and v meeting, of which the main topic is about virtual APs and beacons.  This lands in the middle.  W has to figure out a way to secure this.  Individual people should go through this discussion in that session.

Presentation:  06/0121r0 Broadcast Management Frame Protection, Marcus Wong, et al
· (Slide 5) This definition of “maintenance beacon” is different than the previous presentation.
· (Slide 6)  There is nothing new that is included for beacon protection.  There is not enough time for the attacker to forge the MIC for broadcast frames.
· The previous presentation gave reasons why the MIC should not be in the beacon to protect the beacon, which is a different MIC than in this presentation. The previous presentation does not talk about protecting broadcasts, whereas this presentation refers to the current baseline draft, which uses either group key or unicast to protect broadcast.
· This is a Tesla frame.  There is a different key for every packet.  The keys are tied to the broadcast.
· This is the same mechanism for protecting deauthentication and disassociation, but extending that per packet.
· The receiver needs to cache the MIC sent in the beacon bi until all broadcast frames are received within the same beacon interval.
· (Slide 6) There was confusion over the notation (keys may be backwards).  The idea of the hashed key chain is to start with a value, applying the hash repeatedly to generate the values of the key chain.
· (Slide 9) There is one MIC for all broadcasts concatenated together.  Worst case, you need to wait until the next beacon to do the computation when you’ve finished getting all the broadcasts.
· The MIC is small compared to the broadcast.

· The MIC in the previous presentation protected the MIC itself.  This MIC is not for the beacon but for subsequent BMFs.
· If the MIC fails verification, you ignore it.

· The MIC in the beacon is to verify the BMF.  The key that is used to verify the MIC is included in the BMF.

· What do you do if a receiver misses the MIC?  The index is sent along with the key so that if a receiver misses some MIC, he can use the current key received and perform hash verification to the point where the last good MIC and key was received.
· If you have 5 broadcasts and one is not received, you don’t lose them all.  If 5 MICs are included in the beacon, then only the lost broadcast is not recovered.  If one MIC in the beacon covers the whole 5 broadcast, then if one is not received, the MIC can not be verified (applying the hashes is used to verify the key).
· If one BMF is lost, it is comparable to losing a real time broadcast in terms of recovering.  In this case, we don't try to recover the lost broadcast, we just move on to the next broadcast.
· This addresses a lot of Emily’s issues – it is positive progress and worth pursuing.

· This assumes the presence of a new construction, a maintenance beacon, and some other frame sent out periodically to deliver keys – that is not tied to the maintenance beacon.

· In the previous proposal, you protect the BMF with the group keys.  This BMF protects them all with a Tesla based solution.  From a security perspective, what are the tradeoffs?  The group key is simple, although group key sharing has the risk of the insider attack.  That is a deficiency of Emily’s approach.  The advantage here is it extends to all of the broadcasts management frames, not just deauthentication and disassociation.  There is overhead but clear benefits.
· Losing the insider forgery is something tangible.

· Using a key for a set of messages (e.g. 11k BMF, 11v BMF), all protected with one key, the overhead is not as high as with applying it to a single message (e.g. deauthentication).

· You can precompute the sequence of keys to reduce overhead.

· You can compute the length of the key chain in advance.

· The granularity of the time interval is on the order of one key per second.

· There has not been much thought as to who does the time synchronization.

· Some applications, like TGk measurement requests are time sensitive.  A one second delay on a measurement frame may be problematic.  The other groups should be checked for acceptable delay tolerances.
· The AP is already low in memory.  This proposal may put memory requirements on the AP.

TGw Time Line
· We need to revisit the original time line (below) to see if it’s realistic:
· First LB – March, 2006 (next meeting)
· Form Sponsor Ballot Pool

· First Sponsor Ballot

· Sponsor Recirculation

· Final WG/EC Approval

· Rev Com Approval

· Since this first draft is small (~25 pages) and there are only two technical issues (presentations today) on the floor, this should be quick and clean.  We should do an internal review out of this meeting and then a first letter ballot.
· In looking at protecting the beacon information and modifying the group broadcast mechanism, the beacon is going to take a while to nail down.  There are a lot of groups involved – TGu and TGv.
· Marcus should socialize this at the TGv/u meeting.  You need to get it on the agenda to address the requirements.

· TGs is another group Marcus should talk to.  They are using AODV for routing, which includes broadcasts as part of the route message.

· We’re not obligated to wait until all the technical issues are resolved.  It doesn’t preclude changes after Letter Ballot.

· In TGr, it passed Letter Ballot and we knew we didn’t address certain things.  Without a comment, you can’t bring up new topics.

· Marcus’s approach reduces the number of solutions we have.  You take out the multiple unicast option and group broadcast protection and go to an all key mechanisms of all broadcasts.  We need to get a better handle on how sensible the timing is.  
· There needs to be an enumeration of the application that require management broadcasts.  
· 11s needs some form of beaconing.  They need action management frame protection.
· What measurement requests are needed in 11k?  Their management frames are similar to the 11s AODV broadcasts.

· 11k is similar to h.  11v transmit power is similar to h.

· What class of problems is this designed for – real time applications?  Is the key updated in milliseconds or seconds?
· The group would have to decide this.

· There is either a gigantic computation burden of they can be cached on the AP side – which brings a computational and memory load.  It could violate current hardware on the AP.

· We can provide a couple of mechanisms, one of which would be for legacy devices.

· The Tesla modified proposal wouldn’t perform on current hardware.

· We need to figure out the numbers - the initial expected memory and MIPS needed.

Adjourn

Monday, January 16, 2006
4:07 pm call to order
Motion:  Move that the Task Group Chair issue a request for an internal review of draft 802.11w D0.0.1 beginning at the end of the Waikoloa meeting and ending February 15, 2006.

Moved: Jon Edney

Second: Nancy Cam-Winget

Results (Yes/No/Abstain) – 8/0/0 motion passes
Chair:  Is there any objection to moving the conference call to Feb 21, 2006 11 AM EST for 1 hour to resolve any comments or anything else procedurally?  Hearing none, it will be at that time.  I will setup the bridge.

· We will leave the timeline as is.
· Donald Eastlake is working on a motion.  We will recess until Thursday at 10:30 if there are no objections.  Hearing none, we are in recess.

Adjourn

Thursday, January 19, 2006
10:34 am call to order

· Jon Edney volunteered to setup the internal review comments spreadsheet

· The internal review, per the previously passed motion, goes from when the Waikoloa meeting closed to February 15, 2006 midnight EST.
· Marcus Wong asked if there was a minimum memory requirement for APs, since this was a concern with his proposal.  It was suggested that Marcus quantify the minimum threshold for what his proposal would require in 802.11 (e.g. different rates, how often he chooses keys).  In general, this would be good information to have as evaluation criteria for other protocols, not just broadcast protocols.  The Chair others to determine their thresholds for various protocols as well.
· It was suggested to expand this idea to become a cost-benefit evaluation, not just a cost evaluation.  For example is it worth adding a lot of overhead into a protocol for frames that are a small percentage of the traffic.
Motion:
Whereas, the IETF has obsoleted RFC 1750 by the issuance of RFC 4086, and

Whereas, RFC 4086 is a greatly improved and updated functional equivalent of RFC 1750, therefore be it 

Resolved, that the TGw Editor is directed to amend the IEEE 802.11 TGw Draft 0.01 by inserting the following:

Delete the following Normative reference in Clause 2:

IETF RFC 1750, Randomness Recommendations for Security, December 1994.

Insert the following Normative reference in Clause 2:

IETF RFC 4086, Randomness Recommendations for Security, June 2005.

Annex H

H.5 Suggestions for random number generation
Delete both occurances of “RFC 1750” and insert in their place “RFC 4086”.
Moved by: Donald E. Eastlake 3rd

Seconded by: Nancy Cam-Winget
Vote: Yes: 10, No: 0, Abstain: 1

· The goal for next meeting is to resolve comments on the internal review, hear further presentations to update the goal and the stretch goal is to go to letter ballot.
· The Chair asked if there were any objections to incorporating Donald Eastlake’s motion (above) into the next version of the draft which will resolve comments from the internal ballot.  There were no objections.
Adjourn 10:51 AM
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