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Introduction

GSMA IREG thanks IEEE 802.11 TGu for their LS on “Request for comments on IEEE 802.11u Requirements Document" in connection with the TGu Requirements document (IEEE 802.11-05/0822r3). IEEE 802.11 TGu asked GSMA IREG to review the TGu Requirements document and provide comments on any of the requirements, which may have a direct impact on the interworking of IEEE 802.11 technology within our technology. GSMA IREG subgroup WADHOC (WLAN Adhoc) has earlier been working on WLAN related issues such as WLAN roaming guidelines GSMA PRD IR.61. The TGu Requirements document was reviewed by WADHOC.
Discussion

GSMA IREG is pleased about the progress in IEEE 802.11 TGu and is supporting the Requirements Document specification work. However, GSMA IREG has several questions for clarification and concerns on the current Requirement Document (IEEE 802.11-05/0822r3). Please, see the detailed discussion and questions below:
Chapter 2.1 – Online Enrolment Cluster

1. R3E4 – This optional requirement could be useful.

a. It is not clear to us how 802.11u planned to manage and distribute real-time charging information, especially in cases when one AP is shared between several operators.

b. The other concern is whether this requirement would cause/require APs to communicate with the Home Network AAA backend server before the STA has actually authenticated to the network?

2. R3N1 – This requirement is an essential requirement.

a. Our concerns relate to the implications of mechanisms planned to implement this requirement. Would these mechanisms cause/require APs to attempt to communicate with various Home Network backend servers before the STA joins to the BSS? And if so, what are the planned mechanisms to implement the communication?

b. For our clarification we would like to know how the new functionality for this requirement is planned to be implemented between the STA and the AP. Will a new negotiation protocol be required?
c. Would it be possible to list at least one credential supplier in beacons and when needed indicate somehow that the 802.11 AN in question allows access to more SSPNs that listed in the beacon?

3. R3N4 – This requirement is an essential requirement.

a. Our concerns relate to the implications of mechanisms planned to implement this requirement. Would these mechanisms cause/require APs to attempt to communicate with various Home Network backend servers before the STA joins to the BSS? And if so, what are the planned mechanisms to implement the communication?

b. For our clarification we would like to know how the interworking service discovery between the STA and the AP is planned to be implemented. Will a new negotiation protocol be required?
4. R3N5 – This optional requirement could be useful.

a. We see that distribution of real-time charging information especially in international roaming cases is indeed not practical. 

b. If such mechanism would be implemented, our concerns relate to the implications of mechanisms planned to implement this requirement. Would these mechanisms cause/require APs to attempt to communicate with various Home Network backend servers before the STA joins to the BSS?

Chapter 2.7 – Miscellaneous

1. R3M2 – This optional requirement would be useful.

a. Our question for clarification is whether IEEE 802.21 has indicated they will implement this requirement?

b. Furthermore, as 802.21 will involve communication between the STA and the AP, and require new MIH framework, wouldn’t 802.11u defined simpler approach be easier and faster to roll out?

Conclusion

GSMA IREG supports the work IEEE 802.11 TGu is doing, and sees this work as an essential in order to provide solid and interoperable solutions. The concerns and issues GSMA IREG identified are:

· Possible increase or introduction of new communication between the APs and the Home Network backend servers (such as RADIUS) before the STA has authenticated or even joined the BSS. This could be undesired behaviour especially in international WLAN roaming situations.

· The second concern relates to the management of the new and dynamically changing advertised information (such as charging information) when APs are shared among multiple operators. How this is planned to be implemented?

· The third concern is about the upgrade path of the existing APs. Is it foreseen that a hardware upgrade is required for the existing 802.1X capable 802.11abg APs in order to support 802.11u defined requirements?

· The last concern relates again to communication capabilities between the AP and the Home Network backend server. Are current widely deployed AAA protocols (such as RADIUS) capable of supporting 802.11u defined requirements? Will there be an immediate need to extend existing protocols, or even introduce a new protocol?

Actions:

GSMA IREG kindly asks IEEE 802.11 TGu to consider the concerns presented in this reply Liaison Statement and also kindly asks IEEE 802.11 TGu to respond questions listed under the Discussion chapter.
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