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Monday January 16, 2006

1:30pm

Call to order

· Agenda – document 11-06/0068r0

· Review operating rules for a Task Group.

· Review IEEE 802 policies and procedures for Intellectual Property.

Chair asked for information on any Patents or Patent Applications that are applicable to the subject of this meeting – None were given.

· Discussion on Agenda – document 11-06/0068r0

Revisions to the agenda will be updated in document 11-06/0068r1.

Request to add presentation by Dorothy Stanley on the status of the Key Holder protocol.

· Approve minutes from the November session – document 11-05/1112r1

Minutes are approved unanimously.

· Approve minutes from the Teleconference sessions – document 11-06/1283r1

Minutes are approved unanimously.

· Discussion letter ballot comment resolution – document 11-06/1284r6 by Bill Marshall

The hash has been changed from HMAC-SHA1 to HMAC-SHA256 to reduce the number of collisions.

The comments were grouped as shown on the “Comment Stats” sheet of the resolution spreadsheet.

We’ve never used the term “Fast Transition” to refer to anything other than Fast BSS-Transition.

Postpone the documented resolution for comment 1195 until later this week following a submission on the topic.

Request to postpone the discussion on the resolution for comment 298 until later in the week.

During the teleconference on January 4, we decided that providing a reservation mechanism without security introduces a denial of service attack. 

The TGr PAR states that we will not reduce the overall security of IEEE 802.11.

If you are malicious, you can perform a denial of service attack over the air with or without security enabled.

You are simply introducing another use mechanism for a denial of service attack. You are not reducing the overall security of the system.

If we decide to support QoS without security, then we would have to have to change the frame formats and message exchanges.

The PAR for TGr would need to be changed to resolve this issue.

If a network has no security, how do you reduce its overall security?

We should postpone the discussion on the resolution to comment 298 to a session later in the week, when the key stake holders are present.

The current version of the TGr protocol and frame formats are based on IEEE 802.11i.

The number of reservations a network can support is a matter for network engineering.

We have discussed this issue many times before. The QoS mechanisms are independent of security mechanisms.

The resolution to comment 298 will not be included in the motion at the end of this discussion.

When you reserve resources in an IP network. You don’t allocate them until they are committed.

TGr is pre-reserving resources prior to IEEE 802.11e reservation. 

The STA has reserved resources when it has completed the Fast BSS-Transition

The concept of mandatory and optional pre-reservations is complex. It doesn’t add much value to TGr.

In general, pre-reservations do not add much value to TGr. Mandatory and optional pre-reservations simply add complexity.

Pre-reservation is intended to give the infrastructure more time to allocate resources prior to transition.

The pre-reservation mechanism eliminates the need for the STA to issue ADDTS frames after it completes the transition.

We should revisit the concept of optional pre-reservation.

We should reduce the complexity of TGr and remove the mechanism for optional pre-reservation.

We should use the term “reserve” and “commit” instead of “pre-reserve” and “reserve”.

We have to maintain the terminology that was used by IEEE 802.11e.

We should discuss the mechanism for optional pre-reservations when the key stakeholders are in the room.  

MOTION: To accept the comment resolutions highlighted in yellow in document 11-06/1284r06, with the exception of resolutions for 1195, 298, and affiliated comments, and instruct the editor to incorporate them into the draft.
By: Bill Marshall

Second:  Henry Ptasinski

Discussion: 
· None.

Result: 10 – Yes; 0 – No; 3 – Abstain. Motion Passes.

· There are now 231 unresolved comments from the letter ballot.

· Discussion on proposed resolutions for comments in group 5

The resolutions discussed during this session are recorded in document 11-06/1284r7.

In IEEE 802.11i, the STA uses message 2 to echo the cipher suite selection in the RSN IE.

In IEEE 802.11i, the AP uses message 3 to echo the RSN IE it uses in the Beacon or Probe Response frame.

The MIC cannot be applied message 2 because the AP may not have the PMK-R1 available.

Comments 644, 645, 698 and 700 will be moved to comment group 11 and a text resolution will be prepared.

We should keep the RIC description as is and then include the TCLAS element description in clause 8A.6.6. The main idea of the RIC is to describe the logical operations, adding TCLAS and TS Delay information elements to the description adds more complexity to earlier clauses.

We should create a figure similar to Figure 80AH for an example Resource Response. We should include some examples of Resource Responses as well as RIC Requests.

The ADDTS only includes one TSPEC. We shouldn’t allow the STA to request multiple TSPEC’s.

There will be another submission that proposes a resolution to comment 1210. The clause mentioned in the comment is not described clearly.

If the PMK-R1 is compromised, then the whole key hierarchy is compromised.

If the PMK-R1 is compromised, and the ANonce and SNonce are snooped, then the PTK can be compromised. The PMK-R1 and all PTK’s need to be revoked.

Comment 1177 will be accepted with the text description proposed by Kapil Sood.

· Recess until the 4:00pm session. 

Monday January 16, 2006

4:00pm

· Call to order

· Discussion on proposed resolutions for comments in group 5 continued.

The resolutions discussed during this session are recorded in document 11-06/1284r7.

We should reject comment 98.

We should reject comment 946.

The R0KeyHolderID is provisioned by the administrator. It should be the same as is presented to the Authentication Server.

This comment is related to beacon bloat.

We need to ensure the key binding occurs at each layer. The SPA should be used at each layer. We should reject comment 101.

We should accept comment 688. An AP that is heavily loaded should be able to shorten the reassociation deadline.

The definition of BSS Transition describes the transition between BSS’s within an ESS. The statement as is correct and complete. We should reject comment 1244.

Comment 690 should be rejected.

Accept comment 501 with a wording change.

We’ve never discussed the issue raised in comment 715 in the text. The traffic stream will become active only after reassociation has been completed.

There is a resolution to this comment on page 78, line 17.  We could insert the phrase,  “the AP will not begin polling until the TS has become active”.

We should reject comment 502. 

We should accept comment 1191 with rewording as discussed.

· Discussion on comments included in Group 9

The resolutions discussed during this session will be recorded in document 11-06/1284r7

We had a Strawpoll to describe the fast transition process. 

Jon Edney will create a submission, proposing a solution to comment 742.

BSS Transition occurs when a STA switches its association from one AP to another in the same ESS.

We should delete all references to scanning in the discussion of BSS-Transition.

We should remove all references to scanning in the paragraph and simply state that the STA maintains a list of candidate AP’s.

We need to describe what systems do now, prior to this amendment.

We should remove all these sections. They do not describe what’s being done by TGr.

If “discovery” is outside the scope of TGr, we should delete the section.

We should keep the section in 5.4.5.1 and delete all subsections.

Michael Montemurro will prepare a submission to address this clause and the TGr architecture.

· Continue the discussion at the 7:30pm session.

Monday January 16, 2006

7:30pm

· Call to order

· Discussion on proposed resolutions for comments in group 5 continued

The resolutions discussed during this session are recorded in document 11-06/1284r7

Comment 341 should be updated with the phrase the “STA’s reassociation request”.

For comment 98, the KDF selection is supported via AKM negotiation and is an integral part of the key management.

The KDF defined, as part of TGr, is friendlier to NIST.

The TGr KDF is not based on the IETF document “draft-dang-nistkdf-00”.

· Discussion on comments included in Group 9 continued

The resolutions discussed during this session are recorded in document 11-06/1284r7.

We had a strawpoll to describe the fast transition process.

Address comment 1169 with the submission included in document 11-06/0076r0.

The RIC IE’s support the logical operations on resource requests. They should not be described specifically to TSPEC’s.

This solution should be specific to TGr.

TGn wants to use the RIC construction to request other resources. That implies that the RIC description should not be specific to TSPECs.

If we make the RIC generic, we lose the focus of our draft.

If we make it generic in the first place, it is easier to amend the draft to address different problems.

We could vote to accept document 11-06/0076r0 as a resolution.

We should formulate a motion to decide this issue.

MOTION: To adopt the resolution in document 11-06/0076r0 and incorporate the text into the draft.
By: Bill Marshall

Second:  Jon Edney

Discussion: 
· The entire document is required to generalize the RIC.

· The RIC was originally formulated as a generic mechanism. The RIC evolved to be specific to TSPEC’s.

· A generic structure would be beneficial to IEEE 802.11 for future amendments to the standard.

· By making this more general, we are making the TGr draft more complex.

· This change does not affect the protocol, procedures, or data structures. It makes the protocol easier to follow and makes it easier for different amendments.

· TSPEC’s are not used today. It would be better for the mechanism to be more generic to address other problems.

· This change makes the amendment more complex to read. For TSPEC’s, the reader has to substitute TSPEC for resource IE to understand how TGr mechanisms work.

· This is really just an editorial change.

· We have to make sure that the specific text for TSPEC handling is included in the draft.

· If we make the process generic. It will make the TGr implementation more complex.

Result: 11 – Yes; 1 – No; 3 – Abstain. Motion Passes.

If the EAPKIE is extended, it could exceed 256 bytes.

The Count IE was introduced so that other IE’s could be added without exceeding the 256 byte limit for an IE.

The only way that an EAPKIE could exceed 256 bytes is if a large number of PMKID’s were transmitted in the RSN IE.

We should reject this comment until we can determine whether this is actually a problem.

The RSN IE is constructed outside of the EAPKIE

If a PMK-R0 is compromised, all keys derived from the PMK-R0 are compromised. This comment has to do with deleting PMK-R0 after all PMK-R1 keys are generated.

The PMK-R0 would be deleted to eliminate risk of it being compromised.

We could remove Figure 121B and leave Figure 121A.

· Review of technical issues in the Ballot Comment spreadsheet.

The resolutions discussed during this session are recorded in document 11-06/1284r7.

Michael Montemurro will create a submission on the Policy Management Server. 

Kapil Sood will prepare a submission on Vendor Specific IE’s protected by the MIC.

Presentation on Key Holder protocol development status will be given on Wednesday.

We could reduce the beacon bloat by 16 bytes by advertising a single R0KeyHolder.

The R0KeyHolder ID does not need to be in the beacon frame. We should remove it from the beacon frame.

IEEE 802.11i allows a STA to hold cache PMK’s. TGr only allows a single PMK-R0.

The MDIE needs to remain in the Beacon.

We could remove the PMK-R0 IE from the FTIE.

There are two issues: combination of the FTIE and MDIE; and reducing the overall size of the FTIE. 

We split them for a good reason. The preference of the group seems to be leaning towards keeping the MDIE separate from the FTIE.

Including the R0KeyHolder in the FTIE could be optional in the Beacon.

Nancy Cam-Winget will provide a submission to address comment 295.

Kapil Sood will provide text to address Clause 8.5.2, based on the result of the teleconference discussion.

· Recess until the Tuesday 8am session.

Tuesday January 17, 2006

8:00am

· Call to order

· We have 70 comments to resolve that do not fall into a Technical Issue or a Group.

· Clint will post the list of comments and ask for volunteers to address those comments.

· Discussion on technical issues in comment resolution document 11-06/1284r7

The resulting decisions from the discussion will be recorded in document 11-06/1284r8.

Kapil Sood will prepare text for issue 15, the MIC calculation.

We could add the header information into the Count IE and simply calculate the header over the payload.

There are two MIC calculations: one for Action Frames and another for Authentication/Association/Reassociation frames

We could calculate the MIC based on the frame header, or a copy of the header information into the contents of the frame.

The issue is that the supplicant does not normally have access to the 802.11 header contents.

For Over-the-DS, we use the TAP and STA address that are included in the Action Frame for MIC calculations. We should simply add the TAP and STA address to the body of the authentication and reassociation frames. 

For authentication and reassociation frames, the contents of the IEEE 802.11 header should be used to calculate the MIC.

We need to include the binding between the STA and the target AP for the MIC calculation.

We calculate the MIC for the action frames between the STA and the target AP. We should do the same for Authentication and Reassociation frames.

We could refer to the STA and TAP addresses as the pseudo-header, and use the pseudo-header in the MIC calculations.

We could address the problem by changing the text that describes the MIC calculation.

If we define a pseudo header to contain the STA and TAP address, we could describe the MIC calculation as taking place across the pseudo header, and all IE’s between the Count IE and the EAPKIE.

There are a number of mechanisms for describing the MIC calculation. We should define a single mechanism for MIC calculation for Fast BSS-Transition.

For over-the-air transition, the header information needs to be protected.

We should specify the information for the MIC calculation and refer to the appropriate elements in the Authentication/Association frames

We’ve defined a set of IE’s that may be transmitted in either Authentication/Association frames or Action frames.

To protect the Authentication/Association frames, we would have to add additional elements to the payload.

In the over-the-DS transition mechanism, the current AP does forwarding. With the over-the-Air transition mechanism, the communication is direct.

The Authentication frames go from the STA SME to the AP SME.

The correct approach would be to add the TSTA and TAP address to the frame payload for Authentication/Association frames.

Kapil Sood and Bill Marshall will prepare submissions on MIC calculation options and allow the body to decide on the result.

The PMK-R1 SA should be defined. It is established once the PMK-R1 key has been either pushed or pulled from the R0 Key Holder.

For issue 22, we agreed that we would remove the R0 Key Holder from the Beacon.

The FTIE will exist in the beacon, but would not include the R0 Key Holder.

We could create a Key Holder IE that would be included in the Probe Response and would include the R0 and R1 Key Holders.

Kapil Sood and Frank Ciotti will prepare a submission on issue 22 concerning the R0 and R1 Key Holder ID.

The STA will send the R0KeyHolder ID in message 1.

The Key Holder ID’s should go into the Probe Responses. The Beacon should only contain the policy.

Issue 23 describes a situation where certain elements such as the EAPKIE are only included when a STA transitions. We need text to describe this behaviour.

To maintain security, there needs to be a count of the elements that you are MIC’ing.

It is a security principal that the count of IE’s that are MIC’d be included in the message.

We could remove the Count IE and use the Fast Transition IE’s as markers.

We should reject these comments and cite the reason as security principle.

Issue 25 states that the RIC and the QoS capabilities could be in conflict. Do we need to send the QoS capabilities when we have the RIC?

There are U-APSD settings in the QoS Info and U-APSD settings that are part of the RIC.

We could state that the QoS Info in the RIC will be applied after the QoS Info in the re-association request has been applied.

We should accept the comments in issue 28 and create new status codes.

We should accept the comments for issue 29 and create answers to the questions.

We should answer issue 29 on the grounds that existing authentication mechanisms do not provide the appropriate fields.

The base document for TGr now includes TGk. We need to add the FTIE and MDIE to the neighbor report once the TGk amendment is complete.

We should add text as an editor’s note to explain what we will add to the neighbour report.

For Issue 31 and 32, we had text in an email on the reflector that resolved these issues.

If the mandatory bit is set and the STA wants to do a pre-reservation, the pre-reservation must take place prior to re-association.

Recess until the 10:30am session.

Tuesday January 17, 2006

10:30 am

· Call to order

· The comments highlighted in yellow in document 11-06/1284r7 have been addressed. A motion will be made later in the session to accept resolutions to those comment.

· Discussion on issue 25 of Document 11-06/1284r7

The results of the discussion will be captured in document 11-06/1284r8.

There is no redundancy, the QoS Info in the Reassociation define the base setting.

The QoS Info in the TSPEC will override the base setting.

The RIC preceeds the QoS Info in the current frame definition. Perhaps we should re-order the QoS Capability to come before the RIC.

It would be better to have QoS Capabilities first, and then the normative text for QoS Capabilities would then apply.

We should add a sentence in the RIC request to indicate that TSPEC’s in the RIC modify the base QoS capabilities specified in the (re-)association request.

We would need to include a cross-reference to the IEEE 802.11e draft.

We should make a statement that the QoS Capabilities should be processed prior to RIC processing.

In IEEE 802.11e, the QoS Capabilities follow the RSN IE. The QoS Capabilities would need to follow the EAPKIE to remain consistent with this specification, since the RSNIE is MIC’d.

In the absence of TGr, the RSN IE preceeds the QoS Capabilities.

We should promote QoS Capability between the RSN IE and the EAPKIE.

In TGm, the definitions should follow in IE code order.

We don’t care about the order number for the IE.

Once the IE numbers are allocated, we cannot change them.

· Continue discussion of Technical Issues in Document 11-06/1284r7

The changes discussed will be reflected in Document 11-06/1284r8

In issue 34, there is no need for a Count IE in the FT Request

The Count IE is included in the TGr request message for consistency.

Removing the Count IE only saves 3 bytes. The benefit does not outweigh the cost of removing it.

Issue 35 needs a description of the status code fields. The status code definitions are already included in clause 7.3.1.9.

Kapil will produce text to cover issues 36 and 37.

For issue 38, if the AS is compromised then the entire key hierarchy should be revoked. 

We should delete the sentence on compromised keys.

In comment 679, there should be a mechanism to revoke R1 Keys. This should be addressed by the Key Holder protocol.

IEEE 802.11i does not describe the mechanism to revoke keys. We should follow the convention of IEEE 802.11i.

The mechanism for revoking keys is out-of-scope for TGr. It could be considered to be part of the Key Holder Transfer protocol.

The keys are deleted after they time-out.

We could address comment 1071 by stating that the mechanism for revoking keys can be done by sending a disassociation or deauthentication to revoke the keys in the key hierarchy.

For issue 39, Figure 121B has been deleted.

MOTION: To accept the comment resolutions highlighted in yellow in document 11-06/1284r7, with the exception of comments 1269, 715, 355, and instruct the editor to incorporate them into the draft.

By: Bill Marshall

Second:  Jon Edney

Discussion: 
· None

Result: 14 – Yes; 0 – No; 1 – Abstain. Motion Passes.

MOTION: To adopt comment resolutions 1269 as accept, 715 as reject, 355 as accept in document 11-06/1284r7 and instruct the editor to incorporate them into the draft.

By: Bill Marshall

Second: Jon Edney

Discussion:

· None.

Result: 14 – Yes; 0 – No; 1 – Abstain. Motion Passes.

· Recess until the 4pm session

Tuesday January 17, 2006

4:00 pm

· Call to order

· If the subject of this document is the same concept that was introduced in the last meeting, we have already defeated this motion.

· Discussion of document 11-06/0155r0 by Jon Edney

There was debate on this motion during the last session, and it failed by one vote.

This document presents the analysis behind the concept that was introduced during the last meeting.

In common practice, the STA will switch out of power-save mode when the AP signals that there are packets queued.

This is not an issue because TCP will re-transmit the packet to the STA once it has moved.

If there are lost frames, the session will be interrupted and potentially a number of frames will need to be retransmitted.

This amendment would be beneficial, but why would be restricted to TGr?

If the change was not restricted to Fast BSS-Transition, then it would be out of scope of TGr.

This document should be revised with the numbering set to R1.

There are two conclusions to this submission: it is useful for the STA to know that there are no buffered frames when it goes into powersave mode; it is also beneficial when the STA is preparing to transition.

There needs to be a way for the AP to indicate whether this capability is implemented.

This is a positive assertion protocol. It is not necessary to inform the STA that the capability is implemented.

The AP would have to clean-up buffered frames once the STA has transitioned.

There is a buffering clean-up problem with AP’s today.

This change would not help voice or video streaming. It would only help tcp traffic such as ftp or http.

This would only be helpful when the type of traffic is TCP/IP, and when there is little congestion.

There is no need to minimize packet loss for email, http, or ftp traffic. These are not applications that need to be addressed by fast transition.

There is acknowledgement that this will benefit packet loss. But the benefit is marginal.

This feature would be very difficult to implement.

The conclusion is that this change has value prior to moving to “power-save” mode and prior to “transition”.

If the bit is set, the STA would know that a frame has been queued at the AP.

There are no analytical or empirical data to support this work. However everyone acknowledges that there is benefit to this proposed change.

This proposal should be extended to cover non Fast Transition-enabled AP’s.

This would not work for architectures where the frame has already been queued to hardware. However this would only work for frames that would be queued at the network level.

In many implementations, the frames are queued in memory so that the frame content could be changed.

There could possibly be race conditions in editing frames that have already been queued.

There may be architectures where this mechanism would not apply.

This could be beneficial where there are relatively frequent transitions.

There is no way where this could be a mandatory feature. Many existing architectures could not implement this feature.

There are several comments related to minimizing packet loss from the Letter Ballot. This proposal could address these comments.

If the STA transitions frequently, it may not be able to wait to receive buffered packets.

This proposal would address the scenario when a STA flips between two AP’s.

This is a difficult feature to implement and it only helps in a corner case.

This is not a corner case because it addresses applications such as web browsing.

There is no proof of the benefit of this proposal. As presented, its benefit is theoretical.

MOTION: To adopt the text of document 11-05/1091r1 into the TGr draft.

By: Jon Edney

Second: Amjad Soomro

Discussion:

· None.

Result: 10 – Yes; 3 – No; 5 – Abstain. Motion Passes.

· By accepting this submission we will address some comments on packet loss, but not all of them.

· There is no deterministic solution to this problem.

· Continue discussion of Technical Issues in document 11-06/1284r7

Comment resolutions discussed in this session will be captured in document 11-06/1284r8

While you are communicating over the air, you lose connection with your current AP.

For issue 43, a 2 second delay will kill Fast transition if it occurs at the wrong time.

We shouldn’t have to add text to the document if it has already been submitted to TGm.

We should accept these comments and state that the relevant text will be in the next TGm draft.

For comment on line 786, we agreed that were going to create a submission for the key lifetime. Kapil will prepare the submission addressing this comment.

For issue 42, we require an MLME.RRB primitive to pass the Action Frame from MAC to the RRB.

There are two issues: whether there are mandatory/optional RIC, or a fully specified or partially specified RIC.

Mandatory/optional RIC’s have been discussed for over a year. We agreed to leave this in the draft.

One comment should not be enough to revisit the whole RIC construction.

· Recess until the 7pm session.

Tuesday January 17, 2006

7:30 pm

· Call to order

· Work in adhoc mode resolving letter ballot comments until 9:00pm

· Call to order at 9:00pm

· Discussion on document 11-06/166r0 by Bill Marshall

The results of the discussion will be given in 11-06/166r1.

You only need a Request and a Response for each MLME primitive.

· Recess until the Wednesday 1:3pm session.

Wednesday January 18, 2006

1:30 pm

· Call to order

· Discussion on the agenda document 11-06/0068r1

Updates to the agenda will be updated in 11-06/0068r2.

· Discussion on document 11-06/0042r0 by Dorothy Stanley

The contributors listed in this document should be recorded as contributors to the IEEE 802.11r.

The contribution to the TGr draft relating to this protocol development will be document 11-06/0173r0.

One of the reasons for selecting Kerberos over EAP was that the AP would not have to implement an EAP supplicant.

EAP development would require custom protocol development for key transfer.

· Discussion on new resolutions in the comment spreadsheet in document 11-06/1284r11

The changes will be captured in an updated version of the spreadsheet 11-06/1284r12

The TGr amendment will need to include changes to the Neighbour report.

Clause 7.2.3.36 should be removed.

Currently TGk will finish before we do. With that in mind, we are going to add amend the neighbour report to address TGr.

The editorial note in the TGr draft is with respect to the official timeline given on the IEEE 802.11 web page.

TGr should not be dependent on TGk.

TGm may be going to take a longer time as well; TGr will have to wait for TGm to complete.

The Neighbour Report element isn’t required for TGr.

The current amendment that we are revising would be based on TGk.

Currently, TGk is amendment 1 to TGm, and TGr is amendment 2 to TGm.

Information in the MDIE and FTIE should be reflected in the neighbor report once TGk has been approved.

The neighbor report is not mandatory for TGr.

The neighbor report, as reflected by TGk, is of limited use for TGr.

The neighbor report should not be mandatory. The wording should say “will” instead of “may”. 

Currently TGr is amendment 2 after TGm. If the timetable changes and TGr becomes amendment 1, then this section will have to be changed.

The acceptance of TGr does not have to wait until TGk has been approved.

The decision about the order of amendments is the responsibility of the Task Group chairs.

We have no control over the order of amendments. We should table this discussion and move on to other business.

MOTION: To accept the comment resolutions highlighted in yellow in document 11-06/1284r09, with the exception of resolutions for comments 934, 316, 652, 746, and 1272, and instruct the editor to incorporate them into the draft.
By: Bill Marshall

Second:  Frank Ciotti

Discussion: 
· None.

Result: 16 – Yes; 0 – No; 4 – Abstain. Motion Passes.

· Discussion on Technical Issue 15 by Kapil Sood and Bill Marshall

Discussion on document 169r0 by Kapil Sood

Modifying Table 13 changes the behavior of IEEE 802.11 Authentication.

The work done by TGw will not protect Authentication frames.

With this proposal, the protection for Authentication frames is entirely different for one case versus the other case.

Depending on how the stack is implemented, the IEEE 802.11 header may not be available in the component where the MIC is calculated.

In the “over-the-DS” scenario, the 802.11 header is not available at the Target AP. We have to propagate the Source and Destination information. The information is available in the frame body.

The difference between “over the air” and “over the DS” is that the Source and Destination information is available in the frame body.

There is a concern that the parsing would be different depending on the transition mechanism.

Because of this, we are computing the MIC in a different way because the payload of the frames is different.

In one case, the Authenticator has to know information on the MAC header. Changes have to be made to pass header information to the Authenticator.

We could add the source and destination address to the frame body to address issues with the authentication header.

This is an application layer mechanism. You have to provide the application layer the correct information.

In the MIC calculation description for TGr, we had comments concerning the complexity of the MIC calculation.

We should keep the payload the same for both “over-the-air” and “over-the-DS” in all cases.

You don’t need all of the IEEE 802.11 address fields. You only need the Source and Destination address fields.

The solution should be consistent with the work being done in TGw.

On page 3 of this document, the destination is specified in the DA field for the Authentication frame, or Target TAP field of the Action Frame.

The sentiment among the group is to go towards packet bloat.

Discussion on document 11-06/165r0 by Bill Marshall

There is no protection for MAC layer frames over the DS. We should either protect both, or protect neither. 

We are not assuming any protection over the DS.

If we don’t protect over the air in TGr, there will be no protection that we can rely on from TGw.

We are looking for TGw to protect action frames.

The TGr protocol works without TGw. However it would be more secure with TGw.

The security mechanisms designed in TGr should be consistent with TGw.

We should take a step back and consider the security implications of these proposed changes.

We may have to add additional fields to the frame to protect state transitions.

The information that is sent to the Authenticator has been already processed by the MAC. This is the same issue as in TGw.

We should go back to the EAPoL MIC calculation that was done in IEEE 802.11i.

It is not possible to use the MIC calculation from IEEE 802.11i because all information would need to be included inside the EAPKIE.

We should step back and create a single solution that would be acceptable to the group.

Recess until the 4pm session.

Wednesday January 18, 2006

4:00 pm

· Call to order

· Discussion of document 11-06/179r0 by Rajneesh Kumar

The intent of the RIC mechanism in TGr replaces the requirements for sending multiple ADDTS requests after a transition.

The RIC response includes all TSPEC responses. 

When a STA pre-reservation resources, the Access Point allocates the resources.

There appears to be two interpretations on how the RIC works in the current TGr draft.

The text needs to be updated clear any ambiguities.

The proposal eliminates the “confirmation RIC” in the Association Request frame.

Removing the “confirmation RIC” from the Association Request could cause possible synchronization issues between the STA and the AP.

Resources are being reserved, but they are not activated until the transition has completed.

The “pre” modifier on pre-reservation is not correct. Perhaps we should create a simpler term.

We should use the term “pre-assocation reservation”.

We could use the term “advanced reservation”.

In the draft text, it states that the resources are allocated, but the scheduling has yet to begin.

Routers using RSVP intentionally over-allocate reservations; in this case resource allocation is not guaranteed.

The intent of the submission was to explain that the resource allocation was guaranteed.

The word “reservation” in IEEE 802.11e really means “commit”.

TGr has adopted the same terminology as IEEE 802.11e.

In TGr, resources are reserved in the same sense as the IEEE 802.11e, and set into active state (the scheduler starts processing) once the STA “commits”, that is, completes the transition.

There are two issues here. Only one issue is addressed by this submission.

In the accepted state, the AP guarantees that resources have been allocated.

We could use the word “resource admission” instead of “pre-reservation” 

MOTION: To adopt the text of Document 11-05/0179r0 and instruct the editor to incorporate the changes into the TGr draft.

By: Rajneesh Kumar

Second: Jon Edney

Discussion:

· This document makes the amendment more ambiguous with regard to the difference between “reservation” and “pre-reservation”.

· This discussion illustrates that there is more than one interpretation on how reservation and pre-reservation work.

· There should be no way to reject a pre-reservation once it has been committed.

· There will always be different interpretation to standards. However we should work towards resolving them.

· This motion does address this ambiguity.

· If this motion passes, then there will be a single interpretation.

· Eliminating ambiguity would address interoperability problems.

· The problem Bill describes is a query mechanism. We have discussed query and rejected it.

· Since the time between pre-reservation and transition is so short, over-subscription would have limited use.

· Most systems that support reservation use an over-subscription mechanism.

CALL THE QUESTION – Jon Edney, Seconded by Michael Montemurro

No objection to calling the question

Result: 11 – Yes; 1 – No; 5 – Abstain.

· Discussion of document 11-06/173r0 by Michael Montemurro

Results of the discussion will be updated in document 11-06/173r1

· Discussion of document 11-06/171r0 by Bill Marshall

The security model that IEEE 802.11i has followed is to echo the fields in the MIC that has been advertised in the Beacon and Probe Responses.

The MIC content in the third and fourth messages should contain what was used in the first and second messages.

Since each field is a fixed length and is in a fixed position, the MIC construction should not be ambiguous.

We could move the FT policy octet to the MDIE so that the FT could contain the key holders. 

If we did this, we would need to add a flag to indicate that we support fast transition. Even an empty FT policy octet is a valid FT configuration.

We could rename the MDIE to FTIE.

· Discussion on comment resolution using 11-06/1284r12

The result of this discussion will be covered under 11-06/1284r13

MOTION: Resolve that Fast BSS Transition shall only apply in an RSN.

By:  Bill Marshall

Second: Jon Edney

Discussion

· It’s a good motion in principle. It will create lots of feedback. 

· TGw makes perfect sense that it applies in an RSN. There is concern that there is lots of feedback.

· There are lots of changes that would be required to make TGr work outside of an RSN environment.

· This concept was rejected a number of meetings ago. We should stay with the resolution that we have now.

· We should be concerned with the complexity of the amendment.

· By ignoring this motion, we are eliminating scenarios that we should address.

CALL THE QUESTION: by Michael Montemurro; seconded by Bill Marshall

Result: 9 – yes; 5 – no; 1 – abstain. Call the Question fails. Continue the debate.

· Complexity should not be a reason for dismissing transition in a non-RSN environment.

· If this non-RSN case is not addressed, another task group will have to address the problem.

· By all the discussion on resource allocation, we have acknowledged that there is a problem beyond security.

· We have to understand the implications to transition without security.

· We went through the trouble to define the RIC’s because we thought there were issues with TSPEC’s. There were comments made, that regardless of security, that would rely on pre-reservation.

· If we are going to pass this motion. We should make a motion to remove resource allocation from the draft.

TABLE THE MOTION: by: Jon Edney, second: Rajneesh Kumar. 

Result: 11 – Yes; 3 – No; 3 – Abstain. Motion is tabled.

For issue 16, for the PTKSA, the term AA should be changed to the BSSID; for the PMK-R1 SA, the term AA should be changed to the PMK-R1.

IEEE 802.11i states that the AA is defined as the BSSID.

We need to clarify the correct label for AA in the draft.

· Recess until the Thursday 1:30pm session

Thursday January 19, 2006

1:30 pm

· Call to order

· Discussion on the agenda

Presentation of a document on beacon bloat issues will be presented at the 4pm session. 

· Discussion on document 11-05/1284r12 by Bill Marshall.

None.

MOTION: To accept the comment resolutions highlighted in yellow in document 11-06/1284r12 and instruct the editor to incorporate them into the draft.
By: Bill Marshall

Second: Rajneesh Kumar  

Discussion: 
· None.

Result: 15 – Yes; 0 – No; 0 – Abstain. Motion Passes.

· Discussion on document 11-05/181r0 by Bill Marshall

The Assigned Number authority is not the IEEE ANA; it’s the IEEE 802.11 ANA.

The Ethertype will be assigned after the first Sponsor Ballot vote.

We should rename the Count IE. It is not always related to the MIC.

The main purpose of the Count IE is to calculate the MIC.

The comments on 11k neighbor report have been updated as per the conversation on Wednesday.

We cannot use the FT acronym in case the name changes through the letter ballot process.

If “Count IE” is too generic, then “Time Interval” will be as well.

The names were chosen as generic so that they could be used by other groups.

MOTION: Request the IEEE 802.11 Assigned Numbers Authority to allocate numbers for the following:

· Authentication Algorithm Number

· Fast BSS Transition

· Status Codes

· Invalid Fast BSS Transition Action Frame Count

· Expected a pre-reservation to precede Fast BSS Transition

· Invalid PMKID

· Invalid EAPKIE

· Invalid MDIE

· Target AP unreachable

· Management Action Codes

· Fast BSS Transition

· Element IDs

· MIC Extent

· Mobility Domain

· Fast BSS Transition Information

· Timeout Interval

· Resource Information Container – Root

· Resource Information Container – Data

· Fast BSS Transition EAPOL-Key

· AKM suite selector

· Authentication Type: Fast BSS Transition Authentication negotiated over IEEE 802.1X, or using PMKSA caching;

· Key management type: Fast BSS Transition Key management

· Authentication Type: Fast BSS Transition Authentication using PSK

· Key management type: Fast BSS Transition Key management

By: Bill Marshall

Second:   Rajneesh Kumar

Discussion: 
· None.

Result: 18 – Yes; 0 – No; 0 – Abstain. Motion Passes.

· Discussion of document 11-06/166r1 by Bill Marshall

The primitive could possibly be made more generic.

MOTION: To adopt the text of document 11-05/166r1 and instruct the editor to incorporate the changes into the TGr draft.

By: Bill Marshall

Second: Kapil Sood

Discussion:

· None.

Result: 16 – Yes; 0 – No; 3 – Abstain. Motion Passes.

· Discussion of document 11-06/173r1 by Michael Montemurro

Most of Jesse Walker’s comments have been addressed by this submission.

The document is good enough that we should incorporate it into the draft.

MOTION: To adopt the text of document 11-05/173r1 and instruct the editor to incorporate the changes into the TGr draft.

By: Michael Montemurro

Second: Kapil Sood

Discussion:

· None.

Result: 19 – Yes; 0 – No; 0 – Abstain. Motion Passes.

The comments 836, 995, 927, 947, 119, 126, 849, 880, 1182, 838, 674 have been addressed with this submission.

Comment 674 should be  “accepted in principle” or “rejected”

MOTION: Accept the comment resolution of “Accept: addressed with the acceptance of document 11-06/173r1” for comments 836, 995, 927, 948, 119, 126, 849, 880, and 1182.

By: Michael Montemurro

Second: Bill Marshall

Discussion:

· None.

Result: 17 – Yes; 0 – No; 2 – Abstain. Motion Passes.

· Discussion of document 11-06/189r0 by Kapil Sood

The Count IE will still be the first element in the list.

The MIC calculation starts at the Count IE.

Traditionally, a STA that does not support a vendor specific IE would ignore the IE. Now, the STA must use the vendor specific IE data in order to calculate the MIC.

The STA would now need to use the vendor specific IE data to calculate the MIC.

The vendor specific IE’s would come after the EAPKIE.

The MIC field should be placed at a fixed position in the frame.

The MIC will always be in a deterministic position in the frame.

The vendor specific IE would need to be passed to the supplicant in order to calculate the MIC.

This submission is a good treatment for vendor specific IE’s.

The vendor specific IE text will need to be updated to be consistent with this definition.

The vendor specific IE’s must always be at the end of the frame.

Another group could define an IE between our EAPKIE and the Vendor Specific IE’s.

We cannot arbitrarily change the order of the IE’s we define.

The use of vendor specific IE’s is counter to the standardization process. The protection of vendor specific IE’s should be up left to the vendor.

Some mechanism for vendor extensions is is relevant. It gives vendors a mechanism to do things outside of the standard.

The vendor can provide their own MIC as well.

We should not be providing protection for vendor specific IE’s.

This submission changes the resolution to comment 222. 

MOTION: To adopt the text of document 11-05/189r0 and instruct the editor to incorporate the changes into the TGr draft.

By: Kapil Sood

Second: Michael Montemurro

Discussion:

· Vendor specific IE’s have been a controversial issue in IEEE 802.11. The protection of vendor specific IE’s is up to the vendor.

Result: 5 – Yes; 8 – No; 6 – Abstain. Motion Fails

· Discussion on document 11-06/099r0 by Jon Edney

The editor’s comment needs to “change”, rather than “replace”.

The author understands that the editor will “change”, rather than “replace”.

MOTION: To adopt the text of document 11-05/099r0, changing the editor’s instructions from “Replace” to “Change” and instruct the editor to incorporate the changes into the TGr draft, and to accept the resolution of “Accept. Resolved by the acceptance of documents 11-06/179r0 and 11-06/199r2.” for comments 1192, 1193, 1194, and 1195.

By: Jon Edney

Second: Rajneesh Kumar

Discussion:

· None.

Result: 15 – Yes; 0 – No; 4 – Abstain. Motion Passes.

· Discussion on comment resolution as updated in document 11-06/1284r12

Updates to comment resolution will be updated in 11-06/1284r13

MOTION: Move to resolve comments 79, 80, and 82 with the text “Rejected. Task group considered this issue and decided not to include vendor specific IE’s into the MIC calculation.” 

By: Kapil Sood

Second: Bill Marshall

Discussion:

· The function of protecting vendor specific IE’s is a good one. We should look for ways to protect them.

· We should accept the decision at this meaning and resolve the ballot comments and consider working further on trying to solve this issue.

· We should explore solutions to this problem and adopt this conclusion if we do not find a solution.

Result: 8 – Yes; 3 – No; 6 – Abstain. Motion Fails.

There is a debate whether this is within scope of TGr.

We are providing a solution for fast BSS-Transition, not security.

MOTION: Accept the proposed comment resolutions of comments 434, 712, 736, 762, 711, 866, 897, and 569 in the comment resolution spreadsheet 11-06/1284r12.

By: Jon Edney

Second: Bill Marshall

Discussion:

· None.

Result: Motion passes anonymously.

· Recess until the 4:00pm session.

Thursday January 19, 2006

4:00 pm

· Call to order.

· Discussion on document 11-06/214r0 by Frank Ciotti

If R0KeyHolder is known because the AP is advertising the same Mobility Domain.

The STA gets the R0KeyHolder at First Contact and uses it for future transitions.

The intent is that FT Resource Mechanism would be use to advertise that Fast Transition was enabled.

We should not change the Mobility Domain IE to FT IE.

There is one reserved bit in the FT policy octet that could be used to indicate that Fast Transition is supported.

We could keep the Mobility Domain IE name and rename the FT Resource Mechanism to FT Policy

We should use the extended capability to advertise FT capability.

Mobility Domain IE is a good term. We should keep the name FT Resource Mechanism.

We could place the FT Resource Mechanism into the Extended Capability field. The Extended Capability field is defined by RevMA

STRAW POLL: How should we indicate Fast Transition Support?

a) A bit in the Extended Capability Field

b) Using a Reserved bit from FT Resource Mechanism field

Result: 7 – a; 5 – b.

We will always have this element in the Beacon/Probe.

It’s dangerous to use up the last reserved bit in the FT Resource Mechanism field.

We have already reserved Fast Transition IE; we should name the Key Holder IE to the Mobility Domain IE.

· Discussion on comment resolution as updated in 11-06/1284r12

Updates to comment resolution will be updated in 11-06/1284r13

None.

MOTION: Accept the proposed comment resolutions of comments 670, 799 in comment resolution to document 11-06/1284r12.

By: Henry Ptasinski

Second: Bill Marshall

Discussion

· This comment was mis-categorized and rejected. It was recategorized and conditionally accepted.

Result: Motion Passes Unanimously.

MOTION: Accept the proposed comment resolutions of comments 65, 149, 150, 433, 588, 598, 749, 1184, 742, 1003, 1004, 1005, and 1006 in comment resolution document 11-06/1284r12.

By: Jon Edney

Second: Bill Marshall

Discussion

· Comment 150 was rejected as part of the procedure this week.

Result: Motion Passes Unanimously.

The words accept or reject is not included in some of the comments.

The comment in line 591 needs to be either accepted or rejected. It should be rejected.

The comment in line 603 seems to be a clarification.

The comment in line 637 is a question. If you give an answer, the comment should be accepted.

The resolution to comment 1171 has been addressed with the submission on TSPEC’s that was accepted earlier today.

When we respond to a comment that asks to “justify”, we should include text in the draft.

We should change the resolution to comment 523, because the reservation limit cannot be enforced by the AP.

For comment 1025, the comment has been accepted.

For comment 1025, the STA must send the re-association before the timer expires. This should be implicit.

For comment 1025, the AP must receive the reassociation request before the re-association expires. The positive reassociation response confirms the reservation.

We should not reject comment 105. We should use the Authentication frame for “over-the-DS” communications. In that way, the MIC calculation is consistent.

According to the current state machine, if the AP receives an Authentication frame, it should immediately deauthenticate the client.  

MOTION: Accept the proposed comment resolutions in the comment group number “Bill”, with the exception of 1171, 659, 523 and 105, and with the appropriate “Accept” or “Reject”, if not present, in comment resolution document 11-06/1284r12.

By: Bill Marshall

Second: Henry Ptasinski

Discussion

· None.

Result: Motion Passes Unanimously.

· There are approximately 70 comments to be resolved. We have resolved 94% of the comments.

MOTION: To instruct the editor to produce draft 1.1 incorporating the accepted comment resolutions.

By: Henry Ptasinski

Second: Michael Montemurro

Discussion

· None.

Result: 14 – yes; 0 – no; 0 – abstain.

MOTION: To instruct the editor to produce a draft 1.2, based on IEEE 802.11ma draft 5.1 and the latest draft of IEEE 802.11k.

By: Henry Ptasinski

Second: Michael Montemurro

Discussion

· Currently, we follow TGk. Our draft should be based on TGk.

· We can only approve a draft at a meeting. We have to approve draft 1.2 now.

· We would produce draft 1.3 in Denver, and draft 2.0 when we go to recirculation ballot.

Result: Motion passes unanimously.

· Discussion on the next steps following the meeting.

We should do a 15 day recirculation rather than a 10 day recirculation.

Based on the likely timeline, we should hold an adhoc around April 17th. 

MOTION: Move to authorize an IEEE 802.11 TGr ad-hoc meeting on April 18th through April 20th, 2006.

By: Michael Montemurro

Second: Kapil Sood

Discussion

· None.

Result: Motion passes unanimously.

The teleconferences should start on January 26th.

The group, and particularily Bill Marshall, has done an excellent job in comment resolution.

· Adjourn for the week.
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