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1. No Mutual Authentication Specified

Issue: IEEE Std 802.11i specifies no mutual authentication algorithm
Response: IEEE Std 802.11 wireless networks are being utilized in widely varying applications, deployments, service providers, and markets.  Each of these segments requires and demands differing types of authentication algorithms; examples include the use of EAP-TLS, PEAP+MSCHAPv2, and PEAP+OTP in enterprise level markets, EAP-SIM in 3G mobile phone markets, EAP-CAVE by China Mobile, and the use of pre-shared keys in the home market.  Specifying a single authentication algorithm would only meet the needs of a very small portion of the whole market.  Specifying all possible authentication algorithms would not be practical.  By specifying a robust authentication framework that different authentication algorithms could be plugged into, all the market demands could be met.

The design of IEEE Std 802.11i deliberately loosely coupled the authentication mechanism from the rest of the specification; this is in contrast to the block cipher, which is tightly coupled to the rest of the specification.  This loose coupling allows the use of different authentication algorithms to meet individual authentication requirements of different market segments.

Also, instead of inventing an authentication mechanism, IEEE chose to use existing, robust, vetted authentication protocols that are defined by standardization bodies such as the IETF.

2. Authentication Protocol Complex

Issue: Concern that IEEE Std 802.1X authentication does not scale
Response: IEEE Std 802.1X authentication is currently being used in several enterprise wireless networks each containing approximately 10,000 APs, with the number of clients vastly greater than 10,000 for each network.

In addition, IEEE Std 802.1X authentication is being used in wired networks to authenticate the various elements of the network to one another; estimates of the number of elements in some of the larger enterprise wired networks vastly exceeds the 10,000 nodes in the larger wireless networks.

Since the use of IEEE Std 802.1X in very large enterprise networks each consisting of tens of thousands of elements is demonstrated to be successful, the criticism that IEEE Std 802.1X does not scale is false.

3. AP-AS Key Setup Manual
Issue: the AP-AS channel requires manual key setup

Response: IEEE Std 802.11i does not specify any relationship between the AS and the AP.  Instead, this relationship has been defined by the IETF Authentication, Authorization and Accounting (aaa) working group.

The IETF aaa working group has defined multiple mechanisms for setting up the security relationship between the AS and the AP.  These mechanisms include:

· Manual configuration

· IKE (IPsec key agreement) – used with RADIUS

· TLS key agreement – used with Diameter

Manual keying is one of the options, but not the only one.

4. Security of the Master Key
Issue: Session key negotiated between AS and client, not between AP and client

· Sub-issue: the AS can compromise the session key

Response: Any system that relies on a trusted 3rd party to issue keys or certificates carries a risk of compromise of the trusted 3rd party if the trusted 3rd party is not actually trustworthy.  This applies to both on-line (RADIUS, Diameter, Kerberos, etc) and off-line (certificate authorities) trusted 3rd party models.

The choice between an on-line and an off-line trusted 3rd party solution is a matter of preference, not a security issue.  However, operational experience suggests that performance of an on-line trusted 3rd party solution is several orders of magnitude less expensive than an off-line trusted 3rd party solution.

The IEEE Std 802.11i provides security properties, if implemented within the assumptions and specifications as defined in IEEE Std 802.11i.  IEEE Std 802.11 implementations (and, in fact, any security implementation) can be made to violate its security claims, due to improper implementation and use, not by design.

· Sub-issue: the session key can be compromised when transported to the AP

Response: The session key is protected from compromise by the secure connection between the AP and AS.  As discussed in issue 3 above, the IETF aaa Working Group has defined multiple mechanisms that can be used to secure the AP-AS connection.  The appropriate mechanism to use is dependent on the specifics of each deployment.
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