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Monday, November 14, 2005, 4:00pm
Call to Order
Meeting called to order

Chair:  Jesse Walker

Secretary (Acting):  Nancy Cam-Winget 

Chair:  Go to the IEEE concierge’s desk and sign in once a day.  The chair reviewed slides on the following:

· Membership & Anti-Trust

· IEEE-SA Standards Board Bylaws on Patents in Standards

· Inappropriate Topics for IEEE WG Meetings

· Request to review of selection procedure:

· In September, 5 proposals were presented with slides only

· This meeting is expected to have presenters include draft text.  At this meeting, we need to look at the proposed text to see if any of the text will meet the TGw requirements

· January meeting will have vote to adopt some of the text as the basis of the TGw draft.

· DoCoMo did not submit any draft text, but would still like to present their proposal.  Their proposal will be a technical presentation versus a proposal presentation.  

· BUMP Proposal Presentation by Kapil Sood  Doc #: 11-05-894r2

· Propose to protect unicast and broadcast management frames.  Confidentiality for unicast only and forgery protection for both unicast and broadcast management frames.

· Proposal text is in Doc #11-05-1045r1 on the reflector.

· Discussion of design goals

· Overview of BUMP proposal including unicast management protection reusing CCMP and TKIP from 802.11i and introduction of BIP for broadcast with special consideration for disassociation and deauthentication.  Finally, policy mechanism of multiple unicast protection (MUP).

· Discussion of MUP and analysis of alternatives to broadcast management frame protection.  

· Discussion of TKIP and market need to allow for field upgradable solution.  TKIP composition is similar for management frame as that of data; however header needs protection so introduction of header clone IE is required.

· Discussion of broadcast management frames.  Important note that the MIC is required to allow for the mixed mode to persist and allow backward compatibility.

· Why not just use the AES-CBC component of CCMP?  We want to add as little overhead as possible.  It should not require hardware changes.  Some are concerned that there may be a required hardware change.

· Discussion on the use of SHA-256 vs. SHA-1; this proposal includes SHA-256 to better address forward looking issues and requirements (by NIST).  Request is that whatever proposal TGw adopts will require outside security review.

· Discussion of “no good single solution” for protection of broadcast management frames.

· Discussion of draft text

· Discussion that protection of TKIP header is required to ensure attacker can not swap frame types between data and management.

· Comment: first opportunity to adopt the draft is at the next meeting.  Is there a way that this text could get adopted at this meeting?  If this approach is adopted, then text is owned by the entire membership versus the proposal members, so it may be beneficial to have it adopted as a draft sooner rather than later.

· Chair rules that under current selection process, commenter is correct that we can not adopt until the next meeting.  Although one could modify the current process and the group could consider the new procedural rules.

· Commenter: should we have the process updated and up on the reflector to meet the 4 hour rule.

· Commenter: looking at the process slides, this meeting can have a “yes” and “no” vote.  So we have to do at least that.  Chair recognizes that as a minimum unless the process is changed.

· Commenter: after that vote, then someone could make a motion to include the proposal as the first draft; chair could rule it out of order.  Though 75% vote could change anything.  Suggestion is to do the vote but make sure we go through the other proposals.

· Commenter: concerned that we are not going to get through all the proposals this week. 

· Straw Poll:  “ Should BUMP proposal (11-05-1045r1) be included in the first draft”?

· Yes: 16

· No: 0

· Abstain: 0

· Comment: does this mean that we can not vote for other proposals?  Chair is willing to allow affirmative votes for other proposals as well, so all proposals may be included as part of the TGw draft.

· Commenter: we had a strict requirement that proposals should not require a hardware change.  So what happens if the group determines that it needs a hardware change?  Chair recognizes that if the group determines that is the case then we would have to revisit the proposal.

· Presentation by Jon Edney Doc #: 11-05-1063r0

· Abbreviated version of this morning’s presentation

· Discussion of whether the lockout problem is that critical

· Comment: does 802.11i state what it should do when it receives a (re)association request that in unprotected?  Response is that currently it has to.

· Presentation by Jon Edney Doc #: 11-05-1094r0

· Discussion of Dynamic Wireless Medium Address

· Discussion of whether PTK derivation needs to include the AMID or the base MAC address. 

· Review of proposed draft text

· Comment: would this be optional or mandatory?  Response: yes, it would be optional.

· Comment: keeping state is required in either place but the multiplexing for the two addresses may require a new encapsulation?

· Comment: if an attacker can spoof the MAC address, they can also fake the DWM; so the multiplexing problem is still there.

· Comment: premise is that key state is lost, so need to overcome this state.  How likely is it to occur?  Response:  if reboot during a software crash or unexpected or uncontrolled reboot.

· Comment: what happens if you add a 4th option to accept the request and delete the state?  Response: there may be a DoS attack if you keep having to reassociate

· More Q&A will continue in next session.

· Recess until Thursday November 15 2005 1:30

Thursday, November 17, 2005, 1:30pm
Meeting called to order at 1:36pm
Secretary (Acting):  Frank Ciotti 

Chair: Last we were hearing comments on Jon Edney’s proposal.  Any further discussion?
None

Submission: 05/0895r2 – Marcus Wong – Broadcast Forgery Protection

Detailed proposal in doc 05/1052r0

Discussion:

Comment: Is there any normative text?

Marcus: No.

Comment: Looks like micro Tesla.  Is synchronization necessary?
Marcus: Synchronization is not required.
Comment: Synchronization is required to prevent forgeries, or it must be replaced with something else.
Marcus: It is our opinion that synch is not required.
Comment: It is suggested that a proof be performed.

Comment: There is an issue with how the key chain is generated.  802.11 has a high PER.  The AP can only compute a finite number of keys.  The AP may have to stop transmitting broadcasts to rekey the IGTK.  The IGTK is being reused.

Marcus: We can use different keying material or derive a new key instead of using the IGTK directly.
Chair: The next step is to have a vote on the 3 proposals:

· 05/895r2 Tesla
· 05/1045r1 BUMP
· 05/1094 DWMA
Jon Edney asked the chair to for an agenda item to be added for an update on BUMP

Selection Process Vote: 

The proposal is worthy of further consideration:
895r1 – Modified Tesla


Result: Yes:19,  No:1,  Abstain:8

1045r1 – BUMP


Result: Yes:15,  No:1,  Abstain:13

1094 DWMA


Result: Yes:11,  No:0,  Abstain:15

Submission: Jon Edney doc 05/1045r2 – Normative Text for BUMP Proposal

Updates to BUMP text based on discussions and feedback.

Discussion:

None
Motion:
Move to terminate with immediate effect the adopted selection procedure described in doc 11-05-0717-01-000w-tgw-selection-process.ppt and instruct the editor to create TGw Draft 0.0 by incorporation of the text contained in doc 11-05-1045-02-000w-normative-text-bump-proposal.doc

Moved by Jon Edney 

Second: Thomas Maufer

Discussion:

Comment: I want to make sure this does not preclude any further proposals.

Jon: No

Comment: Is 75% still required?

Chair: Yes, since this will be the new draft which requires 75% approval.

Comment: How is r2 different from r1?

Chair: Editorial changes

Comment: Do the other 2 proposals still carry forward?

Chair: Yes

Call the question

Chair: Any objection to calling the question?

None

Chair: Question called

Vote: Yes:16,  No:0,  Abstain:5  
Motion Passes

Chair: I encourage all members to work towards harmonization on the proposals.

Submission: Shlomo Ovadia 05/1058r1, 05/1059r0 – STAKey Design Flaws

Discussion:

Chair: Is this work necessary?

Shlomo: I’ve seen PAR changes happen all the time.  Since many of the security experts are in TGw, it would best to solve this problem here.

Comment: There is no mechanism to negotiate the cipher.  Would that be included as well?

Chair: We would want to address all of the problems it makes sense to address.

Chair: There are several options:

· 802.11 doesn’t want to fix this
· 802.11 does want to fix it, but not in TGw
· 802.11 does want to fix it in TGw.

Comment: At the time 11i was completed, DLS wasn’t complete as it was part of TGe.  If it is viewed as part of 11i, the SB ballot comments should happen now with 11ma.  If viewed as deficiency of 11e, then wait until re-circ of when 11e is incorporated into spec.  Task Groups that complete on time don’t go outside of their PAR.  The argument that TGw is the Task Group to fix this problem because all the right people are here and not because it is work that should be done by the Task Group does not make sense.

Comment: Several 11i members gave suggestions to 11e on how to fix this, but they were not incorporated.  We may find more issues that are QoS related as well security related, so this may not be the best place to solve this problem.  Also, we need to be careful of feature creep.

Shlomo: We would like to see this problem resolved quickly as possible, and the people in this TG as well as from TGe are the right mix to do this.  If the PAR requires a change, this should not be avoided.

Comment: This should be a maintenance item.  It would finish quicker via maintenance rather than going through TGw.

Comment: Rather than focusing on whose fault it was, we should focus on what is the quickest solution.  Given that, it would be much quicker to attempt to resolve this in the maintenance PAR.  While PARs can change, it is frowned upon, and will consume time away from the real work in TGw.

Shlomo: My concern is that we may have a smaller body of reviewers if we choose the maintenance route.

Comment: It is incumbent upon the people that present in TGm to have all of the resources required to make their argument.

Chair: The consensus is to work the problem through .11ma.  We need some guidance.

Comment: You will need to find somebody who is part of the SB pool to submit a comment.  When 11e gets put into the 802.11 spec, that is the window to do this, if it is considered an 11e issue.

Chair: We need a solution written, get it reviewed, and no overlap between 11e & 11i changes to 11ma.

Comment: When you say “we” that does not mean TGw, but rather some TBD group to address this issue?

Chair: Yes
Comment: I suggest we discuss this further outside this group.

Chair: Any objection to following that course?

None

Chair: Any objection to recessing until 4:00pm?

None

Chair: Anyone interested in the STAKey problem see Jesse to organize a group.

Resume: 4:00pm

Submission: Zulfikar Ramzan – doc 05/1186r0 – Disassociation and Deauthentication in BUMP using Length-Two-Hash Chain

Discussion:

Comment: A simpler way to solve this problem is to redefine Disassociation to mean Disassociation & Deauthentication.

Comment: The state machine you showed was old.  There may be some value in this work based on the new state machines in 11r.

Comment: If there is a sub-group of STA’s you want to Deauthenticat, and then Deauth another sub-group, this may be able to be used in this case.

Comment: the Disassoc and Deauth is an OR not an AND

Comment: The value of this is in the security threat model of the Disassoc Vs. the Deauth.  In 11i, when Disassociating, all security context is released.  In 11r, the STA can move to state 2 during transition.  We have no way of revoking PMKSA’s, only PTKSAs.

Comment: could the CGTK and SGTK be de-coupled?

Zulfikar: Yes

Comment: But you would have to send two commitment values, so this is an optimization.

Comment: We want to do this in a slightly different manner.  The CGTK is subject to the hidden node problem where a rogue could generate a de-auth forgery.

Comment: The hidden node problem exists in the BASE proposal anyway.

Comment: BUMP provides for the protection of the sender.  This may not be a problem and requires further analysis.

Comment: Allowing an attacker to gain access to the CGTK may allow them to do something with the SGTK.

Comment: There doesn’t seem to be a case for an AP to ever send a broadcast disassociate.

Chair: Summary -
The consensus for the STAKey resolution is to go the route of 802.11ma.  Jesse has assembled names for a group to work on this problem and a chair.  Correspondence for this group will take place on the main 802.11WG reflector.

Comment: What is our process moving forward?

Chair: We have instructed the editor to prepare a draft, and we will begin accepting proposals for changes to that draft.

Chair: Do we need to schedule conference calls?

Motion:

Move for TGw to hold bi-weekly conference calls beginning January 31, 2006 at 11:00am EST for 1 hour each and ending March 21, 2006

Moved by: Nancy Cam-Winget

Second: Jon Edney

Discussion:

None
Chair: Any objection to the motion?

None

Motion passes by unanimous consent

Comment: Is the STAKey group part of the IEEE 802.11 process?

Chair: No, it a group of interested parties working outside the group.

Chair: Is there any further business?

None
Motion:

Move to adjourn.

Moved by: Jon Edney

Second: Nancy Cam-Winget

Chair: Any objection to the motion?

None

Motion Passes
Adjourned.
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